hackme.inndy.twi)—2Writeup (5H 305 )

baikeng3674 0 F 2017-10-21 21:35:00 K7 o 6128 ﬁ e 1

JRSCEERE:  hitp//www.cnblogs.com/WangAoBo/p/hackme_inndy_writeup. html
AL

hackme.inndy.twf] — %Writeup (6H 3H ¥ $)

JFRCEERE: http://www.cnblogs.com/WangAoBo/p/7706719.html

3 — T https://hackme.inndy.tw/scoreboard/, i —REF M4 XS FFHRIEE, EMN L& 2 WriteupiR
A, R FTXEECGER—TH2 B EE (ZE£pwnflre) , UGS IREMREHEEKHEEZSE
¥, FERSEEinndy)TERBGE, RECER, Fidlag.

5 Ui {8 9 %8 43 BB : hittp://blog.csdn.net/niexinming

WMRET BB BEAA R, B UAERRIgithubIRBIEEBERIIA: pwn, reverse, ¥illstarFifollow

pwn
0x00 catflag

X5, nciE¥g, catflaghia]
0x01 homework

RIEE B R, REHABANRRE, H— KBS XMIFEESMHETRBLY. B RARFEH KT get shell
i) i % call_me_maybe, run_program i ¥4 & L T — MK/ A10MEA, IKIA HIEedit numberffiE i
B, AFMTMAKIndex X T108, BFRASIREN, MEASUSTEFMlteditds, FitHFZEedit
run_program#kH ffjret’Acall_me_maybe, iX# 243118 Hrun_program ik ik, 2F s iR E
Flcall_me_maybe X ¥ikget_shell, FEEIT:

ARRAREER:

1. B Medit numberd & S S5 2 8 it Yo dB N 1, BRIk 75 22 DA (4 75 i A\ call_me_maybe i %5 ) Hh ik
2. Ekretiithbk 2 5, EFHEFHA—IROKIE Hrun_programiJ &I K H Kret

payload:


https://blog.csdn.net/baikeng3674
http://www.cnblogs.com/WangAoBo/p/hackme_inndy_writeup.html
http://www.cnblogs.com/WangAoBo/p/7706719.html
https://hackme.inndy.tw/scoreboard/
http://wxzwhubuntu.club:8088/index.php/2017/06/14/inndy/
http://blog.csdn.net/niexinming
https://github.com/M4xW4n9/pwn_repo
https://github.com/M4xW4n9/reverse_repo

0x02 ROP

NI X EBEERESENTF, BFHPEREETUFAN R, @idflemdEELHSHEERN BT AHlibe
FHIES. EREERT RS TROPgadgetix T K, A #83|7 LLE 5 FIROPgadget B ##f & HROP
%’ ZZD—F-

XA R & E A TE T 0 X i B9 [E 2|ROPgadgetiy i i ropchaingt 7 BA 1

payload:

0x03 ROP2

AR HE IR R ULAIX B U B H B4 Hropchain, {HJERE X — B+ 77 7Esyscalix AN LS Bl R S A F )
B3, fnsyscall(4, 1, &v4, 42)E1HH 24 Fwrite(1, &v4, 42), syscall(3, 0, &v1, 1024)El 4 %4 Fread(0, &v1,
1024), syscallfIEE—NSHRRARBNRATAS, ZENSERICOII MRS, 2MNRAHAS
5& X 1Elusrlinclude/x8664-linux-gnu/asm/unistd32.h/, 7T LLUE FlexecveMAAH S 11, FEHWERANIM
igsyscall(11, "/bin/sh", 0, 0)5iAH 24 T #1T T execve("/bin/sh", 0, 0)El AT get shell

B —A/Mrick, ITE, ATLLEHARRRFRHFBERIFL, EEANDAKE EHIRMNZRERNERY, BRRFHESRT
VA~VISZANTE, VAR Abp-0x33, v15A4bp-0x9, [F b5 K A0x33 - 0x9 = 42

X EATEVA Ly— T, RIGEH TR E O _ERABATHERT R $dE KR char v4[42], 8 <OK, XiIDAREREILH
BRI RVAR AR R T, T

payload1:

i krop, SZ¥get shell

payload2:

F|FHROPgadget# 2| T —/>pop4retftigadget, FIHpopdretF#iHtk, F—ropchains:Igetshell

HEER, W TexecvelIZE— NS4 "bin/sh", HATATLLALEA—ANEEMEE (nbssB) K75 XiEEMES .

0x04 toooomuch
A BRI, FIDARZ 5 AT LA R85 iE fpasscode, REH 4 /XIBRE i sE, Ml iEFflag
0x05 toooomuch-2

B H B2 R F S X # B id shellcodekget shell, IDABFERFIRE, FEgetsR B P EAER H



X R EE T ROPHEshellcodeE llbssB, HiR [A]bssEx 17 shellcode B A]

payload:

0x06 echo

% 2lecho, H—RBIERAE A TFRFE KB, D ERR KT R IR K% AL 717 5 I TR

FHAT L@ whilefEHR 2 R FIH, REBKFIH TR, %kitE Hsystem gotd system@ K sehit, BES
printf_gotAsystem addr, 2 J5i@itfgetsit N\"/bin/sh"f}, printf("/bin/sh") 2. &4 24 Fsystem("/bin/sh"), Bl FIget
shell

payload:

= EEE W Rleakpayload&p32(system_got) + "% 7$s" I, F A4 EE H I system_addr M S 447 B SR8 4L
(p32(system_got)) 53 T Ri46L, F 4R p32(system _got)H A \x00%bad char# Krprintfft1i&, & LA % payload
H%8%s + p32(system_got)

0x07 echo2
18 B X — 2 A A 24 R R, 5 B — B A R T

1. 64fL, X EEkE fmtstr_payload B kA 7I &2 F 9\X00 4 Re

2. JFJA T PIE, 3 2 tgotR 55 bk #R 2 BE LA (5 B Aelfrh &AM 8 23 B A2 18] 5E 1), R e mT UL i ik 9% e I b FR) 7 vk R A
E FLAt B 40 ) SR H bk

B ERE AT AR %418p 1 %4 38pitt EEmainiiit 5 libc_start. mainfjihhik(0x23 + 6, 0x25 + 6):

& elf baseslibc_basef) & %t T:

def getAddr():
io.sendline("%41%$p..%43%p..")
elf base = int(io.recvuntil("..", drop = True), 16) - 74 - Ox9b9#nm ./echo2
libc_base = int(io.recvuntil("..", drop = True), 16) - 240 - libc_offset # this is for remote
# 1libc_base = int(io.recvuntil("..", drop = True), 16) - 241 - libc_offset #this is for local
log.info("elf _base -> oOx%x" % elf_base)
log.info("libc_base -> 0x%x" % libc_base)
return elf_base + exit_got, libc_base + one_gadget

RfFelf_baseLlibc_baseZEiil 5, # M8 IE # k% N4k 2 /7 B BB R B AT, b nmT L one_gadgetiihik 7 5 exitifi 31
FigotFz bt .

0x08 echo3



IXIERR H A R A AN E R R IUE A T AR, ANKE 5 RIEE, XFE R R ilexp, 1LE T X
—EE TR XEEK ST (EHEILMABT) » expll -

inndy_echo3

% ¥ —HJinndy A 1R nice

0x09 smash-the-stack

# A ¥jcanary leak, #__ libc_argv[0]AflagfE A7 ik, filik_ stack chk_fail B ] it #& flag
% 1 B

¥:http://veritas501.space/2017/04/28/%E8%AE %BAcanary%E7 %9A%84%E5%87 %A0%E7 %AT7 %8D%E7 %8E

4 | 1 | 3

payload:

B T AR SE 2 D1 8075 %, AN v Sargv[O0] 2 82 i X O BE B, A — MUK UM B8 a5 1 5 R vl

payload:

FEEBRNRWite BB KER B A MARER, Sbuf—ME/NERAT

0x0A onepunch

Ak LA Ronepunchif & B 2 #i& iF payload— &k get shell, J&RA EIMRE—ANFH —NFH T

B —MEBMEEE — N FHHRA, RITFEESENTF, JERIA KK A BB BOIrwxp R, 435
BIRETER .

BEAR T FE RIS BRI S, sURRE RN DSBS B RS HAE, BRI BEmt m] LUK

.text:0000000000400767 jnz shortloc_400773

(CEo

.text:0000000000400767 jnz 0x40071D

XA R T —AMEIR, BT REAEW N E Sshellcode, 4R )5 Bk# 2lshellcodeRf 7]

payload:


https://github.com/M4xW4n9/pwn_repo/blob/master/inndy_echo3/exp.py
http://veritas501.space/2017/04/28/%25E8%25AE%25BAcanary%25E7%259A%2584%25E5%2587%25A0%25E7%25A7%258D%25E7%258E%25A9%25E6%25B3%2595/

2T EAWEEpatchi bk F{E, RifkFkeypatch, FkeypatchiEei e RIL )5, @Eid¥  Options -> General -
>Number of Opcode bytefz i 93k 0 Bt LU BB HT & -5 A R A]

0x0B rsbo

XIE BRI RS R E, ST TFreadfMwritefI 25— NSEfd CCERRTF) , fd = ORMRRIRHER AN
stdin, 1A F IR Histdout, 2FHRFIREEE Rstderr, 3~OMARRITFHKIXH. X—FHAAGTRFAHGTR
w72 R F rop 4 F openik #5137 F- 42 F/homelrsbo/Kiflag, #RJ& B Hread(3, )itflags 2 —/NEl e dbht B, &5 H
write# i

payload:

0x0C leave_msg

L ARSI AR, Seid T I A BR 1, B AT LA S gotk:

if ( v4 <= 64 && nptr != 45 )
dword_804A060[v4] = (int)strdup(&buf);

T v4=atoi(&ntpr), £ it #8 & atoi ek H < Bhid 7 7F 5 7 3k 1928 B FR/F, 1k R B2 3 (22 48 )16 7T LA ) B bt 9
PN BR 1 R 78 5 puts i got 4R 5 F F \x00%%5 strien i BR #1 5t 7T LA 4T shellcode, payloadin T :

LR R P IRAZ I T

ZET0x362 E4RM B RAE KK, mRIPAL R FA HSHER TTE EEN TG

0x0D stack

XANEI T 2Ry, B—RELEEFA, BHLRRBES K, pophf HEAN FTirfEHEE, XMEKRE
AT LU — B pop I A M MW Eleak, JoiliitidiAE tREH

AIAVEH, Eid—EHpoprl AtE 10 2 1_stdout FyHihl, A Elibch 2B, E bt Fone gadgetiiht



1 def getBase():

2 # debug()

3 for i in xrange(15):

4 io.sendlineafter("Cmd >>", "p")

5 io.recvuntil("-> ")

6

7 libc_base = (int(io.recvuntil("\n", drop = True)) & Oxffffffff)- libc.symbols[" IO _2_ 1 stdout_"]
8 info("libc_base -> 0x%x" % libc_base)

9 one_gadget = libc_base + one_gadget_offset

10

11 return one_gadget
12 # return libc_base

Eidmain+27, main+427% bk 7T DAt FEelf i 3 Skt (CHAFEEARD , FHLIWE, main+27,
main+4274y 572 x86_get_pc_thunk_dxfistack _pushffig Bl Hihl, XHERNR FEEEmain+427B %A
one_gadgetjHiht, F kA stack_pushit, #irrLLR[EIFlone_gadget, #Emiget shell, B — MY s Z2OXFBLHI
bk R SRR, FERIE RInt321 K3 .

BRI ESRAR AR AR R O AR, XN H Mflagti 3B T AR & Ut 2 leak from stack.
RFXANMBAEHAEG —R®R:
WIFT JF S A5 P F S i 4

RAEZHERIZEFNRBISHANHALEE, HITEMRIOX78D, KIS40XNEHHE —1S4, (HIDA
HBA IE#HIR A

FHEE—NSHE (RERYEERED , ZIPORBERERMER T
FIFERINEBRE Z E IR, BT AFSEE v T
SKERWAREE, LGB EE R HE R ASSEE — 5 R RS LR S H

wn EER578 %, FILAE HSERR A T hex(8128 + 56)ix MHitik, TiiX /™ H#ihik7E IDAS H] LA H & scanfi
bk, XAEEBRATHA LB scanflI S RIE—PBIESH T, H—KRBREZEKE

XFEAE @ X L B A YRR, MR A S SR T K ThEE
XAMEE IR RE TPIERRY, FHpwn.gdb.attachif i 5 rHEM B A 718 PIER 7 A LR F
LRI R IFRTF )8 T PIESRY elfff) 77 & Uriel T8 23R i otk elfE B 2 bk



from pwn import *
import sys, os
import re

wordSz = 4
hwordSz = 2
bits = 32
PIE = ©
mypid=0
context(arch="amd64', os='linux', log_level='debug')
def leak(address, size):
with open('/proc/%s/mem' % mypid) as mem:
mem. seek (address)
return mem.read(size)

def findModuleBase(pid, mem):
name = os.readlink('/proc/%s/exe"' % pid)
with open('/proc/%s/maps' % pid) as maps:
for line in maps:
if name in line:
addr = int(line.split('-")[@], 16)
mem. seek (addr)
if mem.read(4) == "\X7fELF":
bitFormat = u8(leak(addr + 4, 1))
if bitFormat == 2:
global wordSz
global hwordSz
global bits
wordSz = 8
hwordSz = 4
bits = 64
return addr
log.failure("Module's base address not found.")
sys.exit(1)

def debug(addr = 0):
global mypid
mypid = proc.pidof(r)[0]
raw_input('debug:")
with open('/proc/%s/mem' % mypid) as mem:
moduleBase = findModuleBase(mypid, mem)
gdb.attach(r, "set follow-fork-mode parent\nb *" + hex(moduleBase+addr))

View Code

1B fif i 18 R R A & Blpwn.gdb.attach R G 58 — AN S 2 w4

XEERUAT A St Agdb, ilidvmmapk BlelfE bt 5 78 T Wr kAT I/ 1

0xO0E very_overflow



XNMEESE TG, SRR ET AL, INMERRESRES S K, BRBIE T KERN128%(sizeof(buffer))
WX, HEA LR Madd_note, X EWERAIATLUIEERadd_noteF R EM X, AJ54k%kadd_notefl
show_notel}, HiA] LhleakifBh__libc_start. mainix &5 B R#ElibcE HEN T, B T libcik /s, @Eidrop
i system("/bin/sh")&& one_gadget# 7] LAK fi#

% Fadd_note >k, it i AT LARIE 2 B H H ok

3 A w2 R TF 46 4 Ho 7] PAget shell, {EimfEEER A 5, J5¥RiEcontext.log_level#fk T info, Wb T ITENTE
PSR, Xiio.sendlineafterf i T H#zio.sendline, AR ZEH T

0xOF tictactoe-1

el TR R ED, B R DRBIB AR, THTREFRRERERE, WK T
CLE I $H M7 5 GOTR

BEERARFE - NAFRHTIR, HEEdEhiE REE=EAFEN, EXE—EnS, ENMFENCELE®
overwrite memset@got A #T Efflag i) b ik

BRI T, ZETtictatoe-2, EfRget shell&F| T flag, {HiR#Elagh & EMret2dl_solve, %&RH
ret2dl_solvefi# ¥t K khwp

reverse

0x00 helloworld:
0x01 simple:
AR, NN

0x03 pyyy

X — 8 Funcomplye6Ek E 7E L M b K 4 1% J5, 18 EI I pythonfRILER A KB MlambdaifE, sEEk+a% b, I
BERBARERET, FHARE, RIBFE—1T

this_is = "Y-Combinator'

P RAER R 4, googleT —%, fE https://rosettacode.org/wiki/Y _combinator#Python $#£2] T Y-Combinator
M4, BRI Alambda® B E IR, TRIFZBMuE 45 H KpythonSL @l &e TR, FH AR EfIT.
BArAmgE, KURERNSRGMANTNEFSRITENEMASTESlag, FHEZEESpythonftis, it
MANE TR IHEGFNE, B3uFiRmEmT:

1 # uncompyle6 version 2.12.0

2 # Python bytecode 2.7 (62211)

3 # Decompiled from: Python 2.7.13 (default, Jan 19 2017, 14:48:08)
4 # [GCC 6.3.0 20170118]

5 # Embedded file name: pyyy.py

6 # Compiled at: 2016-06-12 01:14:31

7 from fractions import gcd


https://rosettacode.org/wiki/Y_combinator#Python

8 _ _import__ ('sys').setrecursionlimit(1048576)

9 data =
'"Tt1PIbKTTP+nCqHvVwojv9K8AMPWx1q1lUCC7yAXMRIpddA1H+0IHETET7KHS1SIZshfo2D0u8dUt6wORBVNVBpUSsuHa®S78KG+SCQtB21r
4c1RPbMfONR9SeSm1ptEY37y310SIMY28ubm4Y44qniGTi39ToHRTyxwsbHVUEjf480eeYAfSVvpWvS80y2bjvy@QMVEMSkyJ9p1Q1lGgyg3m
UnNCpSb96VgCalUe4aFudYbOnOV3HUgYcgXs7IcCELyUeUci7mN8HSVNc93sST6mK15SDryngxuURkmgqLB3azioL6MLWZTg69j6df1QIhr8Rv
OLNwRURYRKa1g7CKkmhN4RytXn4nyK2UM/SoR+ntjalscBITU0OI31x1wBIpT4HjDN47FLQWIKRW+2wnB3eEwO5+uSiQpzA8VaH7VGRr1U/B
FW4GgbaepzKPLAXQFBkNyBKzqzR/zA2GIrYbLIVScWI19DqICOyVLGeVIVXyzN1y3270orYL2Ee31RITnE3FouicRStaznIcw8xmxvukwVMRZ
I3/vTu8Zc1WQIYEIFXMHozGuvzZgROZTYyFihWNRCBBtoP9DJJALIbOpA1IKIb2zLh+pwGF40Y6y93D6weKejGPO+AGDBXHOvuULCcCcCIvr/XP
Qh03jLKCBN+h9unuJKW3dyWxyaVPdR2V+BTw1lOVX0lo7yaTH1GbRATiVSB308mBOMwfchwihEe7RdMXvmXgaGarkKkJeONLUCA8jwhYII+Wym
jx0/x0z/ppOvNfAYyIQksWOsggRPQT1gXSZ7MIVA1h66sGN1jI833MoFzWof3azLabazl0rAJFqYXBg/myDsy1tV6rULSQ82hVR/TNnSmBGvy
EDJITrLSwHyj78NOrW4munlLGBnAgWfw6pW21RK2jKkNXONM6DFLSRK81wl85UP8CZSuNdcLmLWHTVMZGm/ cNkZCtWRB1ZqEggxGdI044D+f4y
6ysnAk5/QzEwjTuecxEObBjyV6dFui8gac30x1hzclioX8ToIFyeQRVININokYZO7tF1G6m18kCToKz1qiH1U7k1jXa6SvdORUrSdWYLQ/ /g
whwppe7J31Nda/cEoh92h96wRZDv1dSK/f1lvz+mUeUyUlFY@iMjfw5eBXWZppNZi3ZtIcq5k11M2ACVFcxQWI3azM3ArOcqjosoiPjNoDYgKh
7w4k2CdOkLYEHscz/njtJ1KEcwLtqs4nJ+gB2r4V9oge3YgvY5E8]JtfIMKdaTedjtvEUif8FNICKODMNL1iLpWptIbdf083Y7Y46XCqjZFBI
509Qtb78nLhMEM5/YTaNOM/wE/0J15HI/i1X6kW3PKCsVubRkOkc2xawl6NYdLETjLvmrGhhI '

10 a =
138429774382724799266162638867586769792748493609302140496533867008095173455879947894779596310639574974753192
434052788523153034589364467968354251594963074151184337695885797721664543377136576728391441971163150867881230
659356864392306243566560400813331657921013491282868612767612765572674016169587707802180184907L

11 b =
166973306488837616386657525560867472072892600582336170876582087259745204609621953127155704341986656998388476
384268944991674622137321564169015892277394676111821625785660520124854949115848029992901570017003426516060587
542151508457828993393269285811192061921777841414081024007246548176106270807755753959299347499L

12 ¢ =
139406975904616010993781070968929386959137770161716276206009304788138064464003872600873092175794194742278065
731836036319691820923110824297438873852431436552084682500678960815829913952504299121961851611486307770895268
480972697776808108762998982519628673363727353417882436601914441385329576073198101416778820619L

13.d =
120247815040203971878156401336064195859617475109255488973983177090503841094270099798091750950310387020985631
462241773194856928204176366565203099326711551950860726971729471331094591029476222036323301387584932169743858
328653144427714133805588252752063520123349229781762269259290641902996030408389845608487018053L

14 e =
104267926052681232399022097693567945566792104266393042997592419084595590842792587289837162127972340402399483
206179123720857893336658554734721858861632513815134558092263747423069663471743032485002524258053046479965386
191422139115548526476836214275044776929064607168983831792995196973781849976905066967868513707L

15 F = (a, b, ¢, d, e)

16 m =
880496167809374924436273771031704106620586070466893252755842415306105065093365785219582945259408317643302428
6784373401822915616916582813941258471733233011L

17 g = 67051725181167609293818569777421162357707866659797065037224862389521658445401L

18 z = []

19 for i, f in enumerate(F):

20 n = pow(f, m, g)

21 #https://rosettacode.org/wiki/Y_combinator#Python

22 this_is = 'Y-Combinator'

23 # 1 = (lambda f: (lambda x: x(x))(lambda y: f(lambda *args: y(y)(*args))))
24 Y = lambda f: (lambda x: x(x))(lambda y: f(lambda *args: y(y)(*args)))

25 fun = lambda f: lambda x: (1 if x < 2 else f(x - 1) * x % n)

26 1 = Y(fun)(g % 27777)

27 # Y = lambda f: (lambda x: x(x))(lambda y: f(lambda *args: y(y)(*args)))

28 # fac = lambda f: lambda n: (1 if n<2 else n*f(n-1))

29 # >>> [ Y(fac)(i) for i in range(10) ]

30 # [1, 1, 2, 6, 24, 120, 720, 5040, 40320, 362880]

31 # >>> fib = lambda f: lambda n: @ if n == @ else (1 if n == 1 else f(n-1) + f(n-2))
32 # >>> [ Y(fib)(i) for i in range(10) ]

33# [0, 1, 1, 2, 3, 5, 8, 13, 21, 34]

34 # print 1

35 # ¢ = raw_input('Channenge #%d:"' % i)

36 c=1

27 if dint/lAY 1= 1.



oy 4 anL\vy i— oa.

38 print 'Wrong~'

39 exit()
40 z.append(1)
41

42 z.sort()

43 gg = '(flaSg\'7 \\h#GiQwt~66\x0csxCN]4sT{? Zx YCf6S>|~ \x0c$/}\'\r:4DjIFvm]

([ SPHFMY"@=YS; CQ7T#zx42#$S_F0\\Lu~N31=r\x@b\t\tjVhhb_KM$|6]\nl! :V\rx8P[Om
;ho_\rR(@/~9HgE8!ec*AsGd[e|28&h!}GLGt\ " '=$\xOcbKFMnbez-q\\  I~];@%y#bjoKOxmI2#8
s17gBNL@fUL\x@b\\90hf]c>Vj/>rnWXgLP#<+4$BG@, \'n a_7C: -} (WO8Y\x0c2| (nTPI\"\\>"\"}-
7+AwBV!w7KUq4Qpg\tf.}Z7_!m+ypy="3#\\=29B4=?"}&\ "'~

Z@OH8\n0=6\x0b\tv\nl!G\ 'y4dQW5!~g~I*f"rz1{qQH{G9\x0c\ 'b\x0cp\x0bdu!2/\\@i4eG"IfOA{-
YN=6GMC<U5/ds\rG&z>P1\nsq=5>dF ZUWtjv\tX~"292Irwx\\5A! 32N\x0bcVkx ! ) sVY

Men\x@c\ ' ujN<"LI\xOc5R4" \\\\XPVA\ 'm$~tj)Br}C}&kX2<|\np3XtaHB.P\"' (E 4$dm!uDyC%u ["x[VYw=1aDJ (8V/a!l?

T _r:n7388!a25AZ]#,ab?{%e\x0bJwN_}*Q:mh>@]u\t&6:Z*Fmr?U" cOHbAf7s@&5~L ,\tQ1l8 -Hg
g2nz%\x0ccUm=dz&h1(0zoZ)mrA="HKo\n\'rXm}Z-13TWgN\\NW<{o=) [V({7<N1. -
A8S"=;3sderb\t0Z$K\reo/5\x0bMc76EGCWI3IQpr7!QhbgzX8uGe3<w-g\"'/j\ ' \tM4|91?
i&tm_\n57X@B2rOpuB@H@%L_\r)&/q=LZa(%}" "#if#Kq74xK? jGFOn"8&"3Q-\r#]E$=!b Ind: $4VKPXPOUK=IK)Y\rst0T40=>
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44

45 Y = lambda f: (lambda x: x(x))(lambda y: f(lambda *args: y(y)(*args)))

46 fun = lambda f: lambda n: (1 if n < 3 else f(n - 1) + f(n - 2))

47

48 print ''.join((gg[Y(fun)(i + 2)] for i in range(16))) % ''.join((data[pow((gcd(z[i % 5], z[(i + 1) % 5])
*2 4+ 1) *g, F[1 % 5] * (1 *2+ 1), len(data))] for i in range(32)))

49 # Y = lambda f: (lambda x: x(x))(lambda y: f(lambda *args: y(y)(*args)))

50 # fac = lambda f: lambda n: (1 if n<2 else n*f(n-1))

51 # >>> [ Y(fac)(i) for i in range(10) ]

52 # [1, 1, 2, 6, 24, 120, 720, 5040, 40320, 362880]

53 # >>> fib = lambda f: lambda n: @ if n == @ else (1 if n == 1 else f(n-1) + f(n-2))
54 # >>> [ Y(fib)(i) for i in range(10) ]

55 # [e, 1, 1, 2, 3, 5, 8, 13, 21, 34]

56 # okay decompiling pyyy.pyc
BATEPH]
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XA H Hcheck it B FSRISH RUIREL, BEWRBBRAEST, B8 R A] DUOEH & check i £ 1) 8 44 i
FERITHANRE—MRA, K5 50x601080X M HMAT HE, 7EIX Nt H 5 H10x6013COF10x6013BOF 4
ERTZRAT I, BERBEREREcheck(sha512(input)), #RJGcheck(input), EAsha5122 M7 B3,
BB T W MR E. 740517, fEcheck(input)it, {3 H&Stinput®— AR A, K55 HA BRI,
i 5 % — K check(sha512(input)) M LAV R B AN F IS RZEARHE, XAERNT N ZX Sz A =BT

HE

1 #!/usr/bin/env python

2 # -*- coding: utf-8 -*-

3 _ Auther__ = "M4x'

4

5 data = [195, 255, 493, 584, 799, 929, 946, 1086, 1180, 1184, 1421, 1595, 1805, 1846, 2081, 2320, 2430,
2605, 2727, 2972, 3213, 3403, 3418, 3649, 3712, 3950, 3989, 4193, 4228, 4394, 4523, 4624, 4706, 4935, 4999,
5072, 5106, 5291, 5510, 5536, 5644, 5751, 5993, 6118, 6126, 6198, 6211, 6410, 6469, 6609, 6647, 6752, 6978,
7010, 7053, 7106, 7274, 7468, 7563, 7673, 7706, 7956, 8146, 8187, 8257, 8333, 8398, 8469, 8592, 8640, 8693,
8742, 8793, 8844, 8901, 8953, 9007, 9062, 9113, 9161, 9215, 9317, 9374, 9429, 9483, 9540, 9591, 9644, 9692,
9741, 9792, 9846, 9944, 9996, 10045, 10144, 10195, 10246, 10294, 10350, 10402, 10450, 10551, 10652, 10750,
10849, 10946, 11045, 11096, 11147, 11202, 11304, 11353, 11451, 11507, 11605, 11653, 11753, 11852, 11900,
11951, 12052, 12105, 12161, 12259, 12360, 12409, 12461, 12563, 12664, 12718, 12775, 12823, 12921, 12970,
13020, 13071, 13173, 13227, 13276, 13374, 13422, 13521, 13569, 13667, 13718, 13771, 13873, 13972, 14029,
14080, 14179, 14278, 14377, 14432, 14482, 14531, 14579, 14627, 14679, 14732, 14789, 14840, 14894, 14951,
15052, 15154, 15210, 15263, 15314, 15363, 15460, 15509, 15610, 15666, 15763, 15818, 15916, 15968, 16018,
16075, 16132, 16233, 16288, 16386, 16443, 16543, 16600, 16655, 16703, 16801, 16858, 16955, 17005, 17056,
17153, 17250, 17375]

6

7 flag = ""

8 for i in xrange(1, len(data)):

9 flag += chr(data[i] - data[i - 1])
10

11 print flag

View Code

BNA—AIDAMEHtrick, 7RISR, SBEHHARNE M LA, FHARNRBERRID, REHHa, FIDAEX
—BORESERIBUR S, RET LA HalttLiRE k3G E (alttl, BARER, afl+tl) , RJ5@Eidshift+ERL AT LR
ESHBEAEERFNEIE T
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// GrayCCC
public static void Main()

{
Console.Write("Input the key: ");
uint num;
if (luint.TryParse(Console.ReadLine().Trim(), out num))
{
Console.WriteLine("Invalid key");
return;
}
string text = "";
string text2 = "ABCDEFGHIJKLMNOPQRSTUVWXYZ{} ";
int num2 = 9;
byte[] array = new byte[]
{
164, 25, 4, 138, 126, 158, 91, 199, 173, 252, 239, 143, 150, 251, 126,
39, 104, 104, 146, 208, 249, 9, 219, 208, 101, 182, 62, 92, 6, 27, 5, 46
s
byte b = 0;
while (num != ou)
{
char ¢ = (char)(array[num2] ~ (byte)num *~ b);
if (!text2.Contains(new string(c, 1)))
{
Console.WriteLine("Invalid key");
return;
}
text += c;
b ~= array[num2++];
num >>= 1;
)
if (text.Substring(@, 5) != "FLAG{" || text.Substring(31, 1) != "}")
{
Console.WriteLine("Invalid key");
return;
)
Console.WriteLine("Your flag is: " + text);
)
View Code

A LAE B, B2 R R B X A\ 54T T 328 Bk @l B — B RAE AT A 15 Blflag.

(EZ BB ] B HF AN RSB 2 2 MR 0, A7 40 0 W AR AT LA L 80 ) S B E SR H num BRI B, numZ2 18 320K 78 — L5 55
TO,FH b BUE S B A[2 A 31, 2 A 32), 7% G A R 23 2 3258 U iE A E B 7T (EFE R B E R B 2] T 198, R
FATRAR I E,2 A 32 - 2 A STURBLZ T HE T REHR 32 (76 B, B b5 78 P Z3 R AR X A 2 20 R ) AL
ZRBRARF AWM TILA

o 0~5fK"FLAGY"

o« BE—RG1AY

o 6~30f1 & E"ABCDEFGHIWKLMNOPQRSTUVWXYZ{} "
R AT LS HZ3 AR RS 2 R

HE



def getNum():
b=29
num2 = 0
# 2 ** 30 <= num < 2 ** 31
s = Solver()
num = BitVec('num', 64)
s.add(num >= 2 ** 31)
s.add(num < 2 ** 32)
# s.add(num > 1510650850)

for i in xrange(32):
if 1 < 5:
s.add(((array[num2] ~ (num & Ox7f) ~ b) & Ox7f) == ord('FLAG{'[1]))
elif 5 <=1 < 31:
s.add(
or(
And(
((array[num2] ~ (num & Ox7f) ~ b) & @x7f) >= 65,
((array[num2] ~ (num & Ox7f) ~ b) & @x7f) <= 90,

)s

# ((array[num2] ~ (num & Ox7f) ~ b) & Ox7f) == ord('{"),
# ((array[num2] ~ (num & Ox7f) ~ b) & Ox7f) == ord('}"),
((array[num2] ~ (num & ©x7f) ~ b) & Ox7f) == ord("' ')

)
)
elif i == 31:
s.add(((array[num2] ~ (num & ©x7f) ~ b) & @x7f) == ord('}"))

b ~= array[num2]
b &= ox7f
num2 += 1
num >>= 1

if s.check() == sat:
print s.model()
#bug
# print s.model()[num].as_long()
# while s.check() == sat:
# print s.model()[num]
# s.add(Or(num != s.model()[num].as_long()))

View Code

BAT, numBEB T

TERE B BB 20 R — AN IR BRI bug, AR 2 AB B L A N 20 7R B B IR AT AT 8 (ELRT RE R A A T BitVec 3 BUAE i 8 Y
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AT numi{E, #E TRAIRFE H T, 7 Hpythonki#
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#!/usr/bin/env python



# -*- coding: utf-8 -*-
__Auther__ = "M4x"

import pdb

from z3 import *

array = [164,25, 4, 130, 126, 158, 91, 199, 173, 252, 239, 143, 150,
251, 126, 39, 104, 1e4, 146, 208, 249, 9, 219, 208, 101,

182, 62, 92, 6, 27, 5, 46]

# print len(array)

def getNum():
b=20
num2 = 0
# 2 ** 30 <= num < 2 ** 31
s = Solver()
num = BitVec('num', 64)
s.add(num >= 2 ** 31)
s.add(num < 2 ** 32)
# s.add(num > 1510650850)

for i in xrange(32):
if i < 5:
s.add(((array[num2] ~ (num & Ox7f) ~ b) & Ox7f) == ord('FLAG{'[1]))
elif 5 <= 1i < 31:

s.add(
or(
And(
((array[num2] ~ (num & Ox7f) ~ b) & Ox7f) >= 65,
((array[num2] ~ (num & Ox7f) ~ b) & Ox7f) <= 90,
)
# ((array[num2] ~ (num & Ox7f) ~ b) & Ox7f) == ord('{"),
# ((array[num2] ~ (num & Ox7f) ~ b) & Ox7f) == ord('}"),
((array[num2] ~ (num & @x7f) ~ b) & Ox7f) == ord(' ")
)
)
elif i == 31:

s.add(((array[num2] ~ (num & Ox7f) ~ b) & @x7f) == ord('}"'))
b ~= array[num2]
b &= ox7f
num2 += 1
num >>= 1

if s.check() == sat:
print s.model()
#bug
# print s.model()[num].as_long()
# while s.check() == sat:
# print s.model()[num]
# s.add(Or(num != s.model()[num].as_long()))

def getFlag():
text2 = "ABCDEFGHIJKLMNOPQRSTUVWXYZ{} "
num = 3658134498
num2 = 0@
b=29
flag = ""

while num:



¢ = chr((array[num2] ~ (num & Ox7f) ~ b) & Ox7f)
if c not in text2:
print ord(c)
flag += ¢
b ~= array[num2]
num2 += 1
num >>= 1
print flag

# getNum()
getFlag()

View Code
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// GrayCcCC

using System;

namespace GrayCCC

{

class GCCC
{
public static void Main()
{

// Console.Write("Input the key: ");
// uint num;
// if (luint.TryParse(Console.ReadLine().Trim(), out num))
/1 A
// Console.WriteLine("Invalid key");
// return;
/1)
string text = "";
string text2 = "ABCDEFGHIJKLMNOPQRSTUVWXYZ{} ";
int num2 = 9;

3658134498;

byte[] array = new byte[]

{

uint num

164,25, 4, 130, 126, 158, 91, 199, 173, 252, 239, 143, 150,
251, 126, 39, 104, 104, 146, 208, 249, 9, 219, 208, 101,
182, 62, 92, 6, 27, 5, 46

s

byte b = 0;
while (num != @u)
{
char ¢ = (char)(array[num2] ~ (byte)num *~ b);
if (!text2.Contains(new string(c, 1)))
{
Console.WriteLine("Invalid key");
return;
}
text += c;
b ~= array[num2++];
num >>= 1;
Console.WriteLine(text);
}
if (text.Substring(@, 5) != "FLAG{" || text.Substring(31, 1) != "}")
{
Console.WriteLine("Invalid key");
return;

}

Console.WriteLine("Your flag is: " + text);

View Code
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0x06 ccc
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#!/usr/bin/env python
# -*- coding: utf-8 -*-
__Auther__ = "M4x'
import binascii

import string

import pdb

hashes = [0x0D641596F, ©x80A3E990, ©x0C98D5C9B, OxODOSAFAF, 0x1372A12D, Ox5D5F117B, Ox4001FBFD, ©x0A7D2D56B,
Ox7DOAFB7E, Ox2E42895E, Ox61C97EB3, Ox84AB43C3, Ox9FC129DD, OxOF4592F4D]

def crc(s, cnt):
for a in dic:
for b in dic:
for ¢ in dic:
ans =s+a+b+c
# print tmp
if (binascii.crc32(ans) & Oxffffffff) == hashes[cnt]:
# pdb.set_trace()
return ans

# dic = string.ascii_letters + string.digits + " _-{},"
dic = string.printable
# ans = 'FLAG{'
ans = "'
cnt = @
while True:
try:
ans = crc(ans, cnt)
cnt += 1
print ans
except:
break

View Code
0x07 bitx
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#!/usr/bin/env python
# -*- coding: utf-8 -*-
__Auther__ = "M4x'

data = [0x8f, Oxaa, Ox85, Oxa0d, 0x48, Oxac, Ox40, 0x95, Oxb6, Ox16, Oxbe, 0x40, Oxbd, 0x16, 0x97, 0Oxbil,
oxbe, Oxbc, 0x16, oOxbl, ©xbc, ©x16, ©x9d, ©OX95, OXxbCc, ©OXx41, OX16, OX36, OXx42, OX95, OX95, OXx16, OXx40, OXb1,
Oxbe, Oxb2, 0x16, 0x36, ©x42, 0x3d, 0x3d, Ox49, 0Ox00]

ans = ""

for i in xrange(42):

ans += chr((((data[i] & @xAA) >> 1) | (2 * (data[i] & ©@x55))) - 9)

print ans

View Code

0x08 2018-rev
XA AL A F01E FH ) 2 A 2 TR -
BEET X, #r

argc == 2018 && argv[0][0] == 1 && envp[0][0] ==

RS T — 1 gdbi AL 55— B RAE

b *0x4005F0
r

#set args

set $rdi=2018

#dumpargs --force

set *((long *)ox7fffffffe332)=0x0101010101010101
set *((long *)ox7fffffffe34d)=0x0101010101010101
c

# zdump /etc/localtime
# FINASLRIE BATEEON Rt bt

B RRIERR

Bad timing, you should open this at 2018/1/1 00:00:00 (UTC) (

NIFIERIARE RN E - ERIE—HFREBITEEPFENSHNE, BEREMXEBHER, <7 —BREE)E
MEBYIRE, 27217 H A2 Metc/localtime kB (RIGH T LEH), RERIEEFETHBEEzdump
letc/localtime [¥){E>42018/1/1 00:00:00 (UTC)BI AT, T anfafix BEFE, NIFF4E R4 EEgdbiF i+
set, X TIRA, FERTE T —shellscript



#!/usr/bin/env bash
while :
do

sudo date -us "2018-01-01 00:00:00"
done

XFE—Hig1rsetTime.sh, #RJ5gdbS AgdbfiiA, BinI3kEflag

RABFERHTBEE T, B&IENlagh e 1ER, BRA 5 R85 H 1IEH Kiflag

0x09 what-the-hell

RAMEA R BB A B NRA B REZNACHEE BT EFIRE RIC BB TR T KB R HERKS
%,
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WREE TR —ME RS, T — TR R LR T, i Hal,a20 238 T

W

def getInput():
a2 = BitVec('a2', 32)
al = BitVec('al', 32)
# print type(a2)
# print type(al)

= Solver()

.add(a2 * al == @xDDC34132)

.add(((al - a2) & OxFFF) == OXCDF)

.add((al ~ Ox7E) * (a2 + 16) == Ox732092BE)

n nun n n

while s.check() == sat:
if isPrime(s.model()[al].as_long()):
print s.model()
s.add(Or(al != s.model()[al], a2 != s.model()[a2]))
else:
print "unset"

BELHE AR LR ) P LA

"] LA i what B8 e e b 2 — AR 2E B8 2 E51 i iR 4

BIX BA —AN A result 2 int 2 ), B B 3 253 iR, 24a1=42842561 770, & ¥4 i, B
1095061718431, X FERATIELE 2 T decrypt_flagili =S8, 5T LS AR Hiflag T AN T:
=

#!/usr/bin/env python
# -*- coding: utf-8 -*-
__Auther__ = "M4x'

~ -~ - PRN



from z3 import ~
from libnum import prime_test as isPrime
from libnum import n2s

def getInput():
a2 = BitVec('a2', 32)
al = BitVec('al', 32)
# print type(a2)

# print type(al)

= Solver()

.add(a2 * al == @xDDC34132)

.add(((al - a2) & OxFFF) == OXCDF)

.add((al ~ Ox7E) * (a2 + 16) == @x732092BE)

n unu nu n

while s.check() == sat:
if isPrime(s.model()[al].as_long()):
print s.model()

s.add(Or(al != s.model()[al], a2 != s.model()[a2]))

else:
print "unset"
def getKey3():
fib = [0, 1]
for i in xrange(2, 9999999):
# print 1 - 1, (fib[i - 1] & Oxffffffff)
fib.append(fib[i - 1] + fib[i - 2])
if (fib[i] & Oxffffffff) == 4284256177:
return i * 1234567890 + 1
def getFlag():
junk_data = [
0x09, ©x23, 0x8C, 0OxB9, Ox2F, 0x19, ox8D, OxF8, OxF3,
OxFo, ©0x34, 0x99, 0x23, OxBl, 0x84, 0x1D, ©OxFo, Ox8F,
0x42, 0x29, 0x76, 0x17, ox43, OxE1l, OxAC, ©oxe4, ox37,
0x96, OxFC, ©0x1D, 0x85, OxEA, OxD2, 0x94, 0x07, 0x90,
Ox6F, ©x3B, Ox5C, ©x92, 0x4C, Ox9F, oxD9, ©x5e, oxDD,
Ox8E, ©0x43, 0x66, Ox91, OxA3, OxDF, OxAF, ©x3A, Ox7E,
Ox0A, OxEl, ©xB9, 0x61, 0x73, 0x86, OxEl, 0Ox96, oxC1,
OxBB, OxED, ©x68, Ox3E, 0x53, 0x30, 0x43, OxOE, 0Ox53,
0x1C, OxCB, ©x38, 0x86, OxA6, Ox7A, Ox6F, OxF2, Ox63,
oxD2, ©x74, Ox4A, OxF9, OxAF, oxC2, 0x9C, OxFD, ©x89,
0x9D, ©x37, ox12,
©xBB, ©x39, 0x3D, 0x7B, ©xD2, ©ox47, 0x27, 0x37, 0x30,
Ox6B, OxA4, OxBE, 0x8D, OxA5, OxEA, oxDD, ©x72, OxF2,
0x7D, ©x58, OxE7, 0x46, 0x09, 0x04, OxXE9, OxXE9, 0x37,
0x30, OxES8, 0x86, ©x58, 0x77, Ox6C, Ox7D, Ox2E, 0x00,
0x98, ©0x9D, Ox4F, OxE8, Ox1F, 0x60, Ox3A, Ox8A, 0Ox5B,
0x75, ©x30, Ox9A, oxD8, oxD8, ox5D, Ox2E, 0x99, Ox7E,
0xBO, OxC3, ©x1C, OxE9, OxAB, 0x94, OxE6, oxCl, ox49,
0x3C, ©OxB9, ©x16, 0x67, 0x27, OxF9, OxAQ, 0Ox29, 0Ox68,
0x04, 0x54, 0xB3, OxCF, ox87, ox24, ox37, Ox8E, ©Ox7C,
OxA8, 0x4D, ox72,
OxAD, ©x43, ox7D, ox30, oxC2, ox15, oxC9, Ox72, Ox12,
Ox5E, ox49, ox78, ox54, oxCo, OxFe, OxA9, 0x81, OxE3,
ox92, 0x89, oxDo, ©OxC9, Ox5A, OxCE, OxFA, OxB5, OxE4,
ox4C, ox94, ox6C, OxCoO, OxEF, OxF4, oOxE2, ox40, OxF7,
OxDA, 0x16, Ox9A, 0Ox27, Ox68, OxA3, ©Ox73, OxBF, ©x9D,
Ox7E, Ox0C, OxEA, oxC9, Ox9F, Ox7F, ox46, 0x82, OxE6,
ox33, 0x74, OxFF, OxE9, ©Ox52, OxD1l, OxOF, Ox75, 0x88,
0x62, OxDB, Ox1F, ©x2C, OXE7, OxA8, Ox6E, OxAC, 0x62,

0x79,
OXx7E,
OxA0,
0x09,
ox98,
0x65,
0x67,
oxB8,
Ox0A,
OxE6,

OxF2, OxA6, 0x66, OxBE, 0x85, 0x87, Ox8E,

0xB5,
0x28,
oxD7,
OxCE,
Ox1A,
ox43,
0x25,
Ox2E,
Ox5A,

0x28, 0x80, OxAA, 0xD4, OxOE, oxDD, ox72,

0x53,
0x32,
Ox2A,
ox47,
ox40,
0x5C,
ox43,
oxc4,

ox81, ox87, 0x93, 0x99, ox35, 0x52, 0x9C,
0x45, OxOF, oxCB, 0x40, OxF8, Ox4E, oxD1,
OxE4, 0x30, 0x59, OxA9, 0x68, OxD9, ox1C,
oxD2, oxC9, ox19, ox86, OxC9, OxDC, Ox24,
0x37, ox1C, OxB1l, OxDA, OxA5, ox44, OxF2,
0x91, 0x19, 0x22, OxFD, OxFE, 0x14, OxBA,
OxCE, 0x06, 0x25, 0x74, OxFO, Ox2E, OxA3,
Ox8A, 0x9C, ©0x95, ox41, oxC3, oxBo, ox25,
0x19, 0x7C, 0x07, OxDA, Ox6F, OxA2, OX4E,
0x04, o0x11l, OxF6, Ox6F, OxF5, ©Ox98, Ox55,
0x87, 0x64, Ox5E, OxAQ, Ox61l, Ox52, OxDS8,
OxF8, 0x90, OxFC, 0x50, OxF3, oxCl, ox5C,
OxE1l, ©x74, OxEF, ox07, 0x10, OxCF, 0x39,
OxE1l, ©Ox20, OxF9, oxC2, ox54, ox28, OxE7,
oxCC, ©ox9C, OxFB, ©OxA3, o0x8D, oxD1, oxo4,
0x11, ©x55, OxFe, ox6B, OxCF, oxD8, ox6D,
0x5C, OxEB, ©Ox3F, 0x26, 0x78, OxAF, OxB3,
0x4B, OxAA, OxFF, O0x59, OxE1l, ox11l, 0x48,
OxFB, ©x45, ©x5D, ox29, 0x12, Ox0A, 0x36,
OXEF, OxF8, 0x33, OxE2, OxEQ, 0x89, 0x83,
OxA5, Ox0B, OxAD, 0x85, Ox6F, OxEE, 0x44,
Ox8A, 0x37, 0x9D, oxF2, ox64, ox1D, ox21,
oxD4, 0x99, ox81, ox88, ox64, OxFE, 0x20,
ox9D, ©ox50, oxAB, 0x32, ox35, ox8D, 0x31,
ox51, ©oxDB, ox1C, ox6D, Ox3B, Ox6B, OxEA,
ox8F, 0x07, OxF3, oxC7, 0Ox65, ox57, OxB7,
OxE6, OxDF, OxFE, ox42, ox41, 0x12, 0x62,
ox17, 0x02, Ox5A, Ox9E, 0x29, OxAD, 0x40,
OXBE, OXEC, 0x98, 0xB3, OxE9, ©x44, oxD4,



Ox3E, oxC3, Ox9E, OxOF, oxBC, ©xAD, oxC6, 0x28, 0x28, 0x95, 0x93, oxD1l, oxD5, Ox03, OxAA, ©x78, OXxE3,
oxeD, 0x20, 0x90, 0x58, 0x82, OxCC, Ox5F, ox46, OxF9, ©x2C, ox17, ©x55, oxDB, 0x96, Ox0A, 0x34, 0Ox69,
Ox6B, Ox87, Ox2B, OxB2, ©x45, 0x9D, ©Ox7C, OxEA, OxF3, OxAB, 0x19, Ox6A, OxE3, 0x73, oOx9D, ©ox84, ox6C,
Ox3A, o0x04, oxB5, oxe07, ox3D, ox1e, Ox3E, 0x67, Ox5E, oOx53, ox86, OxDB, OxA@, 0x39, OxAB, OxEQ, 0x06,
0x22, 0x27, ox8C, ox81, oxD3, oxC6, Ox1F, ox15, ©Ox35, ox8D, ©x26, 0ox8D, Ox67, 0x03, OxBD, OxC3, 0x76,
OxF7, 0x27, 0x29, 0Ox82, OXAF, Ox64, Ox9D, ox15, OxOF, OxBE, OxAD, OxAB, ox39, ox50, oxD7, oxB9, 0x1B,
Ox0A, Ox3F, 0x99, OxCC, Ox6A, OxF5, OxFF, ©x5B, OxDE, ©Ox9F, oxDl, ox4D, OxFC, ©OxF4, ox21, ox83, oxDo,
0x33, OxAB, OxA4, Ox3E, Ox3B, Ox3A, Ox67, 0x41l, OxDE, ©x93, ©xBl, Ox2A, oxC4, ox98, OxDA, OxEA, ox51,
OxFD, OxCF, OxEB, OxFo@, oxC7, Ox1lF, OxF6, ox4C, OxFC, oxe4, OxEF, ox24, ox51, oOxBF, oxeD, oxBo, 0x50,
Ox2C, Ox06, OXAA, OXxOE, Ox2F, ©0x74, 0xBo, oxD5, ox27, OxE7, oxD3, oxC4, OxA7, 0x57, oxeD, ox31, oxCE,
oxD2, Ox5F, Ox6F, 0x99, ©x43, oxDB, 0x93, ox59, ©ox24, oxCo, OxA8, 0x29, Ox3F, OxDA, ©x70, ©xBD, ©x92,
ox8A, oOxC5, o0x76, OxF9, ©x31, ox8B, 0x98, oOxD6, Ox0A, 0x7C, OxA0Q, 0x8D, Ox9B, 0x96, ©Ox4A, 0x77, Ox5B,
oxC2, OxE5, ox46, 0x72, 0x28, Ox4F, ox54, ox44, 0x06, 0xB4, OxE5, oxB2, oOx6C, OxEF, Ox4E, Ox1E, Ox7E,
OxXAE, Ox0A, oxCo, ox7D, Ox1lE, Ox6E, ox80, Ox3A, oOxDF, ox88, 0x07, ox4B, OxF8, OxCE, Ox3A, 0x49, 0x60,
ox6F, OxDA, Ox9F, ©OxE4, oxD9, ox58, ©OxA3, 0x19, OxEC, ox5A, oxD8, ox85, ox52, Ox1E, oOxA8, OxCA, 0xo04,
oxDC, ©ox5D, oxD2, ox77, ox45, ox35, oxBo, ©Ox5A, oxDl1l, oxCD, oxDC, ©x30, oxA6, 0x14, OxA6, OxAl, OxBF,
ox24, OxEl, oxDE, ©OxE6, OxEF, OxA9, OxOE, o0x00, ox64, ox5D, OxEF, ox11l, ©x4A, OxF3, ©0x38, ox52, 0x86,
ox81, Ox6F, ox42, oxFB, ox8B, ©0x4B, ©0x36, OxFB, 0x79, 0x9D, ox82, oxBC, oxeD, oxel, ox14, ox42, 0x86,
oxD7, ox65, OxB4, ox51, OxBF, OxEC, ox64, OxE4, ox61l, 0x21, Ox63, 0x99, oxD3, oxC5, OxFE, 0x58, 0Ox0A,
oxF5, ©OxAl, oxD5, ©xBe, oxD9, ©oxB4, oOx8A, 0x02, oxC7, ox50, OxDE, OxDE, ©OxF2, OxBE, ox13, oxF8, ©Ox3F,
ox23, ox51, ox4C, o0x19, ox40, 0x74, OxA6, ox35, OxBA, ox4B, ox71, ox1B, OxAE, OxFE, 0x43, Ox8F, 0xA4,
ox25, OxA5, OxE5, ©ox31, ©OxB3, 0x17, 0x00, 0x83, 0x34, Ox4A, OxBA, 0x05, oxCF, oxBB, 0xB8, 0x67, 0x25,
oxEe, oxD3, ox53, OxFC, OxAA, OxBA, ©xB3, ox6C, Ox8A, OxEC, ©x8F, 0x9C, oxDB, ox47, 0xe5, Ox8E, Ox5A,
Ox3E, oxD4, ox7B, Ox5F, oxC5, 0x42, oxD1, ox6C, ox2C, 0x99, OxBA, oOxFD, ox9D, ox6B, 0x52, oxD2, ox34,
ox86, Ox6A, Ox5D, Ox5E, ©Ox50, OxB3, 0x58, oOxD4, Ox3A, oxB7, 0x12, ox46, OxOE, 0x40, 0x81, OxA5, 0x21,
ox5D, Ox5E, ox63, OxE5, ©Ox3B, ©0x30, 0x3B, Ox6E, ©0x13, 0x73, 0x36, 0x20, ox3C, OxE3, OxA9, 0x99, 0x709,
ox49, 0x92, OxFC, OxFA, ox7e, ox24, Ox6F, ox7B, ox1D, ©x93, ox8D, ©x7D, ©xB4, OxAE, Ox2A, ox7D, ©0x53,
ox5C, ox68, OxEA, OxFA, ox94, ox58, 0x54, 0x28, oxCF, ©ox23, oxFB, o0x70, 0x80, Ox7F, OxFo, Ox4F, 0Ox2A,
0x0B, ox94, oxD7, Ox3E, Ox7F, ox78, ox45, OxFC, OxE3, ©OxA9, Ox3E, ox1E, ©x23, OxA3, Ox7E, 0x06, 0x00,
ox1D, ox66, 0x50, 0x9D, oxD1, Ox1F, ox65, Ox7E, ©x76, Ox8F, Ox47, Ox73, OxFO, OxAA, ox3A, oxC5, ©oxBS8,
oxBo, ox65, oxDD, ©0x34, ox48, 0x80, 0x30, ox46, OxEe, oxeA, oxDD, ox1B, oxCé6, oxD6, ox88, OxFB, 0x76,
Ox0A, OxA5, OxE9, OxB5, oxC8, OxBC, ox0B, Ox82, Ox1C, 0x33, OxA3, ox4D, oxD3, OxCE, Ox2F, Ox2A, Ox8E,
OxFA, OxAA, 0xB2, ox5D, ©x57, ©0x89, 0x03, Ox56, Ox5F, OxF2, Ox05, OxF7, Ox24, OxE6, OxB6, 0x13, 0x84,
OxBC, ©x5D, OxA5, Ox8F, 0x0D, OxAC, oxCl, OxA7, oxDB, ©Ox2A, OxDF, ©xB9, OxDA, ©x91, OxFB, ©xF1, oxD7,
0x83, ©x36, OxCC, ox3D, OxBE, oxl1l4, OxEF, ox51, Ox57, OxE1l, OxBF, Ox6A, Ox3F, Ox5F, OxXEA, OxA8, 0x08,
OxB6, 0x83, o0x84, OxA2, 0x8B, Ox2F, ox13, Ox2B, 0x59, Ox9D, 0x86, 0x29, 0x22, 0x53, o0x17, OxEE, ox15,
0x84, ©x3B, Ox1E, ox2D, ox19, OxFO, Ox8B, ©xC3, OxAD, 0x4B, 0x45, 0x50, 0x06, Ox12, OxAA, 0x94, 0x60,
0x07, Ox09, Ox6B, Ox2A, OxDA, OxBF, 0x86, 0x90, Ox9A, OxFB, OxAF, OXEC, OxBE, ©x05, Ox4A, Ox1E, OxFC,
OX6E, OxFE, 0x81, ©xCo, 0x1B, OxB2, 0x39, Ox2F, Ox5C, Ox05, 0x40, OxAB, ©Ox0B, Ox4E, OxE3, Ox69, 0x15,
Ox9A, Ox3F, ©0x70, 0x94, 0x10, OxE7, ©x91, OxEF, Ox1E, Ox69, OxE3, Ox6D, OxF6, 0x43, OxE5, OxEB, OxE4,
Ox1E, OxFE, OxAC, OxAF, ox64, oxCD, OxFo, 0x59, 0x07, Ox0B, Ox5A, OxC8, OxED, 0x19, ox84, ©xDe, ©x4D,
OxF8, OxCC, 0x85, 0x54, ox75, OxFC, OxE8, Ox6E, Ox3F, Ox5E, OxF8, OxB6, 0x39, oxDC, Ox7F, ©x24, Ox7D,
Ox7E, ©x83, Ox3F, OxF4, ©xB9, Ox8A, OxE8, OxC8, oxDC, Ox7A, OxFB, Ox2E, Ox63, 0xB2, ©x5C, ox11, OxFe6,
O0x8B, OxFB, 0x83, 0x20, OxBA, 0x00, Ox9A, ©ox04, OxFB, oxD5, oxDD, ©x51, ©x8D, ©x90, ©x59, ©xecC, OxF9,
OxA5, OxEF, ©0x24, 0x98, 0x09, 0x26, 0Ox97, 0x32, 0x97, OxBC, OxAA, ©ox3D, ox82, Ox9E, oxBo, ox2D, OxAS8,
0x23, 0x76, OxCE, ©Ox5C, ©x59, Ox2A, Ox9F, ox12, OxAA, Ox60, Ox8D, Ox8F, Ox1F, oxD1, ©xEl, ox67, oxC8,
Ox2A, ©x19, Ox67, Ox66, OX5B, 0x81, OxAE, ©x98, 0xD3, Ox3A, o0x1l7, OxF5, OxAA, OxD6, 0x43, OxF7, oxD9,
Ox6A, OxA4, O©x71, 0x08, OxFC, OXFE, Ox5F, 0x01, OxA4, Ox26, Ox06, Ox94, Ox95, OxBB, OxXBE, Ox0A, OxCF,
ox2D, 0x88, Ox1F, Ox7E, OxBF, ox21, ox12, ox51, Ox1E, ©OxBC, ©OxB9, OxA3, Ox56, 0x20, Ox9C, Ox60, 0x82,
0x57, 0x41, 0x82, 0xCC, 0x91, ©OxC8, OxFF, OxEF, oxCD, oxCF, ox61l, ox17, OxE5, OxE9, 0x55, OxA@, OxFD,
oxD4, ©x12, ©0x1B, ©x5C, OxCA, ©x75, 0x73, 0x19, ox87, oxD6, oxD6, 0Ox08, Ox29, OXEE, OxA9, ©x96, OXFE,
Ox7F, Ox6A, OxBA, ox68, OxE9, 0x88, ©Ox3F, OxD7, Ox6B, OxE1l, ox9C, 0x26, 0x45, 0x39, ox28, 0x5B, ox(C1,
OxED, ©x40, OxF3, ox1C, Ox1E, oxe5, oxC3, Ox69, ©x29, Ox7A, OxFl, 0x48, OxDA, oxB3, 0OxB3, OxFo, 0x86,
oxC9, OxCE, oxDD, ©x29, OxDA, ©x53, OxF5, ox47, Ox1A, ox11, Ox5E, 0x07, Ox5A, 0x94, ox7C, 0x72, ox21,
ox71, oOx63, OxAE, ©xB3, OxEC, ©x17, ©OxA8, ©xC4, OxDB, ox13, ox61, 0x58, OxA4, Ox6C, Ox63, Ox0A, OxA6,
oxD5, oxC5, OxFF, OxOE, oxC3, ©ox3B, OxCB, ©xA2, Ox56, 0x04, Ox86, 0x32, ox71, OxBF, oxD9, OxE5, OxED,
ox01, ox52, oxC8, oxD3, ox2D, ox08, OxF9, Ox6B, OxFO, ©x53, Ox71, OXx23, OXx07, OXA7, OxDD, OxA1, OxA1,
ox39, OxA8, 0x27, Ox7C, OxAD, OxCE, OxBA, 0x46, OxDE, OxEF, ox5C, ox8C, 0x98, OxBE, OxDA, OxAE, 0x63,
OxF6, OxDF, ©x4C, Ox7F, 0x29, 0x83, Ox65, 0x87, 0x09, 0Ox2B, OxFB, 0x10, oxCl, oxDB, OxFF, 0x08, Ox2A,



0x9D, ©0x87, 0x29, 0x86, 0x34, OxOE, OxA3, ox43, 0x29, o0x46, 0x33, OxFe, ox6C, 0x53, 0x20, 0x89, 0x36,
0x49, Ox7E, Ox5B, Ox11l, ox80, OxA6, 0x48, ox80, OxB9, oOxB9, ox32, OxB3, OxC8, Ox16, ©xD2, ©x05, 0x47,
ox53, oxB5, o0x96, ©0x15, o0x82, 0x16, ©Ox3B, ©0x25, 0x47, 0x53, Ox3E, ©Ox95, OxEA, OxAD, ©x9D, 0x91, 0x94,
OxF9, ©OxD4, 0x8B, Ox53, Ox66, OXAE, Ox8C, OxOE, Ox1F, oxBo, OxCF, oxA4, Ox3E, 0x91, Ox9A, OxE3, OxDE,
OxB5, ©OxBo, OxDA, OxF2, ox9D, oxecC, 0x79, OxB6, Ox7B, 0Ox70, Ox0A, Ox50, Ox4F, Ox7A, ©x58, 0x33, ox89,
0x74, 0x9D, OxA7, OxAD, ©x71, ox9C, oxDe, ox8F, OxCA, oxC9, ox51, oxC7, ox81, oxeC, oxC6, Ox6A, Ox8A,
ox52, oxB6, 0x0C, OxD9, 0x86, Ox92, ©x33, OxDC, Ox9E, OxA9, OxE7, OxF2, OXED, ©OxA5, Ox4A, 0x80, Ox5F,
0x00, 0xB7, OxDB, ©x75, ©OxA9, ox81, ©0x12, ox56, oxC7, OxE8, ox72, oxCB, oxC9, Ox62, 0x38, 0x03, 0x76,
OxB2, ©Ox57, oOxCD, Ox1A, OxF7, OxFF, ox3C, oxi1D, Ox5F, oxB4, ox4C, ox90, ox3E, ox8D, 0x10, Ox7E, 0x33,
OxFD, 0x59, OxD9, OxAD, OxF5, ©x33, ox58, ox41, OxFF, oxDA, Ox8E, ox06, 0x37, 0x52, Ox9E, 0x68, OxFC,
OxCC, Ox59, OxAA, ox27, ox11, ©0x34, 0x02, Ox63, 0x00, 0x03, Ox06, OXx60, 0x90, OXDE, oxe7, oxD9, ox15,
Ox8A, 0x71, 0x03, Ox6C, Ox6F, Ox4A, 0x56, Ox8F, 0x08, Ox7F, ox63, OxE0, OxA9, Ox23, Ox5B, ©x27, OXES8,
oxD7, oOxCo, Ox8E, oOxD6, OxAQ, Ox6F, OxB5, Ox1D, Ox96, 0Ox39, ox21, ox76, ox3C, ox74, oxDC, OxA2, oxC9,
Ox3A, ©OxCC, ©ox1B, ox67, 0x06, 0x1C, OxF6, ox48, OxF4, ox57, ox31, ox48, OxF2, oxe7, oxD7, OxCF, ©oxF7,
ox63, 0x50, oxCo, o0x03, ox15, ox2E, OxAQ, 0x26, 0x48, OxA6, Ox2F, Ox3F, oxD2, 0x96, Ox0A, OxEE, ox52,
Ox1F, OxBF, ©x1A, ©OxOF, oxB8, OxAF, ©x32, OxBC, 0x78, ox46, 0x43, 0x36, 0x28, 0x30, Ox4E, 0x7B, 0x57,
oxeD, ox58, oxB5, OxB6, Ox2E, ox3D, ©Ox9B, ©x32, OxCA, o0x1C, Ox69, 0x74, ox42, 0x13, oxD3, ox4F, ox64,
Ox2E, ©Ox1B, ©Ox65, ©OxBB, Ox0A, Ox1F, OxAA, oxD9, Ox5E, oxBD, Ox2F, ©xAo@, oxD3, OxA8, OxEF, 0x1B, OxAC,
oxF8, ox42, 0x96, Ox6F, OxC3, 0x44, Ox6E, Ox2F, 0x97, 0x36, Ox9A, ox18, Ox1E, oxeD, ©OxB9, 0OxAQ, 0x29,
ox5D, oxCB, oxD4, ©OxE2, OxBE, ox55, 0x59, OxA6, 0x26, Ox9E, 0x57, OxAA, 0x62, OxEB, oxCo, ox6D, 0x76,
ox45, o0x80, oxC4, oxDF, ox91, ©x39, ©0x32, OxE9, oxC3, OxFD, ox94, ox49, OxCE, ox8C, 0x98, OxDE, 0Ox4A,
ox6D, Ox6E, oOx60, OxE7, ox8D, 0x89, 0x95, 0x26, 0x8B, 0x79, ox53, OxBC, oxB2, OxFB, oxC6, 0x9C, 0Ox9B,
0x99, OxE2, ox99, OxE2, OxAE, oxB8, 0x94, ©0x62, Ox9B, Ox3F, ox41, ox5F, oxC9, ox4E, ox64, oxDC, 0x93,
OxFA, ©OxB8, ©x0B, Ox9E, Ox6E, Ox2F, ©x92, oxD9, oxDB, OxCF, OxFA, o0x85, Ox9F, OxOE, 0xBo, 0x54, 0x72,
ox4A, ox3D, OxFA, ox48, ©0x10, OxFE, ox14, ox4D, ox6F, OxA2, ox65, 0x80, oOxFl, ox86, OxE3, 0x37, 0x28,
ox6B, Ox7D, Ox7F, OxFe, ox62, OxCF, Ox8E, 0x66, Ox3E, OxE3, ox65, oxDD, 0x26, OxDE, ©OxA4, oxeD, 0x6D,
0x26, 0x1C, ox5D, Ox69, 0x70, OxBE, ©x99, ©OxE2, oxDl1l, oxDB, OxDE, oxC2, ox90, oxF5, oxBl, 0x69, Ox2E,
ox75, o0x3C, ©OxBl, ©OxA5, ©x93, OxF8, ox0l1, ox40, OxE7, ox39, ox42, o0x0C, ©0x39, OxEO, OxED, 0x97, 0xC3,
OxBA, 0x89, 0x77, oxC3, OxB6, Ox5E, OxA8, 0x40, oxF6, Ox8F, 0x32, OxB3, 0x23, Ox9E, 0x92, oxDB, 0x10,
oxB2, oxDe, oxFD, oxB4, ©0x32, Ox2E, ©xB3, oxC6, ©0x24, Ox6F, OxCE, ox01, oxCE, ox27, oxD8, ox5C, ox7D,
OxA5, Ox1F, oxCC, ox48, ox53, 0x07, Ox8F, ox8B, ©x53, OxAD, 0x94, OxBA, OxE7, 0x62, OxEB, 0x53, OxEA,
OXEC, ©OxAQ, 0x05, 0x94, oxeC, oxb4, ox72, ox6D, ©x24, x50, oxCl, ox85, OxA3, OxBB, ox51, ©x52, ©x13,
OxCF, OxF3, ©0x39, Ox3F, ox5B, Ox5A, ox6D, OxBD, OxB6, Ox9B, OXAE, 0x4C, 0x60, Ox1A, Ox9C, 0x48, 0x40,
OX6E, Ox0A, 0xC5, 0x96, Ox25, OxCE, Ox0A, 0x26, Ox9A, OxOE, 0x47, OxAD, OxC8, ox43, 0xeC, oxD7, OxF8,
©xB7, ©x5B, OxAA, Ox3B, 0x16, OxBF, Ox8A, OxFF, ©Ox7B, OxOF, OxF3, Ox5F, 0x0B, ox4D, ©x62, OxE1l, 0x3C,
Ox5E, OxE@Q, ©0x70, OxB6, 0x31, OxF9, OxBF, oxC3, 0x77, OxDE, ©OxB6, ©0x17, OxF6, OxOE, Ox53, Ox32, Ox3E,
Ox3F, ©x93, ©x73, OxE7, ©x72, OxCE, ox8D, oxC3, OxFE, ox89, OxEF, oxD7, OxCA, OxEA, 0x85, oxB2, oxFeo,
OxF2, ©xB8, 0x7B, 0x46, OxB7, Ox71, ©x98, ©x79, 0x8B, OXAC, Ox0B, OxDA, ox4C, Ox86, Ox7B, ox42, 0x53,
0x69, Ox05, Ox6B, OxDA, 0x34, ox4B, oOxB3, oxB2, 0x49, ox2D, ox9D, OxAB, OxB9, OxC8, Ox2B, Ox3F, ©xB3,
0x9D, 0x66, ©x71, 0xDoO, Ox9F, OxFC, Ox4E, OxFO, OxCE, Ox4F, OxAC, Ox4E, 0x08, Ox2A, 0x23, OxDE, OxA2,
Ox1F, Ox2F, ©x21, ©oxCE, 0x73, 0x42, OxB6, OxF2, OxEF, Ox4B, Ox6E, Ox56, OxF6, ©Ox35, OxAD, ©x2D, ox61,
0x7D, ©x44, OxCB, 0x61, 0x08, OxAF, ©oxD3, 0x94, ox12, ox7B, ox61l, ox48, OxDE, Ox2E, OxB8, ©x98, OxF8,
OxC3, Ox66, OxBC, 0x27, Ox31, Ox77, Ox33, Ox9F, OxB7, Ox68, 0x39, 0xB8, ox7C, oxl6, Ox76, Ox68, OxA9,
0x58, 0x08, OXxE6, 0x07, OxFB, ©xBD, OxEF, ox27, oxCD, ox47, ox71, oxCD, OxCB, 0x81, ©0x48, 0x4B, oxCC,
OxA5, ©0x85, 0xD2, OxDA, oxC9, ©ox8C, ox5C, ox68, OxC3, OxA6, Ox83, Ox98, Ox6B, OxXEE, ©x51, Ox8A, 0x65,
0x32, 0x94, 0x27, ox1ll, ox2C, ox6D, OxA3, Ox6A, OxD3, OxF6, OxD5, ©OxBB, ©x27, OxBA, ox54, ox1C, 0x92,
OxF7, OxBF, 0x17, Ox7F, Ox7A, OxA7, 0x01l, oOx8B, 0x84, Ox56, Ox46, Ox13, OxCF, ©x18, oxD1, ox60, oxC8,
0x08, OxEOQ, 0x3C, Ox63, Ox2F, Ox4F, OxFA, OxE8, 0x5C, ©Ox3B, OxAD, Ox5C, 0x45, 0x62, Ox3A, oxD1, OxBE,
0x75, ©x3D, ©x79, 0x26, OxFO, OxA2, Ox82, 0x23, oxB8, 0x8C, OxFE, oxC7, Ox2A, 0x38, 0x03, ©xCl, ©x6D,
0x87, OxFD, OxBA, ©x28, 0x55, 0x22, OxE7, Ox4F, OxB4, 0x33, OxB7, 0x7D, ©0x88, OXAE, 0Ox79, Ox4F, 0x87,
OxOF, OxE3, 0x26, 0xD2, OxE7, Ox4E, 0xC8, 0x69, OxAB, Ox8A, 0x1l5, 0x19, Ox95, OxC3, oxeDb, ox57, oxD3,
Ox5B, ©Ox67, 0x24, 0x10, 0x31, Ox35, ox23, OxA5, OxDF, ox0B, oxC7, oxD3, 0x20, 0x1l, ox8B, ©xB3, ©0x09,
oxD3, ox3C, ox6B, ©0x25, 0x80, OxAE, OxCD, ©x50, ©x32, 0x19, oxCo, 0x09, OxA8, 0x52, Ox93, Ox0A, 0x78,
Ox8F, 0x01, OxPA, oxD2, ©x24, 0x96, ©Ox52, Ox06, Ox2A, OxBD, OxD5, Ox71, 0x42, ox5D, OxB5, 0x23, 0x22,
OxBA, OxA5, ©Ox17, OxAB, ©OxAQ, OxE3, Ox2B, OxB5, 0x34, OxCC, 0Ox83, 0x98, OxAC, 0x23, 0x92, OxE7, ox7F,
ox3B, Ox6B, Ox8A, 0x29, Ox8F, ox44, oOx6D, Ox07, Ox67, OxA7, OxAA, Ox1B, ox37, OxEl, ox2B, OxE5, 0x39,
Ox7E, 0x42, OxEB, OxFA, ox2C, 0x09, ©0x1D, ©x77, ©x95, OxAB, Ox3A, 0x41, ox4B, oxD2, 0x73, OxAF, OxE2,
oxC8, OxA3, OxEA, OxFE, OxAE, ox69, Ox75, Ox3F, Ox54, ©x93, 0x40, Ox13, Ox7A, OxC8, OxEA, 0x3B, 0x85,
oxD1, ©x82, oOxDD, Ox6B, ©x93, OxAD, OxBl, Ox9A, oxD5, ©x33, ox8B, oxD9, Ox3F, ox40, Ox8E, Ox4E, OxCA,
OxF1, 0x74, 0x58, OxFC, OxD7, ©OxA7, oxC7, OxBF, ox6D, Ox61, 0x13, Ox9F, Ox64, 0x91, Ox1E. oxC4, 0x00,.



0x36,
OxBD,
oxC4,
OxAD,
OXOE,
0x40,
ox54,
OxAD,
ox0o1,
OxEE,
0x28,
OxF2,
oxB1,
oxDB,
ox86,
OxEB,
Ox6F,
ox6D,
oxD4,
OxE4,
oxFC,
Ox3F,
oxB1,
ox16,
ox3D,
Ox1F,
ox2E,
oxD2,
ox13,
Ox7E,
OxBD,
OXx9A,
0x75,
Ox8A,
OXEA,
oxD6,
OxAA,
ox89,
Ox2A,
ox23,
0x78B,
0x06,
OxE2,
ox88,
OxA2,
OxEB,
OxB4,
ox81,
OxDB,
0x3D,
0x68,
OXEA,
OxAD,
ox60,
OxBA,
ox4c,
oxD7,
OxAl1,
0xBo,

0x3B,
OxF9,
OXES8,
0x3B,
0x12,
oxD6,
ox71,
OxFC,

ox8C, oxD5, Ox6B, 0x91, OxEA, Ox9F, ox51,
0x12, OxFC, Ox2F, 0x46, OxOE, OxF9, OxCA,

OX7E,
Ox5F,
oxDB,
OxA8,
Ox3F,
ox50,
0x00,
oxBo,

Ox63, OXFO, OxC6, OxAl, Ox02, OXEC, Ox28,
ox11, Ox24, Ox6B, 0x79, Ox7D, Ox12, OxC7,

0x36,
ox48,
ox83,
ox22,
oxA0,
oxec,
OX5F,
oxB7,

0x79, OxB2, OxE7, OxA@, Ox3C, Ox81, Ox33,
0x52, Ox77, OxD1, OxBC, Ox80, Ox31, Ox40,

0x30,
ox83,
Ox8F,
oxD1,
OX7A,
oxCD,
OxFC,
oxD6,

0x9B, ©x1D, oxDC, ©x81, ox1C, OxA9, Ox8A,
OxF3, O0x63, OxCE, 0x26, 0xB3, oxD6, OxFF,

ox1D,
OX0A,
oxC2,
0x0o1,
oxCC,
0x25,
0x74,
OxE7,

oxD9, ©x4A, OxAD, 0x08, oxD9, ©x35, OxF8,
0x25, Ox7E, 0x07, OxBE, Ox25, 0x27, OxB7,

0x15,
ox7D,
OxFE,
OxE9,
ox41,
ox58,
ox1D,
OxE7,
0x13,

OxB5,
ox8C,
OXE6,
OxF5,
0x33,
0x93,

Ox2E, 0x09, o0x77, OxEl, oxl1le, ox58,

0x09,

OxCA,
OX7A,
0x96,
OxE3,
ox8B,
0x39,

0x18, Ox89, Ox29, OxOF, OxF4, 0x08,

OX5E,

ox43,
0xB7,
Ox4F,
ox17,
0x99,
oxC5,

Ox43, OXE5, OxOF, 0x29, OxA6, 0x39,

OxBF,

ox6B,
ox83,
0x78,
ox39,
Ox2B,
OxAD,

OxE4, OxF9, 0x49, OxCA, ox27, OxFD,

Ox5C,

Ox8E,
Ox9F,
0x59,
OxA6,
OxCE,
OxBC,

0x52, Ox76, 0x86, 0x79, OxC5, 0x60,

0x59,

0x55,
OXAD,
0x38,
ox51,
ox72,

ox66, OxCF, oxD6, 0xDo, ©0x85, ©x1B, ©xDB,
ox60, 0x6C, OxC9, x93, 0x10, OxOF, OxOE,
0x19, Ox65, 0x80, 0Ox98, OxB3, OxA7, 0oxCl,
OxA6, OxCl, oxe6D, ox1D, ©x1A, ©xBD, ©Ox3E,
Ox8E, OxBF, 0x18, ox5B, ox4B, ox17, ox66,
0x97, OxB5, 0x31, Ox25, OxD1l, OxAA, 0x00,
0x53, OxCF,
oxF9, 0x35,
0x29, ©oxD6,
0x35, 0x54,
ox4D, OxBD, ©x8C, 0x76, Ox7D, ©x23, ox8D,
Ox51, OxA5, OxCD, 0x87, OxA8, OxF4, 0x63,
ox25, OxFF, OxCE, OxAE, ox7D, oxB5, ©xB8,
oxC9, ©x3F, oxB4, ox98, o0x53, OxFE, ox43,
ox82, oxbe, ox97, 0x32, OxBF, 0x23, 0x86,
oxB8, 0x88, 0x97, 0x70, OxE3, OxEe, OxDA,
OxFD, ©ox84,
Ox9A, 0x42,
ox1E, ©oxCC,
0xB3, OxED,
ox83, 0x62, Ox9A, Ox64, OxOA, OxF3, 0x94,
ox57, Ox69, 0x87, Ox9A, ox82, 0xC8, oxC4,
ox1D, ©ox39, ox8A, 0x36, 0x04, oxDD, ©xDB,
ox7B, ©x12, 0x28, OxAA, oxD8, 0x78, OxE2,
0x22, Ox3A, 0x85, OxA8, 0x84, oxD1, OxBA,
ox12, oxD8, oxCC, ox55, 0x74, OxBE, 0xB3,
ox04, Oox5E,
Ox9E, 0x22,
oxE1, ©OxBS8,
0x86, Ox7A,
Ox2E, OxFA, ox19, ox7D, ox4l1, OxFl, ox73,
0x81, ©x25, OxEE, oxDC, oxDD, ©ox11, oxCD,
0x98, ©x36, ©x31, 0x30, Ox1B, ©OxB4, OxBD,
0x98, ©x27, ©x77, 0xCO, OxFA, ox21, oxl5,
OxXAE, OxA4, 0x1D, ox24, ox17, oxD3, oxD5,
©x37, O0x95, OxFA, 0x23, 0x77, ox54, ox64,
OxFF, ©ox10,
ox4A, oxDé6,
ox47, Ox2F,
oxB7, ©x9D,
0x26, 0xCoO, OxFE, 0x8C, ©0x2D, Ox8E, Ox5F,
0x34, OxAC, OxDA, ©xA0, oxC7, ©x71, Ox2E,
Ox56, OxF3, Ox5E, OxE8, Ox64, Ox6F, oxeD,
OxA0Q, ©0x58, ©Ox55, OxF9, Ox57, oxD2, Ox63,
OxC7, Ox8E, OxBF, Ox1F, ©0x58, Ox8F, Ox2A,
0x90, OxCB, 0x88, Ox8A, OxA2, 0x06, 0x8C,
0x98, oxDD,
0x5C, ©ox36,
0x00, oxC4,
0x86, Ox3A,
OxB8, ©xBD, OxBA, OxFF, OxOF, oxD3, 0x63,
ox38, oxD2, OxE9, ox77, 0x1B, Ox4B, 0xDD,
ox45, OxB5, ©OxA@, OxCC, Ox2A, ©OxBD, OxAD,
ox2C, ©ox4A, ox8D, ©x58, oxD2, ©Ox2B, 0x41,
ox40, 0x27, oxCl, Ox7E, 0x38, OxEE, 0x51,

OxF5, OxBC, 0x68, 0x01, OxC2,

Ox5C, OX6F,

OxD8, OxB6, OxOA,

OxDA, 0x30,

Ox3B, Ox7C, Oxl4,

0x44, 0x68,

OxEA, ©xD3, ©xBB,

OxE8, OxAl, 0x90, ©oxDD, 0x75,

0x23, Ox42, OxCO, Ox6E, Ox70, Ox2E, 0Ox36,

ox6D, Ox56, Ox1B, Ox52, OXE2, Ox5B, OXFS8,
0x03, Ox45, OxOF, OxCF, OXEA, OXES, Ox8A,
0x43, Ox51, 0x49, Ox2C, OxE4, Ox33, OxOB,

Ox2F,
0x99,
ox15,
ox84,

OxB7,
ox73,
Ox8E,
oxB8,
ox76,
OxF9,
oxB3,
OxE3,
oxCD,
0x67,
OxF4,
ox81,
oxe1l,
ox8F,
OxEC,
Ox3E,
OxBA,
ox25,
ox73,
OxED,
OxE1,
OxA8,
0x06,
oxF3,
0x26,
oxC3,
OxEA,
OxA6,
ox40,
oxD7,
0x90,
ox22,
0x4B,
ox17,
Ox4F,
ox7C,
OxE2,
0x33,
ox84,
0x16,
oxC5,
ox12,
OxA2,
ox13,
0x19,
oxC6,
0x29,
0xB1,
0x34,
Ox3A,
0x63,
oxD9,
Ox5B,
ox95,
oxC2,
Ox8E,
oxCE,
OxAC,
OXES8,

0x94,
0x99,
ox2C,
OXES5,
Ox3E,
0x3C,
oxD2,
OX7E,
Ox2E,

Ox8F, OxAF,  ©x08, 0x2D, Ox28,
OXFD, OxDA, Ox7E, OxEQ, OxAl,
OxA4, Ox2B, OxC5, OxAB, Ox6E,
OxAA,  Ox9A, Ox7D, OxD4, Ox56,
0x01, OxC7, 0x73, Ox07, OxFS,
Ox42, Ox93, Ox77, Ox54, oxll,
OxB2, Ox72, Ox60, Ox89, Ox18,
OxB7, Ox5C, OXE5, ©x3B, ©x9D,
Ox67, OXE8, 0x19, 0x49, Ox27,

ox08, 0xB6, OxED, 0x06, 0x25, OxFF,

OXAF,
ox17,
0x90,
ox2C,
0x3C,
ox61,
ox52,
ox75,
ox71,

ox77,
oxDB,
oxF4,
ox9D,

Ox6C, Ox46, Ox21, Ox64,
Ox21, 0x34, Ox8E, Ox3D,
@x07, OXCB, OXFA, Ox50,
@xB9, OxF3, Ox92, Ox5D,
OxF3, 0x56, Ox29, OxD5,  Ox5C,
0x03, Ox1F, OxC4, Ox26, 0x07,
OXF6, OXAB, Ox4A, OxDF, 0x50,
@xB2, OX5SE, Ox7C, Ox6A, Ox21,
@x75, OxD5, OxOF, Ox4F, OxEl,

0x93, Ox98, Ox63, OxXFF, Ox34, OX6E,

oxC5,
OXAD,
Ox2F,
ox23,
ox1D,
ox4B,
ox07,
0x29,
0x95,

0x00,
Ox2E,
OxFA,
ox83,

OxCA, ©x01, 0x4B, OxCE,
0x68, OXBF, OX1E, Ox85,
OxF6, OxF7, OXEC, OX7C,
Ox1B, Ox6C, OxCC, OxD6,
0x70, 0x01, Ox34, Ox94,  Ox3D,
OXE5, Ox45, Ox3A, Ox46, 0x17,
Ox1F, 0x10, OxBB, Ox77, OxBl,
OxBD, OxF2, OxB4, OxBF, OxCC,
Ox5B, OxCD, Ox6E, Ox1E, OxDB,

OxB6, Ox5B, Ox87, OXE6, OXE3, OxC5,

oOxE6,
0x66,
oxC1,
0xB3,
OXEC,
Ox2F,
OxE1,
Ox3E,
ox3D,

ox53,
ox41,
ox23,
oxD6,

ox58, ox1A, 0ox88, 0x48,
0x84, 0x27, 0x65, 0xCé6,
0x73, 0x93, 0x00, 0x91,
0x89, ©oxDB, 0x7C, OxE2,
0x3C, ©Ox9B, 0x06, OxA1l, OxFD,
0x95, 0x02, 0x26, Ox6A, Ox4A,
0xB4, ©xD9, ©x50, oxC2, oxC4,
ox42, OxB3, ox23, 0x69, 0x05,
Ox4E, 0x84, 0x72, 0x50, OxAF,

ox8D, ©x5C, ox6D, OxF7, Ox5C, Ox6E,

OxA0,
0x98,
oxD5,
ox43,
OxBC,
0x30,
0x46,
0x51,
0x39,

ox90,
0x00,
0x21,

OxCE, OxF5, OxA4, 0x08,
0x5C, ©0x40, oxDD, Oox1A,
0x50, 0x9C, 0ox8B, 0x54,
0x97, oxC3, Ox8A, oxCl, oxC8,
Ox6E, 0x07, 0x91, 0x50, 0x23,
0xC7, OxCC, oxo4, 0x93, OxFe6,
Ox4A, 0x4B, 0x10, ox1D, ox35,
0x22, OxE2, OxF7, OxF8, OXxES8,
0x03, 0xC8, 0x37, oxC5, ox60,

0x8C, ©OxB2, oxCl, oxD4, Ox4E, OxA9,

Ox9E,
0x78,
ox53,
0x69,
ox06,
oxD5,
OxAE,
ox59,
ox5B,

OXED,
0x3C,
OxFD,
ox3C,

Ox1E, 0x48, OxAB, 0x18,
0x27, 0x47, OxFD, ox02,
OxA5, 0x50, ox42, ox5D,
oxDD, oxD1, ©xAA, Ox9F,
ox61, 0x14, Ox3A, oxC4, 0xBC,
Ox3E, 0x9B, 0x57, Ox7F, ox7D,
oxD8, ox51, oOxFB, OxA@, 0OxBS8,
oxC3, 0x91, 0x49, ox7C, 0x83,
Ox9E, ©0x82, 0x95, 0x49, 0x1B,



0x76,
Ox8E,
ox56,
0x25,
Ox9A,
Ox9A,
oxC7,
Ox3F,
OxF7,
OX6F,
0x94,
oxD7,
ox27,
ox72,
OxA3,
OxAC,
ox52,
ox7C,
oxF7,
OxCA,
OxAC,
ox19,
ox6C,
ox1D,
oxF8,
ox77,
OxDE,
oxCE,
ox92,
ox97,
ox97,
oxC8,
oxD7,
0x3B,
al
a2
a3
v5
fl
#

wh

fl
pr
pr
pr

if _n

ge

oxeB, 0x87, 0x56, 0x36, OxBB, Ox2E, oxDC, OxEe, ox13,

0x6B,
0x46,
Ox9E,
ox33,
OxB5,
0x43,
0xB6, OxCD, Ox2F, Ox62, 0x45, Ox1F, OxEe,
OxCB, OxDE, ©xD2, ©x55, 0x72, OxA8, 0x26,
OxOE, OxFD, ©OxB3, OxAD, 0x88, ox47, OxB7,
OxOF, OxB4, Ox65, 0x70, Ox84, Ox99, OxA2,
OxBD, ©OxCB, 0x74, Ox5F, OxFB, ©x11l, ©x9B,
OxCD, Ox2E, 0x36, 0x03, OxFB, oxDD, ox32,
ox61, 0x18,
OxFC, ©Ox5A,
oxB8, 0x58,
OxOE,
ox46, OxA@, 0x9D, ox9D, ©x3C, OxAQ, 0x20,
OxFE, ©OxB5, ©xAe, ©x3B, ox59, OxEE, ox9e,
oxD7, ©0x09, 0x69, 0x70, 0x59, OxB4, 0Ox68,
0x22, OxAD, ©OxB8, ©x2B, 0x36, 0x3B, 0x2B,
ox4B, OxF1l, OxA9, oxB1, oxD5, oxC4, ©x59,
ox01l, ox85, ©ox13, ox51, ox62, 0x81, 0x65,
Ox1E, ox8e,
Ox5A, 0x9D,
oxE2, ox94,
ox96,
oxC8, oxC4, OxFA, ox4A, OxAC, ©OxB4, Ox6E,
OxAE, OxBD, 0x84, 0x52, ox7D, ©x38, OxFE,
ox91, oxF8, ox31, Ox7E, ©OxA9, ©x75, 0x13,
oxD7, Ox9E, ox5B, ©xB9, OxDE, oxB8, 0x94,
0x39, 0x40, 0x2B, 0x74, OXE5, ©x52, Ox2A,
oxDB, ©x67, 0x63, OxA4, OxB8E, 0x03, 0x95,

ox0B, oxC2,
0x83, oxD8, 0xB9, 0Ox9B, Ox3F,
ox2C,
OxB1,
OxF6,

OxFD, Ox1E, OxEB, ©x3F, ox4C,
OxB5, ©0x63, 0x13, 0x45, 0x709,

0x92, OXE@, Ox78, Ox88, OXC6,
OxF3, Ox99, Ox9D, Ox23, Ox8D,

OxA8, 0x50, OxC3, Ox27, OxF9,
Ox67, Ox41, Ox1l, ©OxeD, OxFB,

Ox5B,
OxF4,

ox43, Ox4F, ox49, OxFl, oxA6, ox3C, oxDD,

oxe6D,
OxF2,
ox6C,
OXOE,
OxF4,
OxF4,

OxAE,
ox41,

0x06, OX6A, Ox38, Ox63, OxDA, Ox2F, Ox71,

0X66,
0x02,
0x3C,
oxB7,
ox57,
OXEA,

0x96,
OxF2,

Ox4B, 0x83, Ox1A, OxD6, OxF3, Ox10, Ox9A,

OxDE,
OxAA,
oxCo,
OxA8,
0xB9,
oxD7,

0x19, OxEQ, 0x2B, ©x32, Ox7C, ox81,
OxBE, ©0xC6, ©0x3B,
oxD3, ©0x10, oxC2, Ox9B, ©x47, OxAF, ©OxB4,

oxCD,
oxD8,
Ox5F,
0x65,
ox11,
ox49,
Ox8F,
0x62,
0x56,

0x10, OxF3, 0x00, OxA8, Ox1C, Ox45, OxEF,

0x36,
0x65,
ox1B,
0x03,
OxFB,
oxC2,
oxBS,
OXAD,
ox84,

0x04, 0x34, OxC7, Ox7D, OxBA, Ox74, Ox40,

Ox7F,
ox73,
ox4B,
OxXAC,
OX6E,
oxF9,
OxAA,
ox21,
ox2C,

oxC7, Ox6B, Ox8E, 0x96, 0Ox69, 0x49, 0x07, 0x1C, OxD1,

4284256177

= 1234567890

= 1095061718431

=4
ag = n2s(Ox8B9551FA * a3)[::-1][:v5]
print flag

ile a2:
v3 = v5
v5 += 1

Cc =

# flag += c if Ox20 <= ord(c) < Ox7f else ""

flag += c

# print ord(c)

al *= 77777

a2 = a3 ~ (a2 »> 1)
a3 >»=1

ag += ¢C
int flag

int len(flag)
int v5
ame_ == "
+Tnnut ()

__main__":

chr(((junk_data[al & OxFFF] ~ a2) & OxFF) % 128)

OxF1,
0x22,
ox43,
oxD3,
0x22,
0x39,
oxC1,
Ox5E,
Ox2F,
OXxE7,
OxBE,
Ox8A,
oxC5,
ox6D,
OxEE,
Ox9F,
OxE7,
0x2B,
Ox9A,
oxB6,
ox75,
Ox5A,
ox57,
oxD4,
ox88,
OxDA,
ox8E,
ox58,
ox14,
oxE2,
ox34,
0x92,
ox87,
OX6A,

OxE1l, 0x91, 0Ox11, Ox40, 0x46, OxA3,

ox12,
OX6F,
oxDD,
0x38,
0x59,
OxF9,
OXxFE,
ox75,
0x6B,

OxE9,
0x57,
ox05,
OxB5,
Ox5E,
ox35,

@XE@, Ox58, Ox05, 0x08,
Ox17, Ox8E, OxDE, Ox21,
OxD8, Ox0C, OxF2, Ox69,
0x80, OxCO, 0x88, OXDD,
OXBE, ©x02, 0x0D, OxB6,
@x2D, OxAl, @x97, OxC7,

ox8B, OxF9, oxB8, OxEl, OxCE,

OxFA,
ox76,

Ox8C, ©Ox23, 0x60, OxFD,
Ox4F, OxFB, OxF2, ©Ox5B,

0x38, 0x09, 0x01, 0x9B, 0x9D, 0x1C,

oxD6,
oxD5,
ox07,
OXAE,
OXEB,
ox73,
ox1C,
0x05,
OX5F,

OxBF,
Ox4A,
OxAB,
0x28,
0x76,
0x96,

OXEF,  ©x94, Ox72, Ox86,
Ox68, Ox48, OxC5, Ox28,
OxDE, 0x80, Ox4A, OxCA,
@x05, OxB2, OxF7, OxF2,
OxCO, Ox2E, OxC6, OX66,
Ox8B, 0x91, Ox33, Ox4B,

Ox14, OXED, Ox53, Ox67, 0x20,

ox47,
ox63,

@xDC, OxC6, ©x98, OXEA,
OXEA, Ox62, OX6F, OX6B,

@xCB, OxCD, OxD5, ©x3B, 0x79, OxC7,

OXAS,
OX6F,
OX6A,
ox41,
ox18,
OxBB,
oxD2,
ox04,
ox22,

ox28,
ox97,
ox72,
ox13,
Ox2F,
Ox2E,

Ox8E, ©xD7, Ox1E, 0x92,
OxB6, OXOA, Ox37, OXEO,
OxC2, OxAl, Ox96, Ox3A,
OXE7, OXAB, OXAC, OX7E,
ox1C, OxD5, Ox6B,  OxEC,
Ox74, Ox6D, Ox97, OxOA,

OxE1l, Ox62, Ox38, Ox99, OXAB,

OxA3,
ox63,

OxBl, ©x72, OxCB, Ox55,
Ox8F, OxD2, Ox68, Ox3A,

@x25, OxF2, OxC6, OxC6, Ox81, OXEE,

OxE8, 0x64, Ox4E,

0x24, 0x90, OxDA,

0x95, ©x50, ox97, Ox8E, Ox27, OxCC,
Ox8E, Ox2A, Ox61, Ox26, OxAQ]



o~ ~=tEm =y

# [a2 = 1234567890, al = 2136772529]
# [a2 = 1234567890, al = 4284256177]
key3 = getKey3()

print "key3 -> %d" % key3

getFlag()

View Code

BB R XA B A 8 5 LAz flag, 7T B & python FICTE A AL 3 A X 5

TREW T —MITEEEF P EEBIE R HE Acalc_key3iXAN R HHFE R T K& KM A XA K Hipatchi

R RS R P A VTIRS BA V5 R A& BIE X5t AT LAAS Elflag T

0x0A mov
EXANERIAEEM T LA, EREMERERM T, Lii— FTRMXEHMHRE

IDAFT 2 J5 & Bl —Hemov, WRIFIRRMmov instruction is turing complete!iR %5 5 google 33X & movfuscator
BIE, FRRE T ERER T Rdemovfuscator, 3G (ARKEFE) KIAUZRBERBRIFAEE, £k
I CGHALF-A 1] 7R

X googleE|Zk Ll B Wiwriteup, HfEHqira, B Hperf, HfHpin, BEBENANFFRKHKRE, FAR
B fuzzi — 2 R T, B DU 23R8 F pinf@ 8 B

RETHETpink TAEREG, RS, JHGRBA K, ZXRHER K —bug, AN
FEE, EnfrSflaghy RIS ARSERD AT, ATA A XA PR A

PRSI A

BE


https://github.com/xoreaxeaxeax/movfuscator
https://github.com/kirschju/demovfuscator
http://blog.csdn.net/charlie_heng/article/details/79206863
https://r00tus3r.wordpress.com/2017/02/07/alex-ctf-2017/
https://github.com/TeamContagion/CTF-Write-Ups/tree/master/AlexCTF-2017/Reversing/RE5%20-%20Packed%20Movement%20%2528350%2529
http://www.leommxj.com/2017/02/08/AlexCTF-Writeup/

inndy_mov [mastere] cat solve.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from subprocess import Popen, PIPE
from string import printable

ans = "FLAG{"
while True:
if "}" in ans:
print ans
break

for ¢ in printable:
f = Popen("./mov", shell = True, stdin = PIPE, stdout = PIPE)
tmp = ans + ¢
f.stdin.write(tmp + "\n")

stdout, stderr = f.communicate()
if "Good" in stdout:

ans = tmp

print ans

break

View Code

KRR MARYEF, AEI2swi B T flag



time python solve.py

I.‘I

i e

FLAG{ & r 1> )
python solve.py 1.83s user 1.27s system 114% cpu 2.782 total

WA Hpin AR, PUE BA E4E A pinEiwp

Crypto
0x00 xor

zwhubuntufi{# & JF 31X AT LA F xortoolf#, i H Hutikhttps:/github.com/hellman/xortool

FEER TR

0x01 ffa

XA R AR Z3RIELF T

BE


https://github.com/hellman/xortool

#!/usr/bin/env python3
import sympy
import json

3
]

sympy.randprime(2**257, 2**258)
sympy.randprime(2**257, 2**258)
a, b, c = [(sympy.randprime(2**256, 2**257) % m) for _ in range(3)]

=
]

(a+b*3)%m
(b -c*5)%m
(a+c*8)%m

flag = int(open('flag', 'rb').read().strip().hex(), 16)
p = pow(flag, a, M)
q = pow(flag, b, M)

json.dump({ key: globals()[key] for key in "Mmxyzpq" }, open('crypted', 'w'))

# {"p": 240670121804208978394996710730839069728700956824706945984819015371493837551238, "q":
63385828825643452682833619835670889340533854879683013984056508942989973395315, "M":
349579051431173103963525574908108980776346966102045838681986112083541754544269, "z":
213932962252915797768584248464896200082707350140827098890648372492180142394587, "
282832747915637398142431587525135167098126503327259369230840635687863475396299,
254732859357467931957861825273244795556693016657393159194417526480484204095858, "
261877836792399836452074575192123520294695871579540257591169122727176542734080}

< X = N

View Code

BFHZERE R, ERT LA KENEM, m, x,y, z, p, q, B2 IR A R i RE Fask Z bt e 1S 2
flag, EHEMET, BaKRbias#Eb.

WITT 46 B A8 8 A BRI 7 VAL T, /5 3lasi#E Db, EIEEZFRES—E, S ENARCRMEAFH, 7
PLAZBRA—TF, TRE TZBRFENAL:



HE

def getabc():

a

n u v nu v u u u u u FF 3 N XK X n O

= BitVec("a", 265)
= BitVec("b", 265)
= BitVec("c", 265)
= d["x"]
= d["y"]
= d["z"]
= d["m"]

print x, y, z
= Solver()
.add(UGT(a, pow(2, 256, m)))
.add(ULT(a, pow(2, 257, m)))
.add(UGT (b, pow(2, 256, m)))
.add(ULT(b, pow(2, 257, m)))
.add(UGT(c, pow(2, 256, m)))
.add(ULT(c, pow(2, 257, m)))
.add(x == (a + b * 3) % m)
.add(y == (b - ¢ * 5) % m)
.add(z == (a + c * 8) % m)

while s.check() == sat:

if isPrime(s.model()[a].as_long()) and isPrime(s.model()[b].as_long()) and isPrime(s.model()

[c].as_long()):

print s.model()
A, B, C = s.model()[a].as_long(), s.model()[b].as_long(), s.model()[c].as_long()
s.add(Or(a != s.model()[a], b != s.model()[b], c != s.model()[c]))

else:

print "Finished"
return A, B, C

View Code

AR REER:

1. HBitVecE L 2R, HAEMESTRZENTEE, HESEIEPEEASE B @niZE4EH T8 K265
Br), {EATIBITEE AT K
2. REBH B A/PMEBUEFHUGT/ULT B >/<

FRIBITHINREBZHL T — T2 ASEARERKRER i, EEEIH T EERSsHM L T 4R

HHE Ha,

b, cja, EEEBMMIRT .

BIR 2 Aflaghhn s sEhr L RRSAR, FHafbi#tfT 73K E, RRHtiflagT

BE

#!/usr/bin/env python
# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from libnum import prime_test as isPrime

from libnum import n2s, xgcd, invmod

from z3 import *



d = {"p": 240670121804208978394996710730839069728700956824706945984819015371493837551238, "q":
63385828825643452682833619835670889340533854879683013984056508942989973395315, "M":
349579051431173103963525574908108980776346966102045838681986112083541754544269, "z":
213932962252915797768584248464896200082707350140827098890648372492180142394587, "
282832747915637398142431587525135167098126503327259369230840635687863475396299,
254732859357467931957861825273244795556693016657393159194417526480484204095858, "
261877836792399836452074575192123520294695871579540257591169122727176542734080}

< X = N

def getabc():
a = BitVec("a", 265)

b = BitVec("b", 265)

¢ = BitVec("c", 265)

x = d["x"]

y =d["y"]

z =d["z"]

m=d["m"]

# print x, y, z

s = Solver()

s.add(UGT(a, pow(2, 256, m)))
s.add(ULT(a, pow(2, 257, m)))
s.add(UGT(b, pow(2, 256, m)))
s.add(ULT(b, pow(2, 257, m)))
s.add(UGT(c, pow(2, 256, m)))
s.add(ULT(c, pow(2, 257, m)))
s.add(x == (a + b * 3) % m)
s.add(y == (b - ¢ * 5) % m)
s.add(z == (a + c * 8) % m)
while s.check() == sat:

if isPrime(s.model()[a].as_long()) and isPrime(s.model()[b].as_long()) and isPrime(s.model()
[c].as_long()):
print s.model()
A, B, C = s.model()[a].as_long(), s.model()[b].as_long(), s.model()[c].as_long()
s.add(Or(a != s.model()[a], b != s.model()[b], c != s.model()[c]))
else:
print "Finished"
return A, B, C

def getFlag((a, b, c)):

M= d["M"]
p=d["p"]
q=d["q"]
sl, s2, _ = xgcd(a, b)
if s1 < o:

sl = -s1

p = invmod(p, M)
elif s2 < o:

s2 = -s2

g = invmod(q, M)

flag = (pow(p, s1l, M) * pow(q, s2, M)) % M
print n2s(flag)

if _name__ == "__main__":
# getabc()

getFlag(getabc())



View Code

BANMA WA 8sE A

OwO% T —HKflagiid g, THEMBEIRMERE T, BRHENEELZRCPUKLEARXR

Programming
fast

ppc KRB H, EELIEEEAEINI2VEE WEIT], [FEyE R R Hpwntools 5 socketf)ifi, A LE
recvuntilf5 Fisend, SE&T DK AT MM ANGHEHERZWX P, &E—Kiksend, B&FRHA

HE



inndy_fast [master] cat exp.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *

from numpy import int32
import time

import re

# context.log level = 'debug'

# io = process("./fast")
io = remote("hackme.inndy.tw", 7707)

io.sendlineafter("the game.\n", "Yes I know")

ans =
res = ""
f = lambda x: int32(int(x))
for i in xrange(10000):

nl, op, n2 = io.recvuntil(

, drop = True).strip().split(' ')
# print nl, op, n2
io.recvline()

if op == '+":
# print nl, op, n2

ans = str(f(nl) + f(n2))

if op == '-":

ans = str(f(nl) - f(n2))
if op == '"*':

ans = str(f(nl) * f(n2))
if op == '/":

ans = str(int(float(nl) / int(n2)))
res += (ans + " ")
# print res
io.sendline(res)

io.interactive()
io.close()

View Code

T :https://www.cnblogs.com/WangAoBo/p/hackme_inndy _writeup.html
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