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VkZaRVZtcEdZVmRGTVZWVmIXeE9WbXhaTVZaWGVHOWENV1owVTI4YVdHSkhhRmhaYkZKSFZURINWbGR1VGs5aVIYQXdXalZhVDFScldYaFRXR2hY
WWtkUk1GZFdaRWRUUms1eV1rWkthVk14U2xsWFYzaFRVbXN4UjJOR1ZsUm1SMUp4VkZaalUwMVdWb1lIsU1Rsb1ZtdHNOR1V5T1c5VO1VcHpZMGhL
VjFaRmNGaFpla3BMVWpGa2RGSNNVbESXUmxveVZtMHd1RTVIVVhsV2IHUMOUVEPTV1ZSdEIWT1hSbEpZWkVoalZGWnNjRWxaTUZWUFZgR1pkMVpx
VmxkV@0yaFFWMVphWVdNeVRraGhSbkIPWWOxbmVsW1hjRWRrTVU1SVUydGOhVkpyT1ZsVmIGWjNWVEZhZEUxSVpHeFNWR1pKV1d4b2IxWXhaRWho
UjJoV11rZFNWR1pxUm50amIHUjFXalprVGxZemFGZFdWRW8WVKRKR2NrMVdaR3BTUlVwb1ZteGFXbVF4YkhKYVIYU1RUV3MXUmxWWGVGZFANVNB5
WTBaclYyS11Ra®5hV1ZwTFZqRkokV1J@UmxOaWEwcDNWMWNATUZNeFVsZFhibEpPVTBkb1ZWU1ldaRk5YUmxwMFRsWmtXRk13YOVsV1Z6QTFWMnhh
UmxkcVRs cGhhMXBvVmpCVmVGW1dWb1JoU1RWb1pXeFdNMVpOTUhoT1IwVjRZalprVkZkSGVHOVZibkI6VM14YWNSWNIKR1ZTYkhCW1dsVmtSMkzZy
TVZ0allGcGFWbFpWTVZaVVNrdFhWMFpIWTBaa2FFMV1RakpYVINCTFVqSk51R131VG1loUB1taFZWV3hXZDFkR1pGaGxSemxWWWxaYVNGWX1kRmRW
TWtwV1YyNUdWV1pOVIWXSYVYzaH1aREZ3U1ZWAGFGZGhNMEYOVmxaYWIyRXhaRWhUYTISWV1tdHAWMWXYZEdGaFJtdDVZek5vVjAxWFVqQlphMXBQ
VIRKRmVsRNRPVMROVM5CVVZXCcEtVbVZXVWSWVWIHaF1VakZLYjFaWGVHOVZNazVYWWtoT1YxWkZXbFIVVmxwSFRriWlp1VTFVUW10oU2JIQXdWbGQw
YzFkSFJuSkOWRTVYWVdOdINGa311RT1rUjBaSFkwZDRhRTFZUWpWV2IYQKRXV1pWZVZSdVRtcFNWMmhVV1deVk1XTkdXb1lIru@dSWF1rWnNORmRy
VWtOWGIGbDRVbXBPV1dKR2NIS1dNR1IMWXpGT2NrOoVdaR2hOVm5CT1ZgRmFZVmxYVWtoV2ExcGhVbFJzVkZscmFFSmtNV1I6VmOXR2FFMVdjRmxW
TW5SaF1XeEtXR1ZIUmxWV1JUVkVXbFphVjFJeFNsVm1SalpXVmtSQk5RPTO=

XAKER=4 NE X base64 XUt KN
T Hbase64 5t =il &k, MHHiX L Rbase64 iy
R, RAEE



BEEINZFEENAREE R R X
key is jkljdkl232jkljkdI2389

SIS EHMDSINE MR 22, ARG ?

ERMDSINERE S, ENEA?

1E: 200
e0960851294d7b2253978ba858e24633

ELEWMDS

e0960851294d7b2253978ba858e24633
=S5

Eif) A

HEER:
bighp

45 Rt key

R BRI



RIS
9{E: 300
MNRRFSXIPE T — MM, BRAARITFFEARME! KT, F2/NBERFRO—

s

Bk RS

http://lab1.xseclab.com/base1_0ef337f3afbe42d5619d7a36¢19c20ab/index.php

—_—— reaenw i — a e — — s e ar ame =

B &3l Cookie 2% IEN HE4  HHSERE

iBkmiiit: http://labl.xseclab.com/basel_@ef337f3afbe42d5619d7a36c19c2@ab/1i ..
imkAGE: GET

imiibi: 202.108.35.226:80

KT ® fHEMELE  BRk
hE4: HTTP/1.1
v WiEREsk
Via: 1566 A
v i&kk (500 F15)
Accept: text/html,application/xhtml+xm...plication/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN.zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Cache-Control: max-age=0
Connection: keep-alive
Host: lab1.xseclab.com
Referer: http.//hackinglab.cn/ShowQues.php?type=bases
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; ...) Gecko/20100101 Firefox/62.0 v



http://lab1.xseclab.com/base1_0ef337f3afbe42d5619d7a36c19c20ab/index.php

X B R £ B

P - — _— e " —e— e —

Eskpitik: http://labl.xseclab.com/basel_@ef337f3afbe42d5619d7a36c1S9c20ab/1 ..
wEkAE: GET
iiEitbil: 202.108.35.226:80
RS ® FmENER Fek
hR#: HTTP/1.1
v Wigiassk
- L (496 F5)
Accept: text/html application/xhtml+xm...plication/xml;q=0.9,*/*:q=0.8
Accept-Encoding: gzip, deflate
Accept-Language: -q=0.5,en-US;q=0.3,en;q=0.2
Cache-Control: max-age=0, no-cache
Connection: keep-alive
Host: lab1.xseclab.com
Pragma: no-cache
Referer: http.//hackinglab.cn/ShowQues.php?type=bases
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; ...) Gecko/201001C1 Firefox/62.0

R 2w B AR T
- Fs

key is: *(TU687jksfo&*

~ IR (payload)

1 <html>

2 <head>

3 <meta http-equiv="content-type"” content="text/html;charset=utf-8">
4 </head>

5 <body>

6 key is: *(Tues7jksfe&*

FNE HAHAK % 38



HAHANI' %G 28

o{E: 200

ERERTE/NESIAH T —FFINIEeE, IHAHAXGES, BLBBH/mEd
HAHARISS 2R A 8850, /NARIFBRAERHAHANKG::, 1HEEI]), B4 se
X NRELEHAHAR G A eI B IE?

BB

http://lab1.xseclab.com/base6_6082c908819e105¢c378eb93b6631c4d3/index.php


http://lab1.xseclab.com/base6_6082c908819e105c378eb93b6631c4d3/index.php

B ES3L Cookie 2% A HE HHERE
iBkpiiit: http://labl.xseclab.com/base6_6082c908819e105c378eb93b6631c4d3/1 ..

mRAE: GET
imieithit: 202.108.35.226:80

K50 €D @ RENER Rk
hE#: HTTP/1.1
v ILERE sk
Via: 1529 ~
v j&sksk (500 =15)
Accept: text/html,application/xhtml+xm...plication/xml;q=0.9,*/*,q=0.8
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Cache-Control: max-age=0
Connection: keep-alive
Host: lab1.xseclab.com
Referer: http.//hackinglab.cn/ShowQues.php?type=bases

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rvi62:0Y Geeko/20T00 201 I &Y

BHIXANZHAHA

JS XHR =k BEi& #E& wsS Hft [ [EE8EE [[[ZEEF ok s+ HAR:

B &Sk Cookie 2%y W FEE  EHEERER
EKMtE: http://labl.xseclab.com/base6_6082c908819e105¢c378eb93b6631c4d3/1 ..

BRAE: GET
iisitblit: 202.108.35.226:80

RE: @ @wENELE [FRiak

hR4: HTTP/1.1

v WiEiRE sk

v &k (522 =F15) ~
Accept: text/html,application/xhtml+xm...plication/xml;q=0.9,*/*;,q=0.8
Accept-Encoding: gzip, deflate

@ Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Cache-Control: max-age=0, no-cache
Connection: keep-alive
Host: lab1.xseclab.com

Pragma: no-cache

Referer: http.//hackinglab.cn/ShowQues.php?type=bases

Upgrade-Insecure-Requests: 1

User-Agent: HAHA/5.0 (Windows NT 10.0; Win64; x64; rv:62:0):Geckef2010010% H £2

73
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. BINEEHAHARIGRS! key is: meiyouHAHAliulangi

R Efar (payload)

1 <html>

2 <head>

3 <meta http-equiv="content-type"” content="text/html;charset=utf-8">
4 </head>

5 <body>

6

W iE, piThee¥HAHAR KRR ! key is: meiyouHAHAliulangi

F LB Keyst = 75 HF B g ?



keyREEHFENE?

91&: 200

L= NREIFENRE T key, BEXABRIREZTH, F26 7 ikkeyaUiNE
iR, ABAkeyiXIRSTEAEHBEENR?

1Bt

http://lab1.xseclab.com/base7_eb68bd2f0d762faf70c89799b3c1cc52/index.php

B EEL  Cookie 2% I i HHERER
I EKMtE: http://labl.xseclab.com/base7_eb68bd2fed762faf70c89799b3clcc52/1 ..

BRAE: GET
imisithit: 202.108.35.226:80

AREHS: @ HwENEE Rk
hR#: HTTP/1.1
v Wigiassk
« NaRsk (203 1) ~
(@ Connection: keep-alive
Content-Encoding: gzip
Content-Type: text/html
Date: Tue, 23 Oct 2018 02:45:44 GMT
Server: nginx
Transfer-Encoding: chunked
Via: 1529
+ &k (500 =13)
Accept: text/html,application/xhtml+xm...plication/xml;q=0.9,*/*,4=0.8 v

BI\E KeyX KA F T

key AR T

91&: 350

INBIORETEAZE ey =R T, {REERS{thikEkeyld?
Bttt

http://lab1.xseclab.com/base8 0abd63aa54bef0464289d6a42465f354/index.php
BEARPRBET, T — AW TUE R AR IR BE R T
B2 G K hrepeater, FiGo— 1 — %k

Go Cancel <|v > Follow redirection Target: httpiflabl.xseclab.com [LJ u

Request Reszponse

Raw | Headers | Hex Raw | Headers | Hex HTMLIRender]

GET /base8_0abd63aa54bef0464289d6a42465f354/search_key.php HTTP/1.1 P‘ HTTP/1.1302 Found
ewe Tk eeeTob o e i



http://lab1.xseclab.com/base7_eb68bd2f0d762faf70c89799b3c1cc52/index.php
http://lab1.xseclab.com/base8_0abd63aa54bef0464289d6a42465f354/index.php

HUS L. LdUl.XS5ECLdD.com

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/201801081
Firefox/52.8

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%/%;g=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer:

http://labl.xseclab.com/based dabd63aasdbef0464289d6a42465F354/1ndex. php
Connection: close

Upgrade-Insecure-Requests: 1

Bh#E B IX N php T H

Mozilla Firefox

j/http:.‘.flabl....ere_now_.php x-\\\+

SEeIrver .. nygLnx

Date: Tue, 23 0ct 2018082:52:06 GMT

Content-Type: text/html

Connection: close

Location:
http://hacklist.sinaapp.com/based_0abd63aas4bef0464289d6a424651354/index_
no_key.php

Wia: 1524

Content-Length: 224

<html=
<head>

<meta http-equiv="content-type" content="text/html;charset=utf-g"=
</head=

<body=
<ahref="./key_1is_here_now_.php">___</a=<!- - §&f 7 Elix Etthey 5IH- - =
| </body=> e——
</htnl> —

[ € ) @ | labl.xseclab.com/base8_0abd63aa54bef0464

EICEE

HE A

»

B &|EihiE~ FlOffensive Security M Kali Linux S Kali Docs “ Kali Tools = Exploit-DB Wy Aircrack-ng

INT v | = & 50Lv X55v Encryptionw

Encodingv

Otherw

= Load URL
1 Split URL

+) Execute

| |Enable Post data [ |Enable Referrer

key: ohHTTP302dd

B B SR

BrEtAF
9&: 200
INBRSRE— MRy,

HE8Ekey, HZE
Btk

HEA

EEMA T, (REERRMEEREID?

http://lab1.xseclab.com/base9 _ab629d778e3a29540dfd60f2e548a5eb/index.php

[::I] \EQILJ‘:J:

Cookie

24

WAL EERY  MHEIRER

I iakmiiit: http://labl.xseclab.com/base9_ab629d778e3a29540dfd6@f2e548a5eb/1 ..



http://lab1.xseclab.com/base9_ab629d778e3a29540dfd60f2e548a5eb/index.php

BEAAE GET
iEigitbhil: 202.108.35.226:80

RS @ REMELE FEL
hE#: HTTP/1.1
v ILERE sk

v &k (517 F15)
Accept: text/html,application/xhtml+xm...plication/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Cache-Control: max-age=0
Connection: keep-alive
Host: lab1.xseclab.com
Referer: http.//hackinglab.cn/ShowQues.php?type=bases
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; ...) Gecko/20100107 Firefox/62.0

B BIXA AR TSR BAT T

v FES

key is: yescookieedit7823789KJ

- IR (payload)

1 <html>

2 <head>

3 <meta http-equiv="content-type" content="text/html;charset=utf-8">
4 </head>

5 <body>

6 key is: yescookieedit7823789K]

B8 BT KN



=35 C NN

$3{&: 100
REIRTS 28 LRV AT LT !
SR

http:/lab1.xseclab.com/base10_0b4e4866096913ac9c3a2272dde27215/index.php

RIMMAFRHA KBRS, FrUEBEEBS

LU SUILE ST LU V. 790~ TSI aly et w o

Burp Intruder Repeater window Help

[Target I Prasy I Spider I Scanner I Intruder TRepeater TSequencer I Decoder I Comparer I Extender I Project options I Liser options IA\er‘ts ]

1 = [i2es
Go Cancel <|v >|v Target: httpfflabl.xseclab.com u
Request Response
Raw | Paramms | Headers | Hex Raw | Headers | Hex | HTML T Render ]
POST /baseld_0b4ed866096913ac9c3a2272dde27215/1ndex. php HTTRP/1.1 A HTTP/1.1 200 0K
Host: labl.xseclab.com 1 Server: nginx
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Date: Tue, 230ct 2018 083:85:17 GMT
Firefox/52.0 Content-Type: text/html
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8 Connection: close
Accept-Language: en-US,en;g=0.5 Via: 1527
Accept-Encoding: gzip, deflate Content-Length: 327
Referer:
http://labl.xseclab.com/baseld _0b4e4866096913ac9c3a2272dde27215/1ndex. php <html>
Connection: close <head=
Upgrade-Insecure-Requests: 1 <meta http-equiv=Content-Type content="text/html;charset=utf-8">
Content-Type: application/x-www-form-urlencoded </head=
Content-Length: 8 <body=
<formaction=""method="post">
v=999909| <input type="text" maxlength="3" name="v"/>
<1nput type="submit" value="123"/>
</form=
</body=
</html=
key is 76BHKYyuB78567&*&K
pNITY
H—ABE, BRG] )RR &)
[a9990009| | &\
[ == Hetls DEE (RS @ AF = ME B FE @ HackBar

_|_

<html: |event
<head> )</ head>
<body >
<form action="" method="post":

<input maxlength="999" name="v" type="text":»

=
<input value="1237" type="submit":
£fform>
</body>
</html>

225 HBiflag


http://lab1.xseclab.com/base10_0b4e4866096913ac9c3a2272dde27215/index.php

B8 AR

AHBAOIE R

1{E: 200

/NI T OZANIRIEBAN, AIF T —180im, {BE=/N\AXIGIEIRIATRA]
EIMARATEMASE, AiOZNIABLLX ME R/ BRRtREtbAIEREN, =]/\F
Egﬂeﬁﬁﬁd\?.I%HEE‘JBOﬁDEIJFEE%ﬁEH"Z&E%(keY)?

18

http://lab1.xseclab.com/base11_0f8e35973f552d69a02047694c27a8c9/index.php
HEFENRLY

Bl BEs Cookie 2% Wi Fi IHRRER

- 1A

M IEITE] !

~ AR (payload)

'\UUU)’ Fa
17 ~
18 <?php
19 //print_r(}§_SERVER)|;
20 $arr=explode(',',$ SERVER[ 'HTTP_X_FORWARDED FOR']);
21 if(farr[e]=="127.0.0.1"){

22 / key

23 echo "key is ~&%(UIHKIjkadshf";

24 }else{ - o~~~

25 echo "LATMAHIY )1 "5 ”
e 1

B+ =8 A ARV

MALLRIE]

1E: 150

NIRRT T — ML, EARRERERWELES, AMLAXXHEEERNE T —1 7%t
B AANSEAZRMS.. IRERRHEEKE T, FEHNET—MER, 52 find
you ,no more than 3 secs!

TSRk

http://lab1.xseclab.com/base12_44f0d8a96eed21afdc4823a0bf1a316b/index.php


http://lab1.xseclab.com/base11_0f8e35973f552d69a02047694c27a8c9/index.php
http://lab1.xseclab.com/base12_44f0d8a96eed21afdc4823a0bf1a316b/index.php

& # 7~ £ robots.txt
SR G BBV X AN S http:/lab1.xseclab.com/base 12_44f0d8a96eed21afdc4823a0bf1a316b/robots.txt

User—agent: *
Disallow: /
Crawl-delay: 120

Disallow: /9fh97531fe95594603aff7e794ab2f5f/
Sitemap: http://www. hacKingranb, sinaapp. com/sitemap. xml

TR 5PV e S AN A R
http://lab1.xseclab.com/base12_44f0d8a96eed21afdc4823a0bf1a316b/9fh975311f€95594603aff7e794ab2f5f/
GE

you find me,but | am not the login page. keep search.

o S

LV i login.php
http:/lab1.xseclab.com/base12_44f0d8a96eed21afdc4823a0bf1a316b/9fb97531f€95594603aff7e794ab2f5f/login.php

right! key is UlJ%%IO0qweqwsdf


http://lab1.xseclab.com/base12_44f0d8a96eed21afdc4823a0bf1a316b/9fb97531fe95594603aff7e794ab2f5f/
http://lab1.xseclab.com/base12_44f0d8a96eed21afdc4823a0bf1a316b/9fb97531fe95594603aff7e794ab2f5f/login.php

	hackinglab.cn网络安全实验室基础关
	作者：AlcyoneYYXJ
	如有错误or不同的思路还请给位指正交流&学习
	第一题 Key在哪里？
	第二题 再加密一次你就得到Key啦~
	第三题 猜猜这是经过了多少次加密
	第四题 据说MD5加密很安全，真的是吗？
	第五题 种族歧视
	第六题 HAHA浏览器
	第七题 Key究竟在哪里呢？
	第八题 Key又找不到了
	第九题 冒充登陆用户
	第十题 比较数字大小
	第十一题 本地的诱惑
	第十二题 就不让你访问


