hack the box challenge-web-HDC writeup
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We believe a certain individual uses this website for shady business. Can you find out who that is and send
him an email to check, using the web site's functionality?

Note: The flag is not an e-mail address.
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AHADES DISTRIBUTION COMPANY *

We are the first company since 1990 to provide people distribution aver the Internet

Enter Username / Password | ||

Enter your credentials and press [Submit] to access the company’s Controf Panel.
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<html>

<head>

<{meta http-equiv="Content-Languaze” content="en-us”>

<{meta name= GENERATOR” content="Microsoft GivelMed Break 12,07
<{meta name= Progld” content="UnfrontPage. Editor. Document 17>
<{meta http-equiv="Content-Type” content="text/html; ">
<titlerHDC</titlel

<ztyle type="text/czz™>

10 . style? |

11 font-size: xx-larze;

12 color: #OO0OQOFF;

13|}

14| . styled {

15 color: #308000;

16|}

17 | </styler

18  <script sro="jquery-3.2. 1. js"»</script>

19 | <script sro="myscripts. is" < script>

20 | </head>
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22 | <body >
23| <table border="1" cellpaddins="0" cellspacing="0" style="border-collapse: collapse” bordercolor="#11
24 try

25 <td width="85%" height="104">

26 <div style="background-color: #COC0C07>

27 <p alizn="center »<img border="0" sre="logo2. =if” width="26" height="25"><span lanz="us” class=
28 Cfapany</font > br<span lang="us"><fomt size="2" color="#FF0000">We are the first company sinc
29 <Stdr

30 ltre

31 </table>

32 | <pr<ix<span class="style3 ><{span lanz="us"><{/span>{/span><b><font color="#308000"> </font>&nbsp: <fon
33 | <form id=’ formaki’ name= formaki’ action=". /main/index.php” method="post”>

34 <p alizn="center »Enter Username / Password

35 {input type="text” name="namel” size="20">
36 {input type="text” WName="name2” size="20">
37

38 <ipr

39

40 <p alizn="center™>

41 <input type="hidden” walue= name="nam=l”>

42 <input type="hidden” walue= name="nam=2">
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function doProcess()

{
}

document. forms[ " formaki”]. submit () ;
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return jQuery;

1)

function deProcess ()

{var form=document. createElement (“form’); form sethttribute ("'method’, “post”); form sethttribute (Vaction”, "main/index. php”):  Torm sethttribute (“tarzet”, "view”); var hiddenField=document. createElement ("input”);
hiddenField. setAttribute("type”, "hidden”); hiddenField. sethttribute ("name”, “namel”); hiddenField. setAttribute(“value”, "TXIRaXRORGU”) ; var hidderField2=document. createElement ("input”);

hiddenFieldZ sethttribute(“type”, “hidden”) hiddenFisld2. setttribute{ name”, “name2”); hiddenField2 sethttribute(“valus”, "cDB3bmll”}; form appendChild(hiddenField2); form. appendChild (hiddenField) ;

form. appendChild(hiddenField2); document.body. appendChild(form) window. apen("’, " view ): form submit(}:}

function getData( data ) {
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Hellenic Distribution Company

Central Greece Section

You have entered in a Security Area.

= Sociality From this panel you can select the actions in order to view or edit the data in the company database.
= Extensibility .
= public Relations CAUTION: All actions are recorded!

®= Investment and Share
Purchase

® Main Adv Campaigns at
media

= Approach new Customers
using Social Engineering
Techniques

® Financing to find new
"Vendors"!

® Send EMail

= Mailbox of Special
Customers
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® Send EMail
®= Mailbox of Special
Customers
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® Investment and Share
Purchase

= Main Adv Campaigns at
media

® Approach new Customers
using Social Engineering
Technigues

® Financing to find new
"Vendors"!

® Send EMail :

= Mailbox of Special
Customers

CONTROL PANEL #

Enter the email

Body
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" Sociality

= Extensibility
® Public Relations

® |nvestment and Share
Purchase

" Main Adv Campaigns at
media

= Approach new Customers
using Social Engineering
Techniques

® Financing to find new
"Vendors"!

= Send EMail

= Mailbox of SM

Customers

Special Customers' Mailbox

Up to now we have 5 special customers who will help us to achieve our goals.
This list will soon be expanded with the new 'expansion program' for our corporate goals.

It is planned that within the next six months we will have reached 20 dedicated Special Customers.

0900000600



"Wendors"! . . .
Special Customers' Mailbox
Main Tasks
= Send EMail Up to now we have 5 special customers who will help us to achieve our goals.
® Mailbox of Special
Customers This list will soon be expanded with the new 'expansion program' for our cory
It is nlanned that within the next six manths we will have reached 20 dedicate
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< C A F==%£| 178.62.0.100:30142/main/secret_area /

Index of /main/secret area

Name Last modified Size Description

«® Parent Directory, -
&) mails.gif 2010-10-23 18:28 71
mails.txt 2017-07-08 17:55 705

Apache/2.4.18 (Ubuntu) Server at 178.62.0.100 Port 30142



411 gzood boys are here... hehehehehehe!
Feter Punk CallMePink@newmail. com
Nabuchodonosor BabyNavoulmailpost. v

Ilias Wagkakos imaskakos@badmail. com

Mick Pipshow NickTheGreek@mail. tr. v

Don Quixote Windmill@mail. zr

Crazy Priest SeVaftisefhotmail. com

Fishroe Salad fishroesalad@mail. com

TaFanta Ola OlaMazileme@mail. sr

Laertis George IBaki@mail. sr

Thiseas Sparrow Pirates@mail. sr

Black Dreamer SupaHacka@mail. com

Callme Daddy FuckthemAll@mail. com

bzzelikl Lykolouli FwsStoTounel@Traineo. pourxetal
KEompinadoros Yarnrmnis YannisWithdWN@rolf. com
Serafino Titamola Ombraxz@mail. sr

Joe Hard Soft@Butter. sr

Bond James WyMamelsBond@JamesBond. com

Endof Text EnddfLine@mail. com
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P Re: Hello there!

= Approach new Customers

using Social Engineering Hi, | am still alive, don't worry :)
Techniques
® Financing to find new Congratz my friend!!
"Vendors®!
[P E | The flag s
® Send EMail HIBsweemebisomefupiilih: st}
= Mailbox of Special

Rk fiflag !
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