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Frida-dexdump: https://github.com/hluwa/FRIDA-DEXDump

fridadil7E X #¥python3.8, EEXEEMNEXRFIMRA, "RESEH
B W F#Fridathht: frida - PyPI

windows T 18 fExx.y.zh A ) Fridadstik:  https://pypi.org/project/frida/xx.y.z/#files
Fridaf) 2R R 82, 5 ZEAEwindows 22 fridaZs F ¥ Al £ %2 B2 %2 & frida ik 55 i -
1. Windows I % 3% frida% / b

pip install frida
pip install frida-tools

LUE 3 3N

% frida

Bm—: R R R frida-xx.yy.zz-py3.8-win-amd64.eggts = it 344

1. frida - PyPIT#3fF: frida-12.11.17-py3.8-win-amd64.egg (EE R E CX M KR A
R EE12.9.8 IR A % B fEwindows Rl https://pypi.org/project/frida/12.9.8/#files

BE
pip3 install frida==12.9.8 -i https://pypi.tuna.tsinghua.edu.cn/simple/

2. 2.1 B TEHRAF2IC:\User\Adminstrator
2.2 A B B python/lib/site-packages T K]

2.3 C:\Users\XXXX\AppData\Local\Programs\Python\Python38\Lib\site-packages X4 H 3 T #Esite-packages X4

H 3% F#4TCMD 4 :easy_install frida-12.9.4-py3.8-win-amd64.egg
3. EHPATpipRE

$5frida-12.11.17-py3.8-win32.eggi¥afIFIC:\Users\userNameHF |, userNameRZ{REBIHAIA
P&

» EEEE » Windows (C) » FBFP » v O BEE renghao”
userName
=i =] e Siv | Forh
frida-12.11.17-py3.8-win32.egg 2020/9/30 7:16 EGG W% 17,363 KB

fEcmdB 1T pip3 install frida -i https://pypi.mirrors.ustc.edu.cn/simple , FHfZcEfrida®
P



https://github.com/hluwa/FRIDA-DEXDump
https://pypi.org/project/frida/#files
https://pypi.org/project/frida/#files
https://pypi.tuna.tsinghua.edu.cn/simple/

Srfrida-oals o,

—d

BT pip3 install frida-tools -i https://pypi.mirrors.ustc.edu.cn/simple 0

pip3 install frida -i https://pypi.mirrors.ustc.edu.cn/simple
pip3 install frida-tools -i https://pypi.mirrors.ustc.edu.cn/simple

4. EFpipNMTHIE Feasy-install 223 (R & A RIX Fh 5 %)

THTEHLZE, £/ easy install &%

python3 /usr/lib/python3/dist-packages/easy_install.py frida-12.8.16-py3.6-1linux-x86_64.egg

BIZTEI TR E, H#E Ctr+C Ty, FEAEAYI IR EASM Frida PEAR 18

root@kali:~/Documents# python3 /usr/lib/python3/dist-packages/easy_install.py frida-12.8.16-py3.6-linux-x86_64.egg
Processing frida-12.8.16-py3.6-linux-x86_64.egg

Copying frida-12.8.16-py3.6-linux-x86_64.egg to /usr/localllib/python3.7/dist-packages

Adding frida 12.8.16 to easy-install.pth file

Installed /usr/local/lib/python3.7/dist-packages/frida-12.8.16-py3.6-linux-x86_64.egg
Processing dependencies for frida==12.8.16

Searching for frida==12.8.16

Reading https://pypi.org/simple/frida/

ACinterrupted

BERY, FREBAT

pip3 install frida -i https://pypi.mirrors.ustc.edu.cn/simple/

R =: RTRK A frida-xx.y.z.tar.gz3C {4

fREZM, 2F Wsetup.py>XfF, 7E24HT H FHecmdiiiA$E4: python setup.py install

Microsoft Windows [Fi4 10.0.19041.1415]
(c) Microsoft Corporation. {REFTEF.

C:\Users\Admin\Desktop\dfafdaf\frida-12.9.8>python setup.py install
running install

running bdist_egg

running egg info

writing frida.egg-info\PKG-INFO

writing dependency_links to frida.egg-info\dependency_ links.txt
writing top-level names to frida.egg-info\top_level.txt

reading manifest file 'frida.egg-info\SOURCES.txt'

writing manifest file 'frida.egg-info\SOURCES.txt'

installing library code to build\bdist.win-amd64\egg

running install_1lib

running build_py

creating build

creating build\lib.win-amd64-3.8

creating build\lib.win-amd64-3.8\frida

marmiitia~e Ll Aal mAannAa s Al TAVT Sk i AmAdArca D O\ Lad AA



Lupydlinyg Triud\Lure.py -2 DULLU\LLU.WLII-dINUDO4=D5.0\TILud

copying frida\__init_ .py -> build\lib.win-amd64-3.8\frida

running build_ext

looking for prebuilt extension in home directory, i.e. C:\Users\Admin/frida-12.9.8-py3.8-win-amd64.egg
prebuilt extension not found in home directory, will try downloading it

querying pypi for available prebuilds

downloading prebuilt extension from https://files.pythonhosted.org/packages/79/c0/4a374ead482c386fc5ccc
extracting prebuilt extension

creating build\bdist.win-amd64

creating build\bdist.win-amd64\egg

creating build\bdist.win-amd64\egg\frida

copying build\lib.win-amd64-3.8\frida\core.py -> build\bdist.win-amd64\egg\frida
copying build\lib.win-amd64-3.8\frida\__init__.py -> build\bdist.win-amd64\egg\frida
copying build\lib.win-amd64-3.8\_frida.cp38-win_amd64.pyd -> build\bdist.win-amd64\egg
byte-compiling build\bdist.win-amd64\egg\frida\core.py to core.cpython-38.pyc
byte-compiling build\bdist.win-amd64\egg\frida\__init_.py to __init__.cpython-38.pyc
creating stub loader for _frida.cp38-win_amd64.pyd

byte-compiling build\bdist.win-amd64\egg\_frida.py to _frida.cpython-38.pyc

creating build\bdist.win-amd64\egg\EGG-INFO

copying frida.egg-info\PKG-INFO -> build\bdist.win-amd64\egg\EGG-INFO

copying frida.egg-info\SOURCES.txt -> build\bdist.win-amd64\egg\EGG-INFO

copying frida.egg-info\dependency links.txt -> build\bdist.win-amd64\egg\EGG-INFO
copying frida.egg-info\top_level.txt -> build\bdist.win-amd64\egg\EGG-INFO

copying frida.egg-info\zip-safe -> build\bdist.win-amd64\egg\EGG-INFO

writing build\bdist.win-amd64\egg\EGG-INFO\native_libs.txt

creating dist

creating 'dist\frida-12.9.8-py3.8-win-amd64.egg' and adding 'build\bdist.win-amd64\egg' to it
removing 'build\bdist.win-amdé64\egg' (and everything under it)

Processing frida-12.9.8-py3.8-win-amd64.egg

Removing d:\lds\environment\python\lib\site-packages\frida-12.9.8-py3.8-win-amd64.egg
Copying frida-12.9.8-py3.8-win-amd64.egg to d:\lds\environment\python\lib\site-packages
Adding frida 12.9.8 to easy-install.pth file

Installed d:\lds\environment\python\lib\site-packages\frida-12.9.8-py3.8-win-amd64.egg
Processing dependencies for frida==12.9.8

Finished processing dependencies for frida==12.9.8

C:\Users\Admin\Desktop\dfafdaf\frida-12.9.8>

Bo=: RERRFfKBE —RERXFELR

did not rur

CSDN




C:\Users\Admin>pip3 install wheel
WARNING: Ignoring invalid distribution -ip (d:\lds\environment\python\lib\site-packages)
WARNING: Ignoring invalid distribution -ip (d:\lds\environment\python\lib\site-packages)
Looking in indexes: https://pypi.tuna.tsinghua.edu.cn/simple
Collecting wheel

Downloading https://pypi.tuna.tsinghua.edu.cn/packages/27/d6/003e593296a85fd6ed616ed962795b2187709c3
WARNING: Ignoring invalid distribution -ip (d:\lds\environment\python\lib\site-packages)
Installing collected packages: wheel
WARNING: Ignoring invalid distribution -ip (d:\lds\environment\python\lib\site-packages)
Successfully installed wheel-0.37.1
WARNING: Ignoring invalid distribution -ip (d:\lds\environment\python\lib\site-packages)
WARNING: Ignoring invalid distribution -ip (d:\lds\environment\python\lib\site-packages)

RIEBEEIEE KPR E 2R
© % #frida-tools

python# #frida-tools - JebediahKerman - {82 [@

B 5t Zhttps://pypi.org/project/frida/#filesit & & 3L, #linfrida-15.1.14-py3.8-win-amd64.egg, &8+ (1)
files.pythonhosted.org % # Amirrors.tuna.tsinghua.edu.cn/pypi/web, 2R J&% S04 T 8 3F R A7 21 24 80 F /- ihome H 3% .

217 fir 4 pip install frida-tools<--——-***3X AJiF 17, 5 pip

python -m pip install frida==12.8.9 /I AN EEEMpip&sE
python -m pip install frida-tools==5.3.0 //REHZEMpip&it

B )5 .2 Fpython -m pip install frida-tools==5.3.0% 3% _F ijfrida-toos

Frida$2ft T lUA~T B, frida-trace, frida-ps, frida, frida-discover, Xt T E#4ArF pythonfScripts#iE T

[a5] frida.exe 2019/1/16 14:05 WEHER 73 KB
(] frida-discover.exe 2019/1/16 14:05 WERF 73 KB
frida-discover-script.py 2019 6 5 PY 3745 {B
(15| frida-kill.exe 2019 6 14:05 WRREF 73 KB
frida-kill-script.py 2019/1/16 14:05 PY 37i4% 1 KB
(] frida-|s-devices.exe 2019/1/16 14:05 WEEE 73 KB
frida-ls-devices-script.py 2019/1/16 14:0 PY i KB
(5] frida-ps.exe 2019/1/16 14:05 WAEF 73 KB
frida-ps-script.py 2019/1/16 14:05 PY 374% 1 KB
B frida-script.py 2019/1/16 14:05  PY X0f% 1 KB
a5 frida-trace.exe 2019/1/16 14:05 wAERF 73 KB
B frida-trace-script.py 2019/1/16 14:05 PYXH CSDN @~ 1elll & 535

2.Android_ I Z 3 fridalk %% %% (root™ i)
AR 5 BN P i AR S AR e R BRIX B 2 frida-server-12.9.8-android-x86

BHEANDroidFHL it &1 E: adb shell ----> getprop ro.product.cpu.abi


https://www.cnblogs.com/JebediahKerman/p/15792183.html

adb shell getprop ro.product.cpu.abi

Zgit F#frida-server,i% & F Hlios/android f A< F B i b 2% o fridahi 4 — 2K
https://github.com/frida/frida/releases

8 https://github.com/frida/frida/releases?page=10

€9 frida-gumjs-devkit-12.9.8-macos-x86_64.tarxz 16.1 MB
& frida-gumjs-devkit-12.9.8-windows-x86.exe 19 MB
& frida-gumjs-devkit-12.9.8-windows-x86_64.exe 25 MB
& frida-inject-12.9.8-android-arm.xz 5.97 MB
& frida-inject-12.9.8-android-armé4.xz 123 MB
& frida-inject-12.9.8-android-x86.xz 7.55 MB
® frida-inject-12.9.8-android-x86_64.xz 15 MB
® frida-qml-12.9.8-macos-x86_64.tarxz 15.2 MB
@ frida-server-12.9.8-android-arm.xz i 5.91 MB
@@ frida-server-12.9.8-android-armé4.xz / 12.2 MB

I @ frida-server-12.9.8-android-x86.xz I 7.36 MB
@ frida-server-12.9.8-android-x86_64.xz FHFFHBxS6MRAS |, EBfR M 27 12.9.8kRAFrida 149M8
6@ frida-server-12.9.8-ios-arm.xz 5.94 MB
& frida-server-12.9.8-ios-armé4.xz 11.8 MB
& frida-server-12.9.8-ios-armé4e.xz 11.3 MB
&9 frida-server-12.9.8-linux-x86.z 6.62 MB
@ frida-server-12.9.8-linux-x86_64.xz 13.6 MB
@ frida-server-12.9.8-macos-x86_64.xz 13.4 MB
&) frida-server-12.9.8-windows-xB6.exe.xz 11.7 MB
® frida-server-12.9.8-windows-x86_64.exe.xz 12.1 MB
@ frida-swift-12.9.8-macos-x86_64.tar.xz cshi "':'["55 M‘BD &}

TERTRAEST R k:
» frida-server-12.9.8-android-x86
Y
== i EE Ei] F
| | frida-server-12.9.8-android-x86 2022/2/15 14:37

I RAndroid AN, AN SEEERMRESE, RINTRSE LB Mloaclhosti127.0.0.1%. XEAXN T .. FAEMEZRE—HE

R B SR E AT EY T H10.0.2. 2IX NP,

B. M Bhifia10.0.2.2 MY FiEAN localhost

RRALFE B : A SCACSDNIEE [1ynchyol WEBISCE, EIECC 4.0 BY-SARRIUIMY, FHEFM LESCH bR AFH.
JRCHERE: https://blog.csdn.net/lynchyo/article/details/38443661

3.8 zhfrida-server


https://github.com/frida/frida/releases

@ T #frida-server-12.9.8-android-x86
https://github.convfrida/frida/releases

TEX RpcE P iRA, JERERE

AEELHE TAETE

® L% frida-server-12.7.5-android-x86 o #7125

k4% PC #11# frida-server-12.7.5-android-x86 7] $14T 3044 2] Android #1287 i) /data/system/frida/frida-
server-12.7.5-android-x86 ¥4 ;

# A\ frida-server-12.9.8-android-x86 B , 4T

adb -s emulator-5554 push C:\Users\gqv2@\Desktop\frida-server-12.9.8-android-x86 /data/local/tmp
BE
adb push C:\Users\gqv20\Desktop\frida-server-12.9.8-android-x86 /data/local/tmp

IRARTE B AR ST B TR M emd U AT B AR fir 2
adb push frida-server-12.9.8-android-x86 /data/system/frida/frida-server-12.9.8-android-x86

® A frida-server-12.7.5-android-x86 TJ #1472 FF B F 777 AR

#EA adb shell a5 41T e ANsubl E— T, REBE#EN /data/system/frida/ B3 ,BH frida-
server-12.9.8-android-x86 A HATERF AR 4T

chmod 777 ./*

@ AT frida-server-12.7.5-android-x86 o #1417 & /¢

£ /data/systemvfrida/ B AT

./frida-server-12.7.5-android-x86

4, BIA] 2 3h Frida i@ fE AR 55 X 35
SEREHES

root@aosp:/data/system/frida #./frida-server-12.7.5-android-x86
WARNING: linker: ./frida-server-12.7.5-android-x86: unused DT entry: type Ox6ffffef5 arg 0xlc24



1. BBERIANMRS

C:\Users\gqv20>adb devices
List of devices attached
ZX1G222CLR device

2. %rootBUFR
C:\Users\gqv2e>adb shell
shell@shamu:/ $ su

su

3.FARtmpEHRT
root@shamu:/ # cd /data/local/tmp/
cd /data/local/tmp/

4. BPATHUR
root@shamu:/data/local/tmp # chmod 777 /data/local/tmp/frida-server-12.9.8-android-x86
chmod 777 /data/local/tmp/frida-server-12.9.8-android-x86

5.8%F]1s
root@shamu:/data/local/tmp # 1ls
1s

busybox
frida-server-12.9.8-android-arm
frida-server-12.9.8-android-arm
frida-server-12.9.8-android-x86
krperm.txt

minicap

minicap.so

re.frida.server

6. EREFfrida-server

root@shamu:/data/local/tmp # ./frida-server-12.9.8-android-x86
./frida-server-12.9.8-android-arm

BE FH LM apkitfz
Jifk—:
A emd B frida-ps -U  BEFEFHHERE, WRE, WRRKFridaCLERRD, /BEIATL AT LAEHFrida
#E4Thook 1
frida-ps -U
FHR
¥ Fifrida-ps -Rt AT A, {HR RBEHITHK
adb forward tcp:27042 tcp:27042

frida-ps -R



(PythonVirtualenvol) D:\LDS\pythonProjectl>frida-ps -U
PID Name

1514

2042 android.process.acore

2407 com.an
1986 com.an
2618 com.an
2348 com.android.providers.calendar

1922 com.android.systemui
2667 com.baidu.searchbox

droid.onetimeinitializer
droid.phone
droid.printspooler

2755 com.baidu.searchbox:titanSandbox
2140 com.google.android.webview:webview_service
1958 com.sohu.inputmethod.Ssogou
3348 com.sohu.inputmethod.sogou:push_service
2426 com.tencent.mm

p 2778 com.tencent.mm:appbrande

E 2795 com.tencent.mm:appbrandl

E 2640 com.tencent.mm:push PyCharm2021.1.3]/

-2803 com.vphone.launcher CSDN @,/ TeLl &

IR BRI R frida-serverhi A i A T, I8 & Zrooth R, 2 WU A AP AR UL 23

W R A R T 8T B IRAS SO B 2 push B 40 23 50 FHLE <8 ) T 1 8 b 7

R BN 28 2 frida-server Bk B A & B A B HEWR? -4 M- F Ris-Z a1t X | 22 | bbs.pediy.com
https://github.com/frida/frida/issues/538

4R B RO R frida-serverhi A th 1A T, 387 & Zrooth PR, 22 BUAE P R AR L 2%

WA


https://bbs.pediy.com/thread-267838.htm
https://github.com/frida/frida/issues/538

import frida
import pprint

def on_message(message,data):
print("[on_message] message:",message,"data:",data)

rdev =frida.get_usb_device()

process = rdev .enumerate_processes()#3REXFHLrE #HE
pprint.pprint(process)

session=rdev.attach("com.dianping.vl") #frida-ps -U &E&EZIKappLF
print(session)

script=session.create_script("""
rpc.exports.enumerateModules=function(){
return Process.enumerateModules();

¥
")

script.on("message",on_message)
script.load()
# RBUATEE BT A R

pprint.pprint([m["name"] for m in script.exports.enumerate_modules()])

4. dexdump fi

Android &4 ¥% duke_knightff{§ % -CSDNE %

1. dex2jar T # ik https://sourceforge.net/projects/dex2jar/files/

2.jd-gui T #E Mk http:/jd.benow.ca/

3. APKTool T # it http://ibotpeaches.github.io/Apktool/install/

4. FHEFSH: Bytecode Viewer - Java & Android APK Reverse Engineering Suite/Tool
5. radare2 radare

6. apktool : Apktool - A tool for reverse engineering 3rd party, closed, binary Android apps.
7. OWASP Uncrackable Level2 APK

8. AndroidSdkFI#EfI2s:  hitps://developer.android.com/studio/index.html

9.frida-dexdumpE ™ : https://github.com/hluwa/FRIDA-DEXDump


https://blog.csdn.net/duke_knight/article/details/107983495
https://bytecodeviewer.com/
https://link.zhihu.com/?target=https%253A//radare.org/
https://radare.org/n/
https://ibotpeaches.github.io/Apktool/
https://link.zhihu.com/?target=https%253A//github.com/OWASP/owasp-mstg/blob/master/OMTG-Files/02_Crackmes/01_Android/Level_02/UnCrackable-Level2.apk
https://developer.android.com/studio/index.html

XAMEPHRRRECHPR

(PythonVirtualenv@l) D:\LDS\pythonProjectl:frida-dexdump -U -f com.example.com.

Spawning ~com.example.comy)
:Agent:DexDumpAgent<Connection(pid=Session(pid=6311), connected:True), attached=True>: Attach.
:frida-dexdump:Waiting 5s...
:frida-dexdump:[+] Searching...
:frida-dexdump: [*] Successful found 6 dex, used 1 time.
:frida-dexdump: [+] Starting dump to 'B=@RpythonProjectl\com.example.com.y
:frida-dexdump:[+] DexMd5=6eee4db293e259f225301baa7d78b%e6, SavePath=0.\4@pythonProjectl\com.example.coif: Aslasses.dex, DexSi
:frida-dexdump:[+] DexMd5=28cd902619129e2bel5dd789009aa410, SavePath=D:{EM\pythonProjectl\com.example.cam 2classesB2.dex, Dex
:frida-dexdump: [+] DexMd5=008c7961c8c579c1891d8ab34c22b842, SavePath=D:\LDS\pythonProjectl\com.example.com.u Btasses03.dex,

pip3 install frida-dexdump

> AMEEES (D) o > PythonVirtualenvO1 » Lib » site-packages » frida_dexdump
21 sk = F
__pycache__ 0:15 i
agent 0:15 g
B _init_py 0:15 JetBrains PyChar... 0 KB
B main_py 0:15 JetBrains PyChar... 5 KB
E banner.py 0:15 JetBrains 2KB
@ . 1eLll & 22

TREEBIT, EFHi AT Eshapp, app/E3ijE, pchiiziTpython3 main.py

WEFHRE (SR —KZPibida, gdb&ERFERD [ XBEEFE12597, HEMA1, —BEFEsiER, HlEE
RFERRP RN RS, PR HEE 3 25

1. B Ffrida-tools [fICLI %, B BXFEPREZMENARERR, FHAM, REBWFEHZ-4, --
deep-searchit Wi, XA/ RE LR E, HERSHEEE,

frida-dexdump -FU
B
frida-dexdump -U -f com.app.pkgname

2. iz fTfrida-dexdumpil A& i) main3C f4

https://github.com/hluwa/FRIDA-DEXDump

python3 main.py
BE
python3 frida_dexdump/main.py -n packagename

i dex X & frida_dexdump T fpackagename


https://github.com/frida/frida-tools

3.21TH 2 hook A& , & )55 iHdex

python3 my_hook_script.py

4. objection plugin

i FFRIDA-DEXDump 37 ¥fobjection plugin
B A 7] BLigE A obection)5
4.1 hn#Edexdump, fFH:

plugin load /Users/wuxianyu/Desktop/TotalProject/FRIDA-DEXDump-master/frida_dexdump

4.2 # & dexdumpin R 7E W EIL F dexse i, RiX dex s AR 7E T £

plugin dexdump search
plugin dexdump dump

4.3 BATFT A7 filk B A2 ST A

01T 1 < MR dex ST 1 7 = AT A8 R Y dexle

XA HobectionE ERM AL MKKE (XANKRAFHEEZMERE, TBRE)
RIEBRATEAEX S dexUfF BRI

KREHIZK

EhinfE F grep BlackListActivity *.so

ZHRILK, XJHTF, R&EdexscF 24

5. il Xt b E R



fi#t Eapkt
Brxxx.apk G R R xooxzip SRIEMEE, £B300F
META-INF

res
% AndroidManifestxml
] classes.dex

D resources.arsc

dex2jar THE#TME, SB/B—A Xk, REK LEHH classes.dex E il E] &5 R XHRT.
THemd, FREBGZCHFE, AT d2j-dex2jar.bat classes.dex 4.
W74 )E, B8 —14M classes-dex2jar.jar 1301 .

i jd_gui ITTFiZCfF (R E &ARE, BN, NiZsiZ2IEENAE, wRREDS, TREIRARIEEKA
) .

BYE 5 BF xml 5 AndroidManifest X4, $THSREELAS, BB apktool BEATii M, 53 BIR 4+

TnnL Install  Build Documentation  Changes  Contribute  Current Version: 2.4.1

Install Instructions
Quick Check

1. Is at least Java 1.8 installed?
2. Does executing on command line / command prompt return 1.8 or greater?
3. If not, please install Java 8+ and make it the default. (Java 7 will also work at this time)

Installation for Apktool TE B IRA

+ Windows:
1. Download Windows wrapper script (Right clifk, Save Link As (HETNES)
- Rename downloaded Jar o
4. Move both files (CEETISIEED & EEESHED) to your Windows directory (Usually (IIIETEES)
5. If you do not have access to (GEIIEEERS. You may place the two files anywhere then add that directory to your Environment Variables System PATH variable.
6. Try running via command prompt

1.% TERMjarE 5 apk BBFER—N 0k,

2 34T 44 java -jar apktool 2.4.1.jar d app-release.apk // {EE AL apktool 2.4.1 AR T # M apktool jarfy i 4
Zo

3. M TR ERRE

app-release
|£ | apktool 2.4.1jar
| app-release.apk

1t app-release B #TFF i J& X5 AndroidManifest X BREEIEH BAR T o
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