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~/S M /CTF# volatility -f data.vmem pstre
Volatility Foundation Volatility Framework 2.6

ETE Thds

0x80ea2660:System
970-01-01 00:00:00 UTC+0000
OxTf57fc28:smss5.exe
020-82-23 13:17:13 UTC+0000

OxTf435020:winlogon
02-23 13:17:13 UTCH
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OxTf46b020:1s5ass5.exe
02-23 13:17:14 UTC+0000
OxTf445020:services.exe
02-23 13:17:14 UTCHC
0xTf416ble:svchost.exe
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:~/BLHE /CTF# volatility -f data.vmem cmdscan
Volatility Foundation Volatility Framework 2.6
RS EEEE S SRS EEEE RS EEEE S SRS EEE RS EE RS R

CommandProcess: csrss.exe Pid: 464
CommandHistory: 0x556bb8 Application: cmd.exe Flags: Allocated, Reset
CommandCount: 2 LastAdded: 1 LastDisplayed: 1

FirstCommand: @ CommandCountMax: 5@
ProcessHandle: 8x504
Cmd #0 @ 0x3609ea0: passwd:weak auth toplee
Cmd #1 @ @x5576de: start a
Cmd #13 @ @x9fee9ft: ?7
Cmd #41 @ 8x9fe03f:

.~/ E /cTF# ]

ERINBEERMANER, KA % igpasswd:weak_auth_top100, #RJ54TJF T wireshark, 7] LL&NIE E i3k
TiE. —Bekiipasswd#l e RKHEES, MERIMEARTEGH A/, & HiEE.
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:~/8L @ /CTF# volatility -f data.vmem filescan | grep flag
Volatility Foundation Volatility Framework 2.6
0x0P0PPERNER1155T90 1 @ R--rwd \Device\Har skVolumel\Documents and Se
ttings\Administratoryflag.img
:~/SE /cTF# ]

KIL T —Mlag.img, BESRERflagfio¢, M amtide 3 HREE .

:~/BLTE /CTF# volatility -f data.vmem dumpfiles -Q 0x0000000001155T90
-D . 4
Volatility Foundation Volatility Framework 2.6

DataSectionObject @x01155f90 None \Device\HarddiskVolumel\Documents and Sett
ings\Administrator\flag.img
:~/3 0 /CTF#
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3 usbdata.txt - iTEE

IR |FE B0 EENV) EEH)
00:00:09:00:00:00:00:00
00:00:0F:00:00:00:00:00
00:00:04:00:00:00:00:00
00:00:0A:00:00:00:00:00
00:00:2F:00:00:00:00:00
00:00:23:00:00:00:00:00
00:00:26:00:00:00:00:00
00:00:1F:00:00:00:00:00
00:00:27:00:00:00:00:00
00:00:27:00:00:00:00:00
00:00:25:00:00:00:00:00
00:00:20:00:00:00:00:00
00:00:22:00:00:00:00:00
00:00:24:00:00:00:00:00
00:00:25:00:00:00:00:00
00:00:21:00:00:00:00:00
00:00:08:00:00:00:00:00
00:00:06:00:00:00:00:00
00:00:20:00:00:00:00:00
00:00:08:00:00:00:00:00
00:00:07:00:00:00:00:00
00:00:25:00:00:00:00:00
00:00:07:00:00:00:00:00
00:00:1F:00:00:00:00:00
00:00:04:00:00:00:00:00
00:00:23:00:00:00:00:00
00:00:21:00:00:00:00:00
00:00:08:00:00:00:00:00
00:00:24:00:00:00:00:00
00:00:20:00:00:00:00:00
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Table 12: Keyboard/Keypad Page

Usage ID Usage ID
(Dec)

© © N O g kA~ WN =2 O

Ry Ak R SN ah jead sa, ek ma ea oa
©C © 0N O O kA WN =2 O

(W CE

(Hex)
00
01
02
03
04
05
06
07
08
09
0A
0B
oc
oD
0E
OF
10
14
12
13
14

Ref: Typical AT-101

Usage Name Position PC-MacUNI Boot
AT X

Reserved (no event indicated)9 N/A Vo Y 4101104
Keyboard ErrorRollOver9 N/A voN Y 4101104
Keyboard POSTFail® N/A VoA Y 4101104
Keyboard ErrorUndefined9 N/A v Y 4101104
Keyboard a and A4 31 NN Y 4101104
Keyboard b and B 50 vov Y 4101104
Keyboard ¢ and C4 48 voN Y 4101104
Keyboard d and D 33 v v v 1017104
Keyboard e and E 19 VN v 4101104
Keyboard f and F 34 vooN Y 4101104
Keyboard g and G 35 voN Y 4101104
Keyboard h and H 36 VoA Y 4101104
Keyboard i and | 24 Voo Y 4101104
Keyboard j and J 37 VoA Y 4101104
Keyboard k and K 38 vooN Y 4101104
Keyboard | and L 39 VoV Y 4101104
Keyboard m and M4 52 VoW Y 4101104
Keyboard n and N 51 VooV Y 4101104
Keyboard o and 04 25 voN Y 4101104
Keyboard p and P4 26 voN Y 4101104
Keyboard q and Q4 17 Voo Y 41017104



# coding:utf-8
import sys
import os

usb_codes = {
0x04: "aA", Ox05: "bB", oOxe6: "cC", ox07: "dD", oxe8: "eE", Ox09: "fF",
Ox0A: "gG", OxeB: "hH", @xec: "iI", oxeD: "jJ", OexeE: "kK", OxeF: "1L",
0x10: "mM", ©Ox11: "nN", ©x12: "oO", @x13: "pP", Ox14: "qQ", ©x15: "rrR",
ox16: "sS", oOx17: "tT", ox18: "uU", Ox19: "vV", Ox1A: "wW", Ox1B: "xX",
ox1C: "yY", oxiD: "zzZ", ex1E: "1!", ox1F: "2@", ox20: "3#", ox21: "43%",
0x22: "5%", ox23: "e6~", Ox24: "7&", ox25: "8*", oOx26: "9(", ox27: "0)",
ox2C: " ", ex2D: "-_", Ox2E: "=+", Ox2F: "[{", Ox30: "]}", Ox32: "#~",

0x33: ";:", Ox34: "'"\"", Ox36: ",<", Ox37: ".>", Ox4f: ">", Ox50: "<"

def code2chr(filepath):
lines = []
pos = ©
for x in open(filepath, "r").readlines():
code = int(x[6:8], 16) # HIZE=/T5
if code == @:

continue
# newline or down arrow - move down
if code == 0x51 or code == 0x28:
pos += 1
continue
# up arrow - move up
if code == Ox52:
pos -=1
continue

# select the character based on the Shift key
while len(lines) <= pos:
lines.append("")
if code in range(4, 81):
if int(x[@:2], 16) ==
lines[pos] += usb_codes[code][1]
else:
lines[pos] += usb_codes[code][0]

for x in lines:

print(x)

if __name__ == "__main__
code2chr("E://CTF%:>]/4%%i/18e4c103d4de4fO7b33a42cb1fOeaald/00000122/usbdata.txt")

KT USBiit&:

USB # 1 J2 H i vl F 4B 1 2 —, il iUz DR, AT DS RIIR 2 A SRRV, ltnsg it
H, BARREANE s, (GRS I SO R S . USB TN RN AL 546 . {3 wiresharkif i LA 3k o
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USB USRT: X, e Rl (e USB A T2 U ST Kcdle, Btz bl AR50 S fthad R 2h g
USBHID: AMEALRIEEO. X—JS@EWEM TR EN, FRXMIERREH: e, Wir, IRFmaEey Eosis.

USB Memory: %¥i#E17f#%. External HDD, thumb drive / flash drive, % #5 2 iX — 24 (] .
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