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ehCIF 2813 Teaser — BINIBA - Dice Game
To get the flag you will need to throw the correct numbhers.

will first need to throw a three. press enter to throw a dicet?

¥You rolled a 6 That is not a three :/
Game over?
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Address Length Type  String
rdata:0044416C 00000028 [*] ebCTF 2013 Teaser - BIN100O - Dice Game

.rdata:00444198 00000040 To get the flag you will need to throw the correct numbers.
rdata:00444108 00000047 [*] You will first need to throw a three, press enter to throw a dicel

]

[l

‘s’ .rdata:0044421F 0000001E [*] You rolled a threel Good!
‘s’ .rdata:00444244 00000002 =3WG-"jsD

[s] .rdata:00444258 00000006 JxtjpB

‘s’ .rdata:00444268 00000012 [*] You rolled a

‘s’ .rdata:0044427A 00000018 That is not a three i/

[l

rdata:00444292  0000000F
rdata:0044424A4 00000044
rdata:004442E8 00000021
.rdata:00444310 00000006
.rdata:0044431E 00000016
.rdata:00444334  0000004C
.rdata:00444380 00000021
.rdata:0044434A4 00000041
.rdata:004443E8 00000030
.rdata:00444418 0000005C
rdata:00444474 00000045
rdata:004444B9 00000018
rdata:00444401 00000006
rdata:004444D8 0000003E
rdata:00444518 00000021
rdata:0044453C 00000039

[*] Game owverl

[*] Mext you will need to throw a one, press enter to throw a dicel

[*] You rolled a onel Very nicel

Ya=0"0U

That is not a one &/

[*] Mext you will need to throw another three, press enter to throw a dicel
[*] You rolled a threel Awesomel

[*] Throw another three for me now, press enter to throw a dicel

[*] You rolled ancther threel Almost there now!

[*] The last character you need to roll is a seven... (0_0) Press enter to throw a dice!
[*] You rolled a seven, with a six sided dice! How awesame are you?!
That is not a seven if

ebCTF

[*] You rolled 3-1-3-3-7, what does that make you? ELEET! \\o/

[*] Nice job, here is the flag:

['] It seems you did something wrong :( No flag for you.
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™E
loc_4@1927:
chp [ebp+var_5C], 3
jnz short loc_4@198B
™E
mov dword ptr [esp+4], offset aYouRolledAThre ; “[=] You rolled a three! Good?"”
mou duord ptr [esp], offset _ ZSthcout ; int
maw [ebp+uvar_128], 1
call Z5t1lsISt1ichar_traitsIcEERSt13basic_ostreamlcT ESS PHc ; std::operator<<{{std::char_i
mowv duord ptr [esp+h4], offset _ ?SthendlicStiichar_traitsIcEERSt13basic_ostreamlT_TO _ESA
mou [esp]. eax
call _ ZHSolsEPFRS0S_E ; std::ostrean::operatord{{{std::ostream & (=)({std::ostrean &))
mow duord ptr [esp+i], offsel Z5thendlIcSt11char traitsIcEERSt13basic ostreamIT TH ESH
mow [esp], eax
call _ ZHSolsEPFRSoS_E ; std::ostream::operator{{{std::ostream & {(=){std::ostream &))
mov eax, [ebpruvar_30]
add eax, eax
mouy [ebp+var_30], eax
mov dword ptr [esp+h4], offset byte M4h248 ; char =
lea eax, [ehp-uar L8]
80.00% (5804,6829) (10,285) UUUUUD2D 00401920: WinMain (x,x,X,x)+55D

MEIRRT LA 2, R iEnd i ilebp+var_SCIH HIE 2 & AT Bk, WA ASMBENFIL S, BFESHAT: BN, 2R
Bk loc_40198BHE R I KL AN S, ik 4R !
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loc_ 4B198B: : "[#=] You rolled a
mau dword ptr [espOH] offset aYouRolledA
moy dword ptr [esp], offset 25thcout ; int
moy [ebpsuar_120], 1
call std: :operator std::char_trait:
miy edx, eax
mou eax, [ebp+var 5L
mou [esp+h], eax
moy [esp], edx
call ; std:zostream: toperator{<{{int}
mou dword ptr [esp+h4], offset aThatIsHotAThre ; *° Thal is ne i three =/
mou [esp], eax ; int
call std: :operator d::char traits<
moy dword ptr [esp+i], offset ; std:
mau [esp]. eax
call __ZHSolsEPFRS0S_E ; std::ostream::operator{{{std::ostream & (=)({std::ostream &))
moy dword ptr [esp+h], offset aGameOwer ; “'[=] Game ouert”
moy dword ptr [esp], offset _ 25t4cout ; int
call ; std::operator std::char trait:
mau dword ptr [esp+i4], offset : std:
mo [esp], eax
call ZH501SEPFRS0S_E d:zostream: ioperator {std::ostream & (#)(std::ostream &))
lea eax, [ebpruar D8]
maou [esp]. eax ; this
mou [ebp+uvar_128], 3
call ; std::string::z™string()
lea eax, [ebp+uvar C8]
moy [esp], eax ; this
mau [ebpruvar_128], 5
call :ostdicstrinazi™strinal)

80.00% (5052,14882) (14,9) 00000DEB 0040195B: WinMain(x,x,x,x):loc 40198B

0x02 &%
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Options/General/Disassembly/Number of opcode bytesi & IDAE H R R A LA IS . jnzlINLERiEA75, R BBzl
wlh74. B8E077%: Edit/Patch program/Change byte.

JEIT[*] You rolled a one! Very nice!" 427~ 5 S48 2 HoAd JUAL AW 4), 5 AR R i s oL 286 . (H 2 P4k lnear
jump, jnzifHL#5S N0F 85, K HABE NOF 8411 .

&84 5¢ J5 Edit/Patch program/Apply patches to input file R /7 1& 25U S, 84T 1H RETS 2
flag:ebCTF{64ec47ece868ba34a425d90044cd2dec}.

rolled another three! Almost there now?

The last character you need to roll is a seven.... <€o_0) Press enter to th

rolled a seven. with a six sided dice! How awesome are you??

You rolled 3-1-3-3-7. wvhat does that make you? ELEET! w0~
Nice jobh, here is the flag: ehCTF{64ec4?ecel8bB8baid4ad425d90044cd2dec
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