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extern "C" NTSTATUS DriverEntry(IN PDRIVER_OBJECT DriverObject, IN PUNICODE_STRING
RegistryPath) { DebugPrint("\n[DebugMessage] Driver Loading!\n"); RtlinitUnicodeString(&DeviceName,
L"\Device\\HuojiDebuger"); RtlInitUnicodeString(&Win32Device, L"\DosDevices\\HuojiDebuger");
PDEVICE_OBJECT DeviceObject = NULL; NTSTATUS status = loCreateDevice(DriverObject, 0,
&DeviceName, FILE_DEVICE_UNKNOWN, FILE_DEVICE_SECURE_OPEN, FALSE, &DeviceObject); if
('NT_SUCCESS(status)) { DebugPrint("[DeugMessage] loCreateDevice Error...\r\n"); return status; } if
('DeviceObject) { DebugPrint("[DeugMessage] Unexpected /O Error...\r\n"); return
STATUS_UNEXPECTED_IO_ERROR; } DebugPrint("[DeugMessage] Device %.*ws created
successfully'\r\n", DeviceName.Length / sizeof(WCHAR), DeviceName.Buffer); DriverObject->DriverUnload =
DriverUnload; if (INT_SUCCESS(NTDLL::Initialize)) { DebugPrint("[DebugMessage] Ntdll::Initialize
failed...\r\n"); return STATUS_UNSUCCESSFUL; } //3REXSSDT & %t pfn_NtQuerylnformationProcess =
(NTQUERYINFORMATIONPROCESS)SSDT::GetFunctionAddress("NtQueryInformationProcess");
DebugPrint("[DebugMessage] NtQuerylnformationProcess: 0x%08X...\r\n", pfn_NtQuerylnformationProcess);
pfn_NtGetContextThread = (NTGETCONTEXTHREAD)SSDT::GetFunctionAddress("NtGetContextThread");
DebugPrint("[DebugMessage] NtGetContextT hread: 0x%08X...\r\n", pfn_NtGetContextThread);
pfn_NtQueryInformationThread =

(NTQUERYINFORMATIONTHREAD)SSDT ::GetFunctionAddress("NtQueryInformationThread"); DebugPrint("
[DebugMessage] NtQueryInformationThread: 0x%08X...\r\n", pfn_NtQueryInformationThread);
pfn_NtQueryObject = (NTQUERYOBJECT)SSDT::GetFunctionAddress("NtQueryObject"); DebugPrint("
[DebugMessage] NtQueryObject: 0x%08X...\r\n", pfn_NtQueryObject); pfn_NtSetinformationThread =
(NTSETINFORMATIONTHREAD)SSDT ::GetFunctionAddress("NtSetinformationThread"); DebugPrint("
[DebugMessage] NtSetinformationThread: 0x%08X...\r\n", pfn_NtSetinformationThread);
pfn_NtQuerySysteminformation =
(NTQUERYSYSTEMINFORMATION)SSDT::GetFunctionAddress("NtQuerySysteminformation"); DebugPrint("
[DebugMessage] NtQuerySysteminformation: 0x%08X...\r\n", pfn_NtQuerySysteminformation);
pfn_NtOpenProcess = (NTOPENPROCESS)SSDT ::GetFunctionAddress("NtOpenProcess"); DebugPrint("
[DebugMessage] NtOpenProcess: 0x%08X...\r\n", pfn_NtOpenProcess); pfn_NtReadVirtualMemory =
(NTREADVIRTUALMEMORY)SSDT ::GetFunctionAddress("NtReadVirtualMemory"); DebugPrint("
[DebugMessage] NtReadVirtualMemory: 0x%08X...\r\n", pfn_NtReadVirtualMemory);
pfn_NtWriteVirtualMemory =

(NTWRITEVIRTUALMEMORY)SSDT ::GetFunctionAddress("NtWriteVirtualMemory"); DebugPrint("
[DebugMessage] NtWriteVirtualMemory: 0x%08X...\r\n", pfn_NtWriteVirtualMemory); pfn_NtCreateThread =
(NTCREATETHREAD)SSDT::GetFunctionAddress("NtCreateThread"); DebugPrint("[DebugMessage]
NtCreateThread: 0x%08X...\r\n", pfn_NtCreateThread); pfn_NtTerminateProcess =
(NTTERMINATEPROCESS)SSDT ::GetFunctionAddress("NtTerminateProcess"); DebugPrint("
[DebugMessage] NtTerminateProcess: 0x%08X...\r\n", pfn_NtTerminateProcess); // &¢it
MmVerifyCallbackFunction. PLDR_DATA TABLE _ENTRY64 Idr =

(PLDR_DATA TABLE_ENTRY®64)DriverObject->DriverSection; Idr->Flags |= 0x20; //%& 2% 5]
InstallCallBacks; //#1#54.ETW HOOK if (INT_SUCCESS(Ifhinitialize(SyscallCallBack))) DebugPrint("
[DebugMessage] Ifhinitialize failed...\r\n"); return STATUS_SUCCESS; }
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void __fastcall SyscallCallBack(_In_ unsigned int SystemCallindex, _Inout_ void** SystemCallFunction) { if
(*SystemCallFunction == pfn_NtOpenProcess) *SystemCallFunction = HookNtOpenProcess; else if
(*SystemCallFunction == pfn_NtReadVirtualMemory) *SystemCallFunction = HookNtReadVirtualMemory; else
if (*SystemCallFunction == pfn_NtWriteVirtualMemory) *SystemCallFunction = HookNtWriteVirtualMemory;
else if (*SystemCallFunction == pfn_NtCreateThread) *SystemCallFunction = HookNtCreateThread; if
(*SystemCallFunction == pfn_NtQueryInformationProcess) *SystemCallFunction =
HookNtQueryInformationProcess; else if (*SystemCallFunction == pfn_NtGetContextThread)
*SystemCallFunction = HookNtGetContextThread; else if (*SystemCallFunction ==
pfn_NtQueryInformationThread) *SystemCallFunction = HookNtQueryInformationThread; else if
(*SystemCallFunction == pfn_NtQueryObject) *SystemCallFunction = HookNtQueryObiject; else if
(*SystemCallFunction == pfn_NtSetinformationThread) *SystemCallFunction = HookNtSetIinformationThread;
else if (*SystemCallFunction == pfn_NtQuerySysteminformation) *SystemCallFunction =
HookNtQuerySysteminformation; else if (*SystemCallFunction == pfn_NtTerminateProcess)
*SystemCallFunction = HookNtTerminateProcess; }
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NTSTATUS NTAPI HookNtOpenProcess(PHANDLE ProcessHandle,ACCESS _MASK
DesiredAccess,POBJECT_ATTRIBUTES ObjectAttributes,PCLIENT _ID Clientld) { NTSTATUS ret =
STATUS_ACCESS_VIOLATION; if (g_startDebug) { ULONG pid = (ULONG)
(ULONG_PTR)PsGetCurrentProcessld; if (g_DbgPid == pid && DesiredAccess == 0x001FOFFF) { g_GamePid
= (ULONG)Clientld->UniqueProcess; DebugPrint("[DebugMessage] Lock Game Id %d ACCESS_MASK :
0x%08X \r\n", g_GamePid, DesiredAccess); } } return pfn_NtOpenProcess(ProcessHandle, DesiredAccess,
ObjectAttributes, Clientld); }
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NTSTATUS NTAPI HookNtQuerylnformationProcess( IN HANDLE ProcessHandle, IN PROCESSINFOCLASS
ProcessInformationClass, OUT PVOID ProcessInformation, IN ULONG ProcessInformationLength, OUT
PULONG ReturnLength) { if (g_startDebug) { ULONG dbg_pid =
GetProcessIDFromProcessHandle(ProcessHandle); ULONG pid = (ULONG)
(ULONG_PTR)PsGetCurrentProcessld; if (g_DbgPid == dbg_pid && g_GamePid != -1) { return
STATUS_ACCESS_VIOLATION,; } if (g_GamePid == pid) { NTSTATUS ret =
pfn_NtQueryInformationProcess(ProcessHandle, ProcessinformationClass, Processinformation,
ProcessInformationLength, ReturnLength); if (ProcessinformationClass == ProcessDebugFlags) { DebugPrint("
[DebugMessage] ProcessDebugFlags by %d\r\n", pid); *(unsigned int*)ProcessInformation = 1; //# 50, N3k
EAFHIERRES, &HR1, WHELTIERRIRSE. }else if (ProcessInformationClass ==
ProcessDebugPort) { DebugPrint("[DebugMessage] ProcessDebugPort by %d\r\n", pid); *
(ULONG_PTR*)ProcessInformation = 0; } else if (ProcessInformationClass == ProcessDebugObjectHandle) {
DebugPrint("[DebugMessage] ProcessDebugObjectHandle by %d\r\n", pid); HANDLE CantTouchThis =
nullptr; __try { __try { CantTouchThis = *static_cast(Processinformation); } __except
(EXCEPTION_EXECUTE_HANDLER) { NOTHING,; } *static_cast(ProcessInformation) = nullptr; ret =
STATUS_PORT_NOT_SET;} __except (EXCEPTION_EXECUTE_HANDLER) { ret = GetExceptionCode; } if



(CantTouchThis != nullptr) { BOOLEAN AuditOnClose; const NTSTATUS HandleStatus =
ObQueryObjectAuditingByHandle(CantTouchT his, &AuditOnClose); if (HandleStatus !=
STATUS_INVALID_HANDLE) ObCloseHandle(CantTouchThis, ExGetPreviousMode); } } return ret; } } return
pfn_NtQueryInformationProcess(ProcessHandle, ProcessInformationClass, ProcessInformation,
ProcessInformationLength, ReturnLength); } NTSTATUS NTAPI HookNtGetContextThread( IN HANDLE
ThreadHandle, IN OUT PCONTEXT Context) { NTSTATUS ret = pfn_NtGetContextThread(ThreadHandle,
Context); if (NT_SUCCESS(ret) && g_startDebug) { ULONG pid =
GetProcessIDFromThreadHandle(ThreadHandle); ULONG my_pid = (ULONG)
(ULONG_PTR)PsGetCurrentProcessld; if (g_GamePid == pid && g_DbgPid !'= my_pid) { Context->Dr0 =
NULL; Context->Dr1 = NULL; Context->Dr2 = NULL; Context->Dr3 = NULL; Context->Dr6 = NULL; Context-
>Dr7 = NULL,; Context->LastBranchToRip = NULL; Context->LastBranchFromRip = NULL; Context-
>LastExceptionToRip = NULL; Context->LastExceptionFromRip = NULL; Context->EFlags = Context->EFlags
& ~0x10; } } return ret; } NTSTATUS NTAPI HookNtQuerylnformationThread(HANDLE ThreadHandle,
THREADINFOCLASS ThreadInformationClass, PVOID ThreadInformation, ULONG ThreadInformationLength,
PULONG ReturnLength) { NTSTATUS ret = pfn_NtQueryInformationThread(ThreadHandle,
ThreadInformationClass, ThreadInformation, ThreadinformationLength, ReturnLength); if (NT_SUCCESS(ret)
&& g_startDebug && ThreadInformationClass == ThreadWow64Context) { ULONG pid =
GetProcessIDFromThreadHandle(ThreadHandle); ULONG my_pid = (ULONG)
(ULONG_PTR)PsGetCurrentProcessld; if (g_GamePid == pid && g_DbgPid !'= my_pid) {
PWOWG64_CONTEXT contex = (PWOW64_CONTEXT)ThreadInformation; contex->Dr0O = NULL; contex->Dr1
= NULL; contex->Dr2 = NULL; contex->Dr3 = NULL; contex->Dr6 = NULL; contex->Dr7 = NULL; contex-
>EFlags = contex->EFlags & ~0x10; DebugPrint("[DebugMessage] Block ZwQueryInformationThread Meme!
\n"); } } return ret; } NTSTATUS NTAPI HookNtSetInformationThread(IN HANDLE ThreadHandle,IN
THREADINFOCLASS ThreadInformationClass,IN PVOID Threadlnformation,IN ULONG
ThreadInformationLength) { if (g_startDebug) { ULONG pid = (ULONG)(ULONG_PTR)PsGetCurrentProcessid;
ULONG my_pid = GetProcessIDFromThreadHandle(ThreadHandle); if (pid == g_GamePid || my_pid ==
g_GamePid) { if (pid == g_DbgPid) { return pfn_NtSetinformationThread(ThreadHandle,
ThreadInformationClass, ThreadInformation, ThreadInformationLength); } else { if (ThreadInformationClass ==
ThreadHideFromDebugger) { DebugPrint("[DebugMessage] ThreadHideFromDebugger by %d\r\n", pid);
PETHREAD Thread; NTSTATUS status = ObReferenceObjectByHandle(ThreadHandle,
THREAD_SET_INFORMATION, *PsThreadType, ExGetPreviousMode, (PVOID*)&Thread, NULL); if
(NT_SUCCESS(status)) ObDereferenceObject(Thread); return status; } else if (ThreadinformationClass ==
ThreadWow64Context) { PWOW64_CONTEXT Wow64Context = (PWOW64_CONTEXT)ThreadInformation;
ULONG OriginalContextFlags = 0; DebugPrint("[DebugMessage] HookNtSetInformationThread by %d\r\n",
pid); ProbeForWrite(&Wow64Context->ContextFlags, sizeof(ULONG), 1); OriginalContextFlags =
Wow64Context->ContextFlags; Wow64Context->ContextFlags = OriginalContextFlags & ~0x10;
[ICONTEXT_DEBUG_REGISTERS » CONTEXT_AMD64/CONTEXT _i386 NTSTATUS Status =
pfn_NtSetInformationThread(ThreadHandle, ThreadInformationClass, Threadlnformation,
ThreadInformationLength); ProbeForWrite(&Wow64Context->ContextFlags, sizeof(ULONG), 1);
Wow64Context->ContextFlags = OriginalContextFlags; return Status; } } } } return
pfn_NtSetinformationThread(ThreadHandle, ThreadInformationClass, ThreadInformation,
ThreadInformationLength); }
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NTSTATUS NTAPI HookNtQuerySysteminformation(IN SYSTEM_INFORMATION_CLASS
SysteminformationClass,OUT PVOID Systeminformation,IN ULONG SysteminformationLength,OUT PULONG
ReturnLength OPTIONAL) { NTSTATUS ret = pfn_NtQuerySysteminformation(SysteminformationClass,
Systeminformation, SysteminformationLength, ReturnLength); if (NT_SUCCESS(ret) && g_startDebug) { if
(SysteminformationClass == SystemKernelDebuggerinformation) { typedef struct
_SYSTEM_KERNEL_DEBUGGER_INFORMATION { BOOLEAN DebuggerEnabled; BOOLEAN
DebuggerNotPresent; } SYSTEM_KERNEL_DEBUGGER_INFORMATION, *
PSYSTEM_KERNEL_DEBUGGER_INFORMATION; SYSTEM_KERNEL_DEBUGGER_INFORMATION*
Debuggerinfo = (SYSTEM_KERNEL_DEBUGGER_INFORMATION*)Systeminformation; Debuggerinfo-
>DebuggerEnabled = false; Debuggerinfo->DebuggerNotPresent = true; } /* //EAC BE&iBid i i threads %3k
el fE & if 3 fnflag
//Ihttps://github.com/huoji120/EACReversing/blob/master/EasyAntiCheat.sys/hiddenprocess.c else if
(SysteminformationClass == SystemProcessInformation) { PSYSTEM_PROCESS INFORMATION
pPrevProcessInfo = NULL; PSYSTEM_PROCESS_ INFORMATION pCurrProcessinfo =
(PSYSTEM_PROCESS_INFORMATION)Systeminformation; while (pCurrProcessinfo = NULL) { ULONG
uPID = (ULONG)pCurrProcessinfo->Processld; UNICODE_STRING strTmpProcessName = pCurrProcessinfo-
>ImageName; //3REX 24 Aij & i i) SYSTEM_PROCESS_INFORMATION 4 &5 i3 F2 4 #RA1#EFE ID if (uPID ==
g_DbgPid) { if (pPrevProcessinfo) { if (pCurrProcessinfo->NextEntryOffset) { /45 24 i iX A>3 2 (BN 2 sk 1 3k
2)M Systeminformation =1 B (58 Btk R i # 154t SL L) pPrevProcessinfo->NextEntryOffset +=
pCurrProcessinfo->NextEntryOffset; } else { /i Bl 24 8 BRI XAV FE R FFRERPHIRE —1
pPrevProcessInfo->NextEntryOffset = 0; } } else { /%5 —/N i 5 218 BEE 5 2 75 B Ra i 3R if
(pCurrProcessinfo->NextEntryOffset) { *(PCHAR)Systeminformation += pCurrProcessinfo->NextEntryOffset; }
else { Systeminformation = NULL; } } } pPrevProcessInfo = pCurrProcessinfo; if (pCurrProcessinfo-
>NextEntryOffset) pCurrProcessinfo = (PSYSTEM_PROCESS_INFORMATION)(((PCHAR)pCurrProcessinfo)
+ pCurrProcessInfo->NextEntryOffset); else pCurrProcessinfo = NULL; } }*/ } return ret; }
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OB_PREOP_CALLBACK_STATUS ThreadHandleCallbacks(PVOID RegistrationContext,
POB_PRE_OPERATION_INFORMATION Operationinformation) { if (g_DbgPid == -1 || g_GamePid == -1)
return OB_PREOP_SUCCESS; if (Operationinformation->KernelHandle) return OB_PREOP_SUCCESS;
PEPROCESS OpenedProcess = (PEPROCESS)Operationinformation->Object, CurrentProcess =
PsGetCurrentProcess; ULONG ulProcessld = (ULONG)PsGetProcessld(OpenedProcess); ULONG
myProcessld = (ULONG)PsGetProcessld(CurrentProcess); if (myProcessld == g_DbgPid) { if
(Operationinformation->Operation == OB_OPERATION_HANDLE_CREATE || Operationinformation-
>Qperation == OB_OPERATION_HANDLE_DUPLICATE) { Operationinformation->Parameters-
>CreateHandlelnformation.DesiredAccess = 0x1fffff; Operationinformation->Parameters-
>CreateHandlelnformation.OriginalDesiredAccess = Ox1fffff; } } else if (ulProcessld == g_DbgPid) { if
(Operationinformation->Operation == OB_OPERATION_HANDLE_CREATE) Operationinformation-
>Parameters->CreateHandlelnformation.DesiredAccess = (SYNCHRONIZE |
THREAD_QUERY_LIMITED_INFORMATION); else Operationinformation->Parameters-
>DuplicateHandleInformation.DesiredAccess = (SYNCHRONIZE |
THREAD_QUERY_LIMITED_INFORMATION); } return OB_PREOP_SUCCESS; }
OB_PREOP_CALLBACK_STATUS ProcessHandleCallbacks(PVOID RegistrationContext,
POB_PRE_OPERATION_INFORMATION Operationinformation) {
UNREFERENCED_PARAMETER(RegistrationContext); if (g_DbgPid == -1 || g_GamePid == -1) return
OB_PREOP_SUCCESS; if (Operationinformation->KernelHandle) return OB_PREOP_SUCCESS;
PEPROCESS ProtectedProcessPEPROCESS; PEPROCESS ProtectedUserModeACPEPROCESS;
PEPROCESS OpenedProcess = (PEPROCESS)Operationinformation->Object, CurrentProcess =
PsGetCurrentProcess; ULONG ulProcessld = (ULONG)PsGetProcessld(OpenedProcess); ULONG



myProcessld = (ULONG)PsGetProcessld(CurrentProcess); if (myProcessld == g_DbgPid && ulProcessld ==
g_GamePid) { if (Operationinformation->Operation == OB_ OPERATION_HANDLE_CREATE ||
Operationinformation->Operation == OB_OPERATION_HANDLE_DUPLICATE) { Operationinformation-
>Parameters->CreateHandlelnformation.DesiredAccess = 0x1fffff; Operationinformation->Parameters-
>CreateHandleInformation.OriginalDesiredAccess = 0x1fffff; } } else { if (ulProcessld == g_DbgPid) //fn & 32
R 23R { if (Operationinformation->Operation == OB_OPERATION_HANDLE_CREATE) // striping
handle { if ((Operationinformation->Parameters->CreateHandleInformation.OriginalDesiredAccess &
PROCESS_TERMINATE) == PROCESS_TERMINATE) { /Terminate the process, such as by calling the
user-mode TerminateProcess routine.. Operationinformation->Parameters-
>CreateHandlelnformation.DesiredAccess &= ~PROCESS_TERMINATE; } if ((Operationinformation-
>Parameters->CreateHandlelnformation.OriginalDesiredAccess & PROCESS VM_OPERATION) ==
PROCESS_VM_OPERATION) { //Modify the address space of the process, such as by calling the user-mode
WriteProcessMemory and VirtualProtectEx routines. Operationinformation->Parameters-
>CreateHandlelnformation.DesiredAccess &= ~PROCESS VM _OPERATION,; } if ((Operationinformation-
>Parameters->CreateHandlelnformation.OriginalDesiredAccess & PROCESS VM READ) ==
PROCESS VM READ) { //Read to the address space of the process, such as by calling the user-mode
ReadProcessMemory routine. Operationinformation->Parameters->CreateHandlelnformation.DesiredAccess
&= ~PROCESS_VM_READ; } if ((Operationinformation->Parameters-
>CreateHandlelnformation.OriginalDesiredAccess & PROCESS_VM_WRITE) == PROCESS_VM_WRITE) {
I/\Wite to the address space of the process, such as by calling the user-mode WriteProcessMemory routine.
Operationinformation->Parameters->CreateHandlelnformation.DesiredAccess &= ~PROCESS_VM_WRITE; } }
if (Operationinformation->Operation == OB_OPERATION_HANDLE_DUPLICATE) { if ((Operationinformation-
>Parameters->CreateHandleInformation.OriginalDesiredAccess & PROCESS_TERMINATE) ==
PROCESS_TERMINATE) { //Terminate the process, such as by calling the user-mode TerminateProcess
routine.. Operationinformation->Parameters->CreateHandlelnformation.DesiredAccess &=
~PROCESS_TERMINATE; } if ((Operationinformation->Parameters-
>CreateHandlelnformation.OriginalDesiredAccess & PROCESS_VM_OPERATION) ==
PROCESS_VM_OPERATION) { //Modify the address space of the process, such as by calling the user-mode
WriteProcessMemory and VirtualProtectEx routines. Operationinformation->Parameters-
>CreateHandlelnformation.DesiredAccess &= ~PROCESS_VM_OPERATION,; } if ((Operationinformation-
>Parameters->CreateHandlelnformation.OriginalDesiredAccess & PROCESS_VM_READ) ==
PROCESS_VM_READ) { //Read to the address space of the process, such as by calling the user-mode
ReadProcessMemory routine. Operationinformation->Parameters->CreateHandlelnformation.DesiredAccess
&= ~PROCESS_VM_READ,; } if ((Operationinformation->Parameters-
>CreateHandlelnformation.OriginalDesiredAccess & PROCESS VM_WRITE) == PROCESS_VM_WRITE) {
I/\Wiite to the address space of the process, such as by calling the user-mode WriteProcessMemory routine.
Operationinformation->Parameters->CreateHandlelnformation.DesiredAccess &= ~PROCESS_VM_WRITE; } }
}} return OB_PREOP_SUCCESS; } . #EACKIT
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NTSTATUS NTAPI HookNtReadVirtualMemory(IN HANDLE ProcessHandle,IN PVOID BaseAddress,OUT
PVOID Buffer,IN ULONG NumberOfBytesToRead, PULONG NumberOfBytesReaded) { if (g_startDebug) {
ULONG pid = (ULONG)(ULONG_PTR)PsGetCurrentProcessld; if (g_DbgPid == pid) { if
(GetProcessIDFromProcessHandle(ProcessHandle) == g GamePid) { return
MyReadProcessMemory(g_GameHandle, BaseAddress, Buffer, NumberOfBytesToRead,
NumberOfBytesReaded); } } } return pfn_NtReadVirtualMemory(ProcessHandle, BaseAddress, Buffer,
NumberOfBytesToRead, NumberOfBytesReaded); } NTSTATUS NTAPI HookNtWriteVirtualMemory(HANDLE
ProcessHandle, PVOID BaseAddress, PVOID Buffer, ULONG NumberOfBytesToWrite, PULONG
NumberOfBytesWritten) { if (g_startDebug) { ULONG pid = (ULONG)(ULONG_PTR)PsGetCurrentProcessld; if
(9_DbgPid == pid) { if (GetProcessIDFromProcessHandle(ProcessHandle) == g_GamePid) { return
MyWriteProcessMemory(g_GameHandle, BaseAddress, Buffer, NumberOfBytesToWrite,
NumberOfBytesWritten); } } } return pfn_NtWriteVirtualMemory(ProcessHandle, BaseAddress, Buffer,
NumberOfBytesToWrite, NumberOfBytesWritten); } NTSTATUS NTAPI HookNtCreateThread(PHANDLE
ThreadHandle, ACCESS_MASK DesiredAccess, POBJECT_ATTRIBUTES ObjectAttributes, HANDLE
ProcessHandle, PCLIENT _ID Clientld, PCONTEXT ThreadContext, PVOID InitialTeb, BOOLEAN
CreateSuspended) { if (g_startDebug) { ULONG pid = (ULONG)(ULONG_PTR)PsGetCurrentProcessl|d; if
(g_DbgPid == pid) { if (GetProcessIDFromProcessHandle(ProcessHandle) == g_GamePid) { DebugPrint("
[DebugMessage] NtCreateThread by %d\r\n", pid); return MyNtCreatThread(ThreadHandle, DesiredAccess,
ObjectAttributes, g_GameHandle, Clientld, ThreadContext, InitialTeb, CreateSuspended); } } } return
pfn_NtCreateThread(ThreadHandle, DesiredAccess, ObjectAttributes, ProcessHandle, Clientld,
ThreadContext, InitialTeb, CreateSuspended); }
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NTSTATUS NTAPI HookNtOpenProcess(PHANDLE ProcessHandle, ACCESS_MASK
DesiredAccess,POBJECT_ATTRIBUTES ObjectAttributes,PCLIENT _ID Clientld) { NTSTATUS ret =
STATUS_ACCESS_VIOLATION,; if (g_startDebug) { ULONG pid = (ULONG)
(ULONG_PTR)PsGetCurrentProcessld; if (g_DbgPid == pid && DesiredAccess == 0x001FOFFF) { g_GamePid
= (ULONG)Clientld->UniqueProcess; PEPROCESS Process; if
(NT_SUCCESS(PsLookupProcessByProcessld((HANDLE)g_GamePid, &Process))) { // B &7 FF —ANa)4% if
(g_oldGameHandle) ObDereferenceObject(g_oldGameHandle), g_oldGameHandle = 0; g_GameHandle =
CreateNewHandle(Process); g_oldGameHandle = g_GameHandle; } ObDereferenceObject(Process); ///4 & 1
A2 A “ProcessHandle = 0x1337; DebugPrint("[DebugMessage] Lock Game Id %d ACCESS_MASK :
0x%08X\r\n", g_GamePid, DesiredAccess); return STATUS_SUCCESS; } } return
pfn_NtOpenProcess(ProcessHandle, DesiredAccess, ObjectAttributes, Clientld); }
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NTSTATUS NTAPI HookNtTerminateProcess(HANDLE ProcessHandle,NTSTATUS ExitStatus) { if
(g_startDebug) { ULONG pid = (ULONG)(ULONG_PTR)PsGetCurrentProcessld; ULONG my_pid =
GetProcessIDFromProcessHandle(ProcessHandle); if (pid == g_GamePid && my pid == g_GamePid) { //H1 ¥
SRR AEHI R AT 4 H bRt R ERR //EAC: pls fix this return STATUS_SUCCESS; } else if (g_DbgPid == my_pid)
{ return STATUS_SUCCESS; } } return pfn_NtTerminateProcess(ProcessHandle, ExitStatus); }
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