delctf B3 writeupBHr

WIRA/DEA o F 2020-05-09 0021:19 & fi @ 1114 ﬁv B 2

SRER: cferypto

FRAL A B . AN R REAISCE, BE CC 4.0 BY-SA SRAUHMY, ##iEM EE B M ARSI,
ACEEEE: httpsy/blog.csdn.net/zhang14916/article/details/10598 1846

30 B0 E 2 1T
T B
crypto
0B XE1ITH
T B A
1.NLFSR:

7E ctf-wiki F BATTAT PAFR B —Fh X NLFDSR B 75 i ——https://wiki.x10sec.org/crypto/streamcipher/fsr/nfsr/.
HF X ZALFSRAA R N EELIIH SRA G, BATRCURIA MEMRJE S REE, BATRLAE X NLFSRH
HIER S LFSRIEAT IR B . B S5 BRATTAT LAXS 38 F FILFSRIEAT IR . B SeFRATTAT LAARHE 2 ML SR A ) Wiy i L&
LFSRIZHE .

ass=0

bs=0

cs=0

ds=0

print "%s,%s,%s,%s,%s"%("ao","bo","co","do", "re")
for i in xrange(©b10000,0b100000) :
ao=int(bin(i)[-4],10)
bo=int(bin(i)[-3],10)
co=int(bin(i)[-2],10)
do=int(bin(i)[-1],10)

re=(ao*bo) ~ (bo*co) ~ (bo*do) ~ co ” do

print "%d,%d,%d,%d,%d"%(ao,bo,co,do,re)
if ao==re:

ass=ass+1

if bo==re:

bs=bs+1

if co==re:

cs=cs+1

if do==re:

ds=ds+1

print "%d,%d,%d,%d"%(ass,bs,cs,ds)
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def 1fsr(r, m): return ((r << 1) & Oxffffff) ~ (bin(r & m).count('1"') % 2)
def guess(beg, end, num, mask):

f=open('data‘','r")

data = f.read()[:1600]

f.close()
now = 0
res = 0

for i in range(beg, end):
P o d
cnt = @
jie=0
for j in range(num * 8):
r = 1fsr(r, mask)
lastbit=r & 1
if lastbit == int(data[j],10):
cnt=cnt+1
if cnt > now:
now=cnt
res = i
print cnt, res
return res

guess(pow(2,18),pow(2,19),100,0x505al)
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def 1lfsr(r, m): return ((r << 1) & Oxffffff) ~ (bin(r & m).count('1') % 2)
def guess(beg, end, num, mask):

f=open('data', 'r'")

data = f.read()[:800]

f.close()
now = 0
res = 0

for i in range(beg, end):
r=1i
cnt = @
a=363445
for j in range(num * 8):
r = 1fsr(r, mask)
a = 1lfsr(a, 0x505al)
lastbit=r & 1
alastbit = a & 1
if alastbit==1 and lastbit == int(data[j],10):
cnt=cnt+1
if alastbit==0 and lastbit != int(data[j],10):
cnt=cnt+1
if cnt > now:
now = cnt
res = 1
print now, res
return res
guess(pow(2,18),pow(2,19),100,0x40f3f)
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def 1fsr(r, m): return ((r << 1) & Oxffffff) ~ (bin(r & m).count('1"') % 2)
a=363445
b=494934
ma, mb, mc, md = Ox505al, Ox40f3f, Ox1f02, Ox31
f=open('data‘','r")
data = f.read()[:800]
f.close()
for ha in range(pow(2,12),pow(2,13)):

for hah in range(pow(2,5),pow(2,6)):

c=ha

d=hah

flag = True

a=363445

b=494934

for j in xrange(30 * 8):

a = lfsr(a, ma)

b = 1fsr(b, mb)
c = 1fsr(c, mc)
d = 1fsr(d, md)

[ao, bo, co, do] = [1i & 1 for i in [a, b, c, d]]
lastbit=(ao*bo) ~ (bo*co) ~ (bo*do) ~ co ~ do
if not str(lastbit)== data[j]:

#print j

flag = False

break
if flag:

print "c is %d,d is %d"%(ha,hah)
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g = 0xdd7860f2c4afe6d96059766ddd2b52f7bblab0fce779a36f723d50339ab25bbd
Ox4cee8d95bb3f64db7d53b078ba3a904557425e2a6d91c5dfbf4c564a3f3619fa
FF = GF(q)

su=1

a

while su<q:
for b in xrange(1000,20000):
E = EllipticCurve([FF(a), FF(b)])
ss = str(E.order().factor()).split('*")
for i in ss:
if '"A' pot in i:
i = int(i.strip())
if 100 < i < 10000:
su=su*i
P = E.random_point() * Integer(E.order()/i)
print i, P
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from pwn import *
import gmpy2
zero = (0,0)
def crt(1ll):
N=160100368002089863336612588235555840059619800749562435161043158894093919344765004036542503281
su=0
for i in 11:
Mi=N/i
Miphi=gmpy2.invert(Mi,i)
su=(su+Mi*Miphi*11[i])%N
return su
def add(p1,p2):
if pl1 == zero:
return p2
if p2 == zero:
return pl
(plx,ply), (p2x,p2y) = pl,p2
if plx == p2x and (ply != p2y or ply == 0):
return zero
if plx == p2x:
tmp = (3 * plx * plx + a) * gmpy2.invert(2 * ply , q) % q
else:
tmp = (p2y - ply) * gmpy2.invert(p2x - plx , q) % q
X = (tmp * tmp - plx - p2x) % q
y = (tmp * (plx - x) - ply) % q
return (int(x),int(y))

def mul(n,p):
r = zero
tmp = p
while @ < n:
ifn&1-==1:
r = add(r,tmp)
n, tmp = n >> 1, add(tmp,tmp)
return r
def proof(a,b):
ss="abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789"
print b
for i in ss:
for j in ss:
for k in ss:
for o in ss:
jie=i+j+k+o+a
1ll=hashlib.sha256(jie).hexdigest()
if 11==b:
return jie
dic= EX&ER{H:{~}}
shou=(30850180072163607425727221374286281042832069301111007754078234396927723013762 , 129917155716996486657
g = 0xdd7860f2c4afe6d96059766ddd2b52f7bblablfce779a36f723d50339ab25bbd
a = Ox4cee8d95bb3f64db7d53b078ba3a904557425e2a6d91c5dfbf4c564a3f3619fa
io=remote("134.175.225.42",8848)
io.recvuntil("+")
tian=io.recvuntil(")")[:-1]
io.recvuntil("== ")
sh256=io0.recvuntil("\n")[:-1]
print tian.encode("hex")
print sh256.encode("hex")
io.recvuntil(":")
haha=proof(tian,sh256)



io.sendline(haha[:4])

print haha
1s={}
msg="F"*128

msghex=0xfffffffffffffffrfrfrfffrfrfffrfrfrfrfrfrfffrfrfrfrfrfrffrfrfrfrfrfrffrfrfrfrfrfrffrfrfrffrfrffrfrffrfrfrre
io.recvuntil("X:\n")
io.sendline(str(shou[0]))
io.recvuntil("Y:\n")
io.sendline(str(shou[1]))
io.recvuntil("Tell me your choice:\n")
io.sendline("Encrypt")
io.recvuntil("Give me your message(hex):\n")
io.sendline(msg)
io.recvuntil("The result is:\n")
miwen=int(io.recvuntil("\n")[:-1],16)
gongyao=miwen”~msghex
gyzuobiao=(int (hex(gongyao)[2:66],16),int(hex(gongyao)[66:130],16))
sign=True
for j in xrange(1693+1):
if mul(j,shou)==gyzuobiao:
1s[1693]=j
sign=False
break
if sign:
print "1693"
io.interactive()
for i in dic:
sign=True
io.recvuntil("Tell me your choice:\n")
io.sendline("Exchange")
io.recvuntil("X:\n")
io.sendline(str(dic[i][@]))
io.recvuntil("Y:\n")
io.sendline(str(dic[i][1]))
io.recvuntil("Tell me your choice:\n")
io.sendline("Encrypt")
io.recvuntil("Give me your message(hex):\n")
io.sendline(msg)
io.recvuntil("The result is:\n")
miwen=int(io.recvuntil("\n")[:-1],16)
gongyao=miwen”msghex
gyzuobiao=(int(hex(gongyao)[2:66],16),int(hex(gongyao)[66:130],16))
for j in xrange(i+l):
if mul(j,dic[i])==gyzuobiao:
sign=False
1s[i]=]
break
if sign:
print i
io.interactive()
se=crt(ls)
print "yes"
io.recvuntil("Tell me your choice:\n")
io.sendline("Backdoor")
io.recvuntil("Give me the secret:\n")
io.sendline(str(se))
io.interactive()
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[+] Opening connection to 134.175.225.42 on port 8848: Done
536e69786b493454796538414c457467
6537313664613533313837646334643630336338343937316532663061616564633
306265393539623933326334663434353331623930336138
2716da53187dc4d603c84971e2T0aaedc58316T10be959b932c4T44531b903a8
hqTwecnixkI4Tye8ALEtg

yes

[#] Switching to interactive mode

Now! How smart you are! Here is your flag:
DelCTF{c47b5984-1a7c-49f5-a2e3-525d83b50ecf}Something error!

[#] Got EOF while reading in interactive

|
3.easyrsa

ZZ#cryptanalysis of rsa and its variants38 78, ME— | EERAIANEI R Z D, BT EBRBEIIUE

N= 24402191928494981635640497435944050736451453218629774561432653700273120014058697415669445779441226800209
el= 4046316324291866910571514561657995962295158364702933460389468827072872865293920814266515228710438970257
e2= 1089598671818931285487024526159841107695197822929259299424340503971498264804485187657064861422396497630
cipher= 508924988861845994754807475952458960647857881533605994917671815702402267802484175885681324133519131
i=1.356
gonn
while i>1.00:
B=[]
B.append([1,-N,0,pow(N,2)])
B.append([0,el,-el,-el*N])
B.append([0,0,e2,-e2*N])
B.append([90,0,0,el*e2])
B=Matrix(zz,B)
D=[]
D.append([N,0,0,0])
D.append([0,floor(N**(0.5)),0,0])
D.append([0,0,floor(N**i),0])
D.append([90,0,0,1])
D=Matrix(Zz,D)
M=B*D
K = M.LLL()
v2=K[0]
X=M.solve_left(v2)
phi=floor((e1*X[1])/X[0])
if phi<N:
b=phi-N-1
if b**2>=4*N:
s=s+str(phi)+"\n"
i=i-0.001
f=open("changshi.txt","w")
f.write(s)
f.close()
print "wancheng"
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import gmpy2
phizonghe= EAMERF SO
N= 24402191928494981635640497435944050736451453218629774561432653700273120014058697415669445779441226800209
el= 4046316324291866910571514561657995962295158364702933460389468827072872865293920814266515228710438970257
e2= 1089598671818931285487024526159841107695197822929259299424340503971498264804485187657064861422396497630
cipher= 508924988861845994754807475952458960647857881533605994917671815702402267802484175885681324133519131
phi=0
for i in phizonghe:
a=1
b=gmpy2.mpz(phi-N-1)
c=gmpy2.mpz(N)
delat=pow(b,2)-4*a*c
if gmpy2.iroot(delat,2)[1]:
phi=i
break

print phi
dl=gmpy2.invert(el,phi)
d2=gmpy2.invert(e2,phi)
ml=pow(cipher,d1,N)
m2=pow(cipher,d2,N)
print hex(ml)

print hex(m2)

4 .Homomorphic
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from pwn import *
import copy
import gmpy2
def proof(a,b):
ss="abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789"
print b
for i in ss:
for j in ss:
for k in ss:
for o in ss:
jie=i+j+k+o+a
11=hashlib.sha256(jie).hexdigest()
if 1l==b:
return jie
def Roundq(A):
g=pow(2,54)
for i in range(len(A)):
A[i]=A[1i]%q
if A[i]>(q/2):
A[i]=A[i]-q
return A
io=remote("106.52.135.150",8848)
#io=remote("106.52.180.168",8848)
io.recvuntil("+")
tian=io.recvuntil(")")[:-1]
io.recvuntil("== ")
sh256=io0.recvuntil("\n")[:-1]
print tian.encode("hex")
print sh256.encode("hex")


https://arxiv.org/pdf/1906.07127.pdf

io.recvuntil(":")
haha=proof(tian,sh256)
io.sendline(haha[:4])
print haha
io.recvuntil("The enc flag is: \n")
flags=io.recvuntil("Tel")[1:-5]
flagli=flags.split("]\n[")
jishu=0
flagco=[]
flagcl=[]
while jishu<len(flagli):
flaglj=flagli[jishu].split(",")
flagex=[]
for i in flaglj:
flagcx.append(int(i))
flaglj=flagli[jishu+1].split(",")
flagcy=[]
for i in flaglj:
flagcy.append(int(i))
flagcO.append(flagcx)
flagcl.append(flagcy)
jishu=jishu+2
for hh in xrange(7,20):
for kk in xrange(32,128):
c@=copy.deepcopy(flagco[hh])
cl=copy.deepcopy(flagcl[hh])
cO[0]=co[0]-kk*70368744177664
cab=(Roundq(c@),Roundq(cl))
for i in range(len(cab[@])):
cab[@][i]=10*cab[0@][1i]
cab[1][i]=10*cab[1][i]
cab=(Roundq(cab[@]),Roundq(cab[1]))
s@=str(cab[@][0])
for i in range(1,len(cab[@])):
s@=s0+","+str(cab[@][i])
sl=str(cab[1][0])
for i in range(1,len(cab[1])):
sl=s1+","+str(cab[1][i])
io.recvuntil("1l me your choice:\n")
io.sendline("Decrypt")
io.recvuntil("Please input c@(Separated by commas):\n")
io.sendline(s9)
io.recvuntil("Please input cl(Separated by commas):\n")
io.sendline(s1)
io.recvuntil("The index:\n")
io.sendline(str(0))
io.recvuntil("The result is: \n")
jie=io.recvuntil("\n")[:-1]
if int(jie)==0:
print jie,kk,hh
break
io.interactive()
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