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DECIMAL HEXADECIMAL DESCRIPTION

4] 0x@ PNG image, 980 x 158, 8-bit/color RGBA, non-interlaced
g1 @x=5B Zlib compressed data, compressed
0xF34 PNG image, 980 x 158, 8-bit/color RGEB, non-interlaced
BxF72 Zlib compressed data, default compression

—{ |-[~/Desktop]
—$ foremost misc8.png
Processing: misc8.png

A

[~/Desktop
hitps:/blog.csdn.net/LY 20010728

A ﬁy:ho
Python 3.8.8 (default, Apr 13 2821, 15:88:83) [MSC v.1916 64 bit (AMD&4)] :: Anaconda, Inc. on win32

Warning:

This Python interpreter is in a conda environment, but the environment has

not been activated. Libraries may fail to load. To activate this environment
please see https://conda.ioc/factivation

Type "help”, "copyright”, "credits" or "license” for more information.
»»> import pytesseract

>»> from PIL import Image

>»> img = Image.open(r 'C:\Users\95235\Downloads\misc8\6086080887.png")
»»> text = pytesseract.image_to_string(img)

>»> print(text)

ctfshow{1df8a9a3f789a2685803664b55783687}
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oopoROfO: 69 6f 6e 20 72 64 66 3a 61 62 6f 75 74 3d 22 tion rdf:about="

[~/Desktop]
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zsteg R4 T7 % (#h7E)

BE #tRubyGems HJ YR
gem sources --remove https://rubygems.org/

gem sources --add https://gems.ruby-china.com/

git clone https://hub.fastgit.org/zed-0xff/zsteg.git
zsteg
gem install zsteg

zsteg I I 754 (%)

BHELSBER
zsteg pcat.png

frllz1ib
zsteg zlib.bmp -b 1 -0 xy -v

MRt
zsteg pcat.png -v

ZRTE EAA S
zsteg pcat.png -a

FHAR
zsteg -E pcat.png p.exe

B8 %2 [ B 5 vA AT L 25 E README . md
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-[~/Desktop/_misc1@.png.extracted]
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DESCRIPTION

PNG i : ! i RGB, non-interl

Zlib e ; mpression
ession

File Edit Insert Options Tools Help

Chunk  Length CRC Attributes Contents
IHDR 13 09dad.. critical PNG image header: 300x150, 8 bits/sample, truecolor, noninterlaced
m Edit Chunk.. ical PNG image data
IDAT Delete cal PNG image data
IENC cal end-of-image marker
Move Up

Move Down

Cut
Copy

Paste

£ >

PNG file size: 10541 bytes

'a]
=)
i




AR5 R DL Z M AT 8 AN IDAT H

nisc12.png (C:\Users\95235\Downloads\misc12y) - TweakPNG

Fle Edit Insert Options Tools Help
Chunk  Length CRC Aftributes Contents i
critical PNG image header: 900x150, 8 bits/sample, truecolor, noninterlaced

IDAT 494 dafeD.. critical PNG image data

IDAT 435 dacc2.. critical PMNG image data

IDAT 350 bBefa.. critical PNG image data

IDAT 342 7222b.. critical PMNG image data

IDAT 351 5730d.. critical PNG image data

IDAT 473 fbe38ff8 critical PMNG image data

IDAT 488 4ab65b.. critical PNG image data

IDAT 175 ¢370c.. critical PMNG image data

IDAT 263 415%. critical PNG image data

IDAT 317 dfdaz.. critical PNG image data

IDAT 243 cife2a.. critical PMNG image data

IDAT 395 6dBee.. critical PNG image data

IDAT 464 80405.. critical PMNG image data v
< >
PNG file size: 11206 bytes

Inc. on win

or "license” for more information.
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000001F0 EF FF EF FF FF
00000200 EF FF EF FF FF
00000210 EF FF FF FF FF
00000220 EF FF EF FF FF
00000230 EF FF EF FF FF
00000240 EF FF FF FF FF FF FF
00000250 EF FF FF FF FF FF FF
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image,
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image,
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-[~/Desktop]
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-[~/Desktop

~/Desktop
data:e”
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= )-[~/Desktop]

—= iftool misci8.jpg

ExifTool Version Number 52 L

File Name misc18. jpg
Directory

File Size

File Modification Date/Time
File Access Date/Time 2021:07:28 14:54:22-04:0@
File Inode Change Date/Time 2021:07:28 14:54:21-04:00
File Permissions W

File Type : JPEG

File Type Extension : ipg
MIME Type : image/jpeg
JFIF Version : 1.81
Resolution Unit : inches

X Resolution = 128

Y Resolution : 120

Exif Byte Order : Big-endian (Motorola, MM)

Camera Model Name 28acl7e5f@

Artist 5d60c208f7

XP Title ctfshow{32

XP Author 5d60c208f7

Padding : (Binary data 2072 bytes, use -b option to extract)
About : uuid:faf5bdd5-ba3d-11da-ad31-d33d75182f1b

Title : ctfshow{32

Description ctfshow{32

Creator 5d60c208f7

Warning [minor] Fixed incorrect URI for xmlns:MicrosoftPhoto
Lens Model 2d4cf5a839}

Image Width : 900

Image Height : 158

Encoding Process Baseline DCT, Huffman coding

Bits Per Sample =il

Color Components el

Y Cb Cr Sub Sampling YCbCr4:2:8 (2 2)
Image Size 900=150
Megapixels : 8.135

21 KiB
2021:83:13 11:44:41-05:00

https://blog.csdn.net/LYJ20010728

misc19

F exiftool BmHE A, flagfEEHL LI CHYE B

~/Desktop
1 misc19.tif

ExifTool Version Number
File Name

Directory

File size

File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time
File Permissions

File Type

File Type Extension
MIME Type

Exif Byte Order

Subfile Type

Image Width

Image Height

Bits Per Sample
Compression

Photometric Interpretation
Document Name

Strip Offsets
Orientation

Samples Per Pixel

Rows Per Strip

Strip Byte Counts

X Resolution

Y Resolution

Planar Configuration
Resolution Unit
Software

Modify Date

Host Computer

Predictor

XMP Toolkit

Creator Tool

Create Date

Metadata Date

Format

Color Mode

ICC Profile Name

: 12.16
: miscl19.tif

: 26 KiB

©2021:03:24 23:12:27-04:00
: 2021:07:28 14:57:41-04:00
1 2021:07:28 14:57:41-04:00
HS .

: TIEE

Sy

: image/tiff

: Little-endian (Intel, II)
: Full-resolution image

: 900

: 150

:B88

1 LZw

: RGB

: ctfshow{dfdcfo8038cd4sbas
: 21688 25422

: Horizontal (normal)

=07

: 3733 749
g w7l

2 7l

: Chunky

: inches

: Adobe Photoshop CC 2019 (Windows)
: 2021:03:25 10:35:18

: eb50782f8d3605d}

: Horizontal differencing
: Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22
: Adobe Photoshop CC 2019 (Windows)

: 2021:03:13 11:03:03+08:00
© 2021:03:25 10:35:18+08:00
: image/tiff

: RGB

: SRGB IEC61966-2.1

Instance ID : xmp.iid:ae9ae@5b-7497-6e4b-8083-763920ef3505

Document ID : adobe:docid:photoshop:c214f24b-b22e-cl4d-a@f5-91da2f@9bbl4s

Original Document ID : xmp.did:ff921484-29ad-7544-a@30-38f38d997aa5

History Action : created, converted, saved

History Instance ID : xmp.iid:ff921484-29ad-7544-a@30-38f38d997aa5, xmp.iid:ae9ae@5b-7497-6e4b-8083-763920e3505
History When : 2021:03:13 11:03:03+08:00, 2021:03:25 19:35:18+08:00

History Software Agent : Adobe Photoshop CC 2019 (Windows), Adobe Photoshop CC 2019 (Windows)

History Parameters : from image/png to image/tiff

History Changed https:/blog.csdn.net/LYJ20010728

misc20

F exiftool BEES, flagfEiFit B




esolution Unit
solution
solution

nts

mpling

misc21

F exiftool BEEE ), /755 686578285826597329 HF 53] hex(X&Ys) , 437l# X/Y Resolution #1 X/Y Position ¥ik
hex, RJEHHERRK, flagh ctfshow{e8a221498d5c073b4084eb51b1a1686d}

(Motorola, MM)

1 Number
idth

misc22

BHEAERAEE R4, BRH Honeyview 3 54505 & ik & D5



EEheE

& EFE OneDrive(M)
< A EEENEE EHR(02)

{there_is_no_flag_here}

© FMEN misc22.zip"
© FEF misc22.7z"
© FNEIEEES# (Bandizip)(B)...
g Edit with Notepad++
) ERkEESsTRS
e H=E
FIFAILH)

FEFHEIRG)

FIF MagicEXIF #®EEF, flagh ctfshow{dbf7d3f84b0125e833dfd3c80820a129}

° MagicEXIF FLEEERISSE v1.10 (=) - misc22jpg
THF REE EENV) BE&En IEM

Dl el

HE 1 FF 5FA

misc22.jpg
JPEG B

{there_is_no_flag_here}

I 2172 KB
Brol: 900 = 150 &5

FEE: 24 i
2FiER: RGBE

EgEfSs: E28603EB (UG)

21 . [3,
=N 4

(=)=

C\Users\95235\Downloads\misc22\misc22 jpg

— O *
EE(H)
F D2 9.0 0 B @ . Q & .
[EM{E FEIIR R JPEGEE MirE FEEG fERS HHE ER Hirm

mE =l TEE FEE Eat=—sic] B FH
i EREEES (FD1)

BB FEEAE JPEGFESR 0103  Compression SHORT 1

WA Ko EEE 72 011A ¥Resolution RATIOMNAL 1

R EELHE 72 011B  YResolution RATIONAL 1

BB #EEEA =T 1 e

w giliE2 | GPs S | IS | 75 EXIrmm

{there_is_no_flag_here}

B E|300 |x%|50

@ |
Hes | et

IPEG EiE

HE4W (O TER)

misc23

H exiftool H—FRIMALF LS, History Action HE#R




B eoakd

kali@kali: ~/Desktop

File Actions Edit View Help

- [~/Desktop

File Modification Date/Time
File A /Time

File Inode Change Date/Time
File Permissions

History Act

History Instance ID

i 2019 (Windows), Adobe Photoshop 0 ows), Adobe Photeshep CC 2019 (Window
191 0

History
History Changed
0)

n
Displayed Units ¥

1155 bytes, use -b option to extr

Yes
Adobe Photoshop

W o DDA R B T B AR B R, o Alhex G HHE —ike, Feithh

BTEAIUNixATEER(Unix timestamp)&:

1627500200

UnixAdalEE (Unix timestamp)

(B/B Bf53#)  1997/09/22 02:17:02 874865822

ESTE] | 2021 = =

misc41

BT Fool RRWi M, HxD BFEEF KIAEHF KE Fool A T EMER


https://tool.chinaz.com/tools/unixtime.aspx

Offset(n) 00 01 02 03 04 OS5 06 07 0% 09 ORA OB
00002800 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
00002810 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
00002820 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
00002830 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
00002940 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
00002850 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
00002860 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
00002870 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
00002980 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
00002890 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
000028A0 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
000028BO 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
000028C0O 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
000028D0 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
000028E0 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
000028F0 02 SA 28 RO 02 SA 28 RO 02 8L 28 RO
00002A00 02 SA 28 A0 02 SA 28 RO 02 8L 28 RO
00002A10 02 8A 28 A0 02 8A 28 A0 02 84 28 A0
00002A20 02 SA 28 A0 02 8A 28 A0 OF 4D CS 4E
00002A30 B5 FD 47 €9 53 D7 FF 5B 01 64
00002240 FO 01 FO 01 FO 01 EA 39 FO 01 FO 01
00002R50 FO 01 A3 B2 47 43 4C Fé FC AC FO 01
00002R60 FO 01 84 0 €7 39 B8 BF €7 83 FO 01
00002A70 FO 01 FO 01 FO 01 EA OE &3 03 FO 01
00002480 05 50 OE 4D 31 Al 21 93 A2 F3 FB 0B
00002490 D3 78 FO 01 FO 01 39 €D A4 S8 FO 01
00002AR0 F3 AD FO 01 48 €7 OD A% FO 01 9E 90
00002480 FO 01 FO 01 FO 01 74 26 FO 01 FO 01
00002ACO  CO 38 FO 01 1E 50 0O 1& 15 80 8D OF
00002AD0  FO 01 FO 01 F1 06 €8 92 FO 01 FO 01
00002AEQ0 4B 41 41 C9 9B OE E8 6A EB 73 E1 D2
00002AF0  FO 01 12 92 OA 13 24 01 FE 15 39 D1

00002B00 FO 01 2E

sl
m

3A eF Cl Fg FO 01 FO

0Q002B10 FO 01 FO Ol FO

00002B20 FO 01 EC 72 FO {

00002B30 FO 0l &6 &2 FO Ol A2 EA FO 01 FO
00002640 F& EE 08 C5 CA O¢ EF 2D FE 04 73
00002B50 FO 01 1A BA FE 30 CC 84 FO 01 B2

1 Feol WPl iAr B h BT A 7 sh il i (E B AR B i ok, FEDUALRRIT, JEFO01EHpk0, HAME R Bz ts, B2 —k&Hflagh &

oc

0z
0z
0z
0z
0z
0z
0z
0z
0z
0z
0z
0z
0z
0z
0z
0z
0z
0z
aD
01
FO
EF
1E
FO
DS
FQ
47
a5
FQ
43
76
1
FQ

FO
BS
FO

[=]
=]

[ I R

I tn oo o 0 0o o 000 D CO (000 0 O 0o

[l =]

OE

28
28
28
28
28
28
28
28
28
28
28
28
28
28
28
28
28
28
55
EE
87

12D

(1

) 4F

(1
38

I F5

o1
03
11
aF

1 D7

SE
3C
1E

FO

OF
RO
RO
RO
RO

RO

&0

on

[ o I YL« BT B ST Y SRt =}
SR OO o o

=]
F

¢ .50 .5( .5y
¢ .50 .5( .5y
¢ .50 .5( .5y
¢ .50 .5( .5y
¢ .50 .5( .5
¢ .50 .5( .5
¢ .50 .5( .5
¢ .50 .5( .5
¢ .50 .5( .5
¢ .50 .5( .5
¢ .50 .5( .5
¢ .50 .5 .8y
¢ .50 .5 .8y
¢ .50 .5 .8y
¢ .50 .5 .8y

AT
nyGisx=y[.3B]. 218
8.5.5.898.58.58.20
8.LZGKLEE-5.10—;
8,09, ;0¢8..
8.5.5.&8.£.8.58.1"
LP.M1;1™eaa.0i0.
Ox8.5.9mA[5.5.fu
&.8.Hg.H8.2.6x8x
8.8.58.t&8.8. *C3F
ABE..P...€..58..x
8.8.A.h"8.58.C..I
KARE >, &jEsa0vX.J
LML S . b ofiVRYE
Lokiokes.5.5.=.
.5.5.808,7z8.">
.irg.0°8..'8.<8
.fb&.¢E88.5.8..n
zi.EE.i-p.s.i®4
&..°p01.8.,.58.8.

s

o O O O O

Fr, XEWMATLIRA CyberChef Kf# A&, flagh ctfshow{fcbd427caf4a52f1147abs4346cd1cdd}

B R i U4

misc24

FI HxD BE—TEF, XMHLETE53NFT, XHRRALEAECT5053F 4k (5B A1 &windowsii"#+0%), FAEMER R H3NF
T (TANHERITE6AL) R, AT SR —FMBiE, 258 (Blue) . £ (Green) . 4 (Red) , FibAXHESEMBERAD

N: (675053-53)/3=225000

Offset(d) 00

00000000
00000016
00000032
00000048
00000064

Qffsec(d) 00 01 02 03 04

00eT4896
QoeT4912
Q0eT4928
00eT4944
00eT4960
00eT497e
Q0eT4952
Q0eT5008
00eT5024
00875040

B H 4B F R 900%150=135000 MEE K/

05

0a

a7

a7

08

08 10 11 12 13

08 10 11 12 13

* B A

YYYYVVYVVyVyyysy
YYYYVVYVVyVyyysy

Fraresanraay N



_ 900 x 150
BE 900 &3

= 150 &%
= 24

ZRE RILIX R 58 B AT, BT CLIERHI = 2 225000/900=250 , ¥ & B Bk

Offset(d) 00 01 02 03 04 05 06 07 08 0% 10 11 12 13 14 15 FIEIIZE

00000000 42 4D FO 4C OR 00 OO0 00 00 00 36 OO 00 OO0 28 00 BMSL.
00000016 ©0 00 84 03 00 00 FA 00 00 00 01 OO 18 00 00 00 .....
00000032 00 00 BA 4C OR 00 12 OB 00 00 12 OB 00 00 00 00 ..°L.
00000048 00 00 00 00 00 00 FF FF FF FF FF FF FF FF FF FF  ...... AT AT ATATATAT AT

ctfshow{dd7d8bc9e5e873eb7da3fa51d92cadb7}

{there_is_no_flag_here}

misc25

F TweakPNG &F B i &I E i FICRCEAR, FRN ZREHRT i, AMAR—TEE

8B misc25.png (C\Users\95235\Downloads\misc25Y) - TweakPNG — O it
Fle Edit Insert Options Tools Help

Chunk  Length CRC Aftributes Contents

Warning

| Incarrect crc for IHDR chunk (is 76ec1edd, should be 09dad161)

< >
PNG file size: 8498 bytes




II cmd.exe

AR BT B SR B B T T

Warning:
This

please see h

II python.exe

Offset (h)

QQoO0oooaao
QQoooolo
QQoooozo
QQoooo30
QQo00040

misc26

F TweakPNG & F B i RILE /F KICRCEAY, M E—B—HHNAE—-TEE

AR BT & Flflag

=)
=]

[ 8]

QIDATxUiTU-3
£9.PY#CE.q .4, <.
LeRSP.E.. julsd\

L = = =]
o
" 1=

[ QO o ¢ B R R 1

=]

environment, bu

information.



=

Fle Edit Insert Options Tools Help
Chunk  Length CRC Aftributes Contents
Warning
| Incarrect crc for IHDR chunk (is ec3ccbes, should be BEba4636)
< >

PNG file size: 14830 bytes

cmd.exe

R A T M RIEB SRR, RIF)E I ATF 2lflag




Offset (h) ac 0E OF RTRTrE

00000000 44 EPHG. v e st IHDR
00000010 sC S I R ik
00000020 Bl E..9pIDATxOiTA+E
00000030 2n Lb& ¥8.,c.. H.*G
00000040 B8R AE.%0%..8U0....5n
00000050 BE wl...xhEGTe™EEe
00000060 38 —&nu. . I[B0V{%(8:

Cmder

onda, Inc. on win

ironment,
to load. To a

please

"license™ for more information.

python.exe

misc27
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& 010 Editor - C:\Users\95235\Downloads\misc27\misc27.jpg

File Edit Search View Format Scripts Templates Debug Tools Window Help
R Efgaf thE9C 2B S8 - = NERRLTES
Lenna.bmp Startup Workspace

File
I Cpen Files
Lenna.bmp
misc27.jpg
¥ Favorite Files
P Recent Files
g Bockmarked Files

oo ;Eyl .Adobe.d@. .

v [ B Explorer
Template Results - JPG.bt & * Inspector
Name i Value

struct DQT dgt : i Binary 00000000
struct SOFx sof0 : | Signed Byte 0

enum M_ID marker M_SOFD (FFCOh) : ; Unsigned Byte 0

WORD szSection 17 : | Signed Short  -27136

ubyte precision 8 : | Unsigned Short 38400

WORD Y _image 150 : : Signed Int -2080139776
WORD X_image 900 : | Unsigned Int 2214827520

ubyte nr_comp 3 : Signed Intb4 4786189215438336
struct COMPS comp[3] ; Unsigned Int64 4786189215438336

% Variables I Bo
Selected: 2 bytes (Range: 157 [9Dh] to 158 [9ER]) Start: 157 [9Dh] Sel: 2 [2h] s.zeha'ﬁuz'%I‘J%&r‘f}ihﬁﬁtﬂ@(ﬂw

Py—hon 3.8.8 (default, Apr 13 2821, 15:828:83) [MSC v.1916 64 bit (AMD64)] :: Anaconda, Inc. on win32

Warning:

This Python interpreter is in a conda envirconment, but the environment has
not been activated. Libraries may fail to load. To activate this environment
please see https://conda.icfactivation

Type "help”, "copyright”, "credits"™ or "license” for more informaticon.

»»> import pytesseract

>»> from PIL import Image

>»>» img = Image.open(r 'C:\Users\95235\Downloads\misc27\misc27.jpg")

>»> text = pytesseract.image_to_string(img)

>»> print(text)

{there_is_no_flag_here}

ctfshow{5cc4f19eb81705b99bf41492430a1al14}
Q

>»>> print(img.size)

(980, 250) hitps://blog.csdn.net/LY J20010728

misc28

RIERRN, BUKIBRERE R SE, KaESGREIR RIiflag, HEREERNILETSEEESflag, EREETFEAS], W LMEH
B gmE 35 5 Stegsolve T 7+

© 010 Editor - C:\Users\95235\Downloads\misc28\misc28.gif

File Edit Search View Format Scripts Templates Debug Tools Window Help
Ao Efduf thE9cC 2> 58 = RERRLTES
Lenna.bmp Startup misc27.jpg Workspace

File
47 49 46 38 39 61 84 03 96 00 C4 00 00 00 00 00 GIF89a. .- .




Yy yoatE8EYYYNNNA
L. 7%%pe, . L3} Lenna.bmp
HkkkXXXBBBEEEJYY misc27.jpg
misc28.gif
B Favorite Files
P Recent Files
§' zdizhamlexp, T B Bookmarked Files
tmRx®1 | iyA pH, ..
EorEl:¥B tJ-Z 8-
vEizga°xL.>Ie z1
n»Bd  |N Uiek~Iid
VE.  fumii ®EE.Z
A £
¥ jCEDY!8 DR e—-@
_°;“ 'I..Iﬂll- 10534063 [ W Explorer

Template Results - GIF.bt & Inspector
Name Size Color Type Value

struct DATA Data 14c8h Y | Binary 10010110
struct GRAPHICCONTROLE... 8h . ol Signed Byte  -106

struct IMAGEDESCRIPTOR I... Ah : Bg:. Unsigned Byte 150
UBYTE ImageSeperator 44 1h - Bg:. Signed Short b
ushort ImagelLeftPosition 0 2h : Bg:. Unsigned Short 150
ushort ImageTopPosition 0 2h : Bg:. Signed Int 83886230
ushort ImageWidth 900 2h : Bg:. Unsigned Int 83886230
ushort ImageHeight 150 2h ; Bg:. Signed Int64 -B2054518726522305...
struct IMAGEDESCRIPTO... 1h R | Unsigned Int4 10241292201057321...

¥ .= Variables I Bo
Selected: 2 bytes (Range: 124 [7Ch] to 125 [7Dh]) Start: 124 [7Ch] Sel: 2 [2h]  SizD R PI0Q,CsdnRe Y J2Q0

Python 3.8.8 (default, Apr 13 2821, 15:88:83) [MSC v.1916 64 bit (AMD64)] :: Anaconda, Inc. on win32

Warning:

This Python interpreter is in a conda environment, but the environment has

not been activated. Libraries may fail to load. To activate this envirconment
please see https://conda.io/factivation

Type "help”, "copyright”, "credits" or "license”™ for more information.
»»> import pytesseract

>»> from PIL import Image

>»> img = Image.open(r 'C:\Users\95235\Downloads\misc28\misc28.gif")
>»»> text = pytesseract.image_to_string(img)

>»> print(text)

{there_is_no_flag_here}

ctfshow{59c8bc525426166b1c893fel2a387/fd7}
Q

>»>> print(img.size)
(988, 258)
>»> quit()

{there_is_no_flag_here}

ctfshow{59¢c8bc525426166b1c893fel2a38/fd/}




misc29

GIFERZm, ¥E—mEEHNERE, H Stegsolve BF, 7E5/\MEI A & Iflag

Frame : 8 of 10

{there_is_no_flag_here}

ctfshow{03ce5be6d60a4b3c7465ab9410801440}

‘-:H:-||Save|

misc30

R RSB EBMPE F %5 B ATk Biflag



& 010 Editor - C:\Users\95235\Downloads\misc30\misc30.bmp*

File Edit Search View Format Scripts Templates Debug Tools Window Help

Ao BEfded *hEODC B> S8 NERRLTES
Lenna.bmp Startup misc27.jpg misc28.gif misc29.gif Workspace

File

I Cpen Files
Lenna.bmp
misc27.jpg
misc28.gif
misc29.gif
misc30.bmp™

B Favorite Files

B Recent Files

B Bockmarked Files

PNV L B Explorer
Template Results - BEMP.bt = Inspector
Name Size Color Type Value
struct BITMAPINFOHEADER b... 28h - Bg:. Binary 10110110
DWORD bisize 4h . solll Signed Byt 74
LONG biwidth 4h T | Unsigned Byt 182
LONG biHeight 4h . Bolll Signed Short 950

WORD biPlanes 1 2h . Bojll Unsigned Short 950
WORD biBitCount 24 2h : eolll Signed Int 950

DWORD biCompression 0 4h : Bg:. Unsigned Int 950
DWORD biSizelmage 427802 4h LY | Signed Int64 644245095350
LONG biXPelsPerMeter 2834 4h T | Unsigned Int64 644245095350

.I Variables I Bo

#
Edited template variable. Start: 18 [12h] Sel: 4 [4h] Size: E%%%JIEJ%&EEHHEPKHY‘J2QP

N Cmder

A python
Python 3.8.8 (default, Apr 13 2821, 15:88:83) [MSC v.1916 64 bit (AMD64)] :: Anaconda, Inc. on win32

Warning:

This Python interpreter is in a conda environment, but the environment has

not been activated. Libraries may fail to load. To activate this environment
please see https://conda.io/factivation

Type "help”, "copyright”, "credits"™ or "license” for more information.
»»» import pytesseract

>»> from PIL import Image

»»» img = Image.open(r'C:\Users\95235\Downloads\misc38\misc30.bmp")
>»> text = pytesseract.image to string(img)

>»»> print(text)

ctfshow{6db8536da312f6aeb42da2f45b5f213c}

Q

>»> quit Q) hitps:/blog.csdn.net/LYJ20010728
misc31

RIEB A, THEIER T




C:-\
Py—hon 3.8.8 (default, Apr 13 2821, 15:828:83) [MSC v.1916 64 bit (AMD&4)] :: Anaconda, Inc. on win32

Warning:

This Python interpreter is in a conda environment, but the environment has

not been activated. Libraries may fail to load. To activate this environment
please see https://conda.iofactivation

Type “"help”, "copyright”, "credits"™ or "license" for more information.

>»> 5 = (487253-53)/3

»» 5 f= 156

>»> print(s)

1e882.

®© 010 Editor - C:\Users\95235\Downloads\misc31\misc31.bmp

File Edit Search View Format Scripts Templates Debug Tools Window Help
A Efgm *RhEODC S5 S8 = NERRLES
v Workspace

] File
B Open Files
misc31.bmp
¥ Favorite Files
P Recent Files
misc30.bmp
misc29.gif
misc28.gif
misc27.jpg
Lenna.bmp

YIVVYIY VIV
wwwwwwww W Bockmarked Files

YYVVVYVYYYIVYiYY

YYYYYYYYYYYY Yy

T Y hd '
Template Results - BMP.bt < Inspector

B Explorer

Name Size Color Type Value
struct BITMAPINFOHEADER b... 28h :  eollll Binary 10000100
DWORD biSize 40 Eh 4h : eolll Signed Byte  -124

LONG biWidth 108  [ED 4h ; ; T |

LONG biHeight 150 16h 4h : ; Signed Short 900
WORD biPlanes 1 1Ah 2h : gi Unsigned Short 900
WORD biBitCount 24 1Ch 2h : : Signed Int 900
DWORD biCompression 0 1Eh 4h - - Unsigned Int 900
DWORD biSizelmage 487202 22h 4h : ; Signed Int64 644245095300
LONG biXPelsPerMeter 2834 26h 4h : ; Unsigned Int64 644245095300

2 Variables l Bo
Selected: 4 bytes (Range: 18 [12h] to 21 [15h]) Start: 18 [12h] Sel: 4 [4h]  Size: EE‘%%%’TJIU%&?LHME?%HYQQP

Cmder

C:\Users\9
A python
Python 3.8.8 (default, Apr 13 2821, 15:88:83) [MSC v.1916 64 bit (AMD&4)] :: Anaconda, Inc. on win32

Warning:

This Python interpreter is in a conda environment, but the environment has
not been activated. Libraries may fail to load. To activate this environment
please see https://conda.io/factivation

Type "help”, "copyright”, "credits" or "license” for more information.

»»> import pytesseract

>»> from PIL import Image

>»> img = Image.open(r 'C:\Users\95235\Downloads\misc31\misc31.bmp")

>»> text = pytesseract.image_to_string(img)

>»> print(text)

ctfshow{fb@9dcco885felfecefb7?3646b55efd5}

Q

>»> print(img.size)
(1882, 158)
>»> quit() https://blog.csdn.net/LY J20010728




misc32

MR R G fiiA , THE H IEA B = 52

import zlib

import struct

filename
with (filename, ) as f:
all b = f.read()
data (all b[12:29])
n 4095
for w in (n):
width (struct.pack( , W))
for h in (n):
height (struct.pack( >, h))
for x in (4):
data[x+4] width[x]
data[x+8] height[x]
crc32result zlib.crc32(data)

if crc32result OxE14A4COB:
print( , end )
print(width, end )
print( .from_bytes(width, byteorder
print( , end )
print(height, end )
print( .from_bytes(height, byteorder

cmd.exe
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& 010 Editor - C\Users\95235\Downloads\misc32\misc32.png

File Edit Search View Format Scripts Templates Debug Tools Window Help

s Efdged hELe o> S8 R ERRLEE

misc32.pn Workspace

~

] File

o - B Open Files
: d A P el xUiv0sE misc32.png
AA T 77 | A . 6A 3A Ba\‘.\‘..,"‘i ipj:k. B Favorite Files

A bK.x0iZ- L¢lel. B Recent Files
7 i @, . % *. misc31.bmp
: misc30.bmp

= B misc29.gif

e misc28.gif

misc27.jpg
Lenna.bmp
i Bookmarked Files

AL =, - B B Explorer
Template Results - PNG.bt < X Inspector

Name i Type Value

union CTYPE type IHDR S ] Binary 00000000
struct PNG_CHUNEK_IHDR ihdr 900 x 150 (x8) 10h : | Gigned Byiel 0

uint32 width 10h : : Unsigned Byte 0

uint32 height 150 14h = ] Signed Short 0

ubyte bits 8 18h : ] Unsigned Short 0
enum PNG_COLOR_SPAC... TrueColor (2) 19h S : Signed Int -2080178176

enum PNG_COMPR_MET... Deflate (0} 1Ah : : Unsigned Int 2214789120
enum PNG_FILTER_METH... AdaptiveFiltering (0) 1Bh - Signed Int64 -76381049658055720...
enum PNG_INTERLACE ... Nolnterlace (0) 1Ch : Unsigned Int54 10808539107903979...

% Variables R Bo
Selected: 4 bytes (Range: 16 [10h] to 19 [13h]) Start: 16 [10h] Sel: 4 [4h] s.ﬂ‘@%’;gb[“%&x‘tﬂh@?tﬂfw2@9

%l Cmder

C:\Users\9
A python
Python 3.8.8 (default, Apr 13 2821, 15:88:83) [MSC v.1916 64 bit (AMD64)] :: Anaconda, Inc. on win32

Warning:
This Python interpreter is in a conda environment, but the environment has
not been activated. Libraries may fail to load. To activate this environment
please see https://conda.io/activation
Type "help”, “"copyright™, "credits” or "license" for more information.
»>» import pytesseract
>»> from PIL import Image
»>>>» img = Image.open(r’'C:\Users\95235\Downloads\misc32\misc32.png")
»>>» print(text)
Traceback (most recent call last):
File "«<stdin:", line 1, in <module:
NameError: name 'text® is not defined
»>»> text = pytesseract.image to _string(img)
»>» print(text)
ctfshow{685882227bcf78d17d1b39a5c1195aa9}

>>> quit(

misc33
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cmd.exe

Bk 5 IR A7 Js B P& Bliflag

Cffsec(h) 00 01 02 03 04 05 06 07

00000000
00000010
00000020
00000030
00000040
Q0000050
QQO00060

Cmder

"license” for more infor

misc34

MABAIEE R FTE B A RETRT, WEBSRIEFH

import zlib

import struct

filename

with (filename, ) as f:
all b = f.read()

for i in (901,1200):
name (1)
f1 (
im = all b[:16]+struct.pack( ,i)+all b[20:]
fl.write(im)
fl.close()

=]
1

-] b

=

L
o O

Inc.

imemnt
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< ctfshow{03e102077e3e5de9dd9c04abal6ef014} >

misc35

SACE BB RER R — A (REFE600, FEEFEI9I3-10001X/MEH AH T LG Elflag) , 4 #EF Flflag

import zlib
import struct

filename
with (filename, ) as f:
all b = f.read()

for i in (901,1200):
name (1)
f1 ( name,
im all b[:159]+struct.pack( ,i)+all b[161:]
fl.write(im)
fl.close()




Cmder

on wir

» "license” for more information.

cmd.exe

misc36

Ak — B — RS B Rl A R A R — e, AR, Ry GRS B A gif i

import zlib
t struct

(filename, ) as f:
all b = f.read()

for i in (920,951):

name (1)

f1 ( name,
im = all b[:38]+struct.pack( ,i)[::-1]+all _b[40:]
fl.write(im)

fl.close()




& 010 Editor - C:\Users\95235\Downloads\misc36\misc36.gif*

Fle Edit Search View Format Scripts

Debug Tools Window Help

R Efdgadg thEL2C 22> S8

misc35.jpg misc36.gif x

Template Results - GIF.bt <
Name

struct GRAPHICCONTROLE...

struct IMAGEDESCRIPTOR I...
UBYTE ImageSeperator 44
ushort ImageleftPosition 0
ushort ImageTopPosition 0
ushort ImageWidth 900
ushort ImageHeight 300
struct IMAGEDESCRIPTO...

struct IMAGEDATA ImageD...

Selected: 2 bytes (Range: 40 [28h] to 41 [29h])

sy YE.E
E1 fe’ U‘Jbﬁu TaH
—@%,eEﬂligoon.g
uizp...ACA L*—I
'6..J8026517  Ue+
L cCATUEN«x19d. .
Ecooyiieriy. . (8
Hxhx" "~ E@éms..)9
IYiy&™o'EUén. . *:
JZJZSSEUEUeu..+,
K[k{::«»EUEU..,<
L\l|Em~KIU1u..—=
MIm} . —EIYly.. >
N~n~ ZZ@%Iblb. G
0_o. CIBly 0 A
< 07Amn ] 1
CA% +Z%" 1£E .22

Size Color
Bg:.
Bg:.
Bg:.
Bg:.
Bg:.
Bg:.
Bg:.
g:

Workspace
File
I Cpen Files
misc35.jpg
misc36.gif~
¥ Favorite Files
P Recent Files
misc32.png

—
Ll

misc31.bmp
misc30.bmp
misc29.gif
misc2B.gif
misc27.jpg
Lenna.bmp

g Bookmarked
[

Inspector
Type
Binary
Signed Byte
Unsigned Byte
Signed Short
Unsigned Short
Signed Int
Unsigned Int
Signed Intb4
Unsigned Int64

R ERRSlLZEESS 0

Files

B Explorer

Value
00101100
44
44
300
300
33554732
33554732
-62286047327520027...
12218139340957548...

% Variables I Bo

Start: 40 [28h] Sel: 2 [2h] s.zL'@%%IU%&'EHHE&(@“&@P

ctfshow{1lebf739f832906d60f57436b8179166f}

misc37
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Frame : 9 of 45

ctfshow{

‘¢‘|:=‘|Save|

Frame : 14 of 45

2056782c

[E ]l ][ sae |

Frame : 21 of 45

d57b1326

N[N

Frame : 31 of 45

ldcbbe3d

|¢H>||Save|

Frame : 34 of 45
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[E ]l ][ sae |

misc38
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ctfshow{48

W =Emans R @ w o @ u ¥ amsanE - 1252 &

b722b570c6

u =srens R a w v 9w ' REsamE - 25T &

03ef58ccOb

BEF - 40png = al >



83bbf/7680d}

misc39

X BRI AN [ 6] ) (B R e (B SRS B ), IR identify SRACEIZGIFE A

sudo apt-get install imagemagick

REAH4: identify -format "%T " misc39.gif > 1.txt, 53K —H36HM37

~/Desktop
"%T " miscag

~/Desktop

HEI7HARA L 3630, BRHKEE 287 HFF S, BT RS, BRTA—H, BREFHFE2lag

Anaconda, Inc. on wi

misc40

XARBIN apng 3, T E APNG Disassembler , flagfEid FiE4u(s BRIt s, A ElagiR B &



21.png 271t 22.png 22.txt 23.png 23.txt 24.png 24 txt
25.png 25t 26.png 26,k 27.png 27 bt 28.png 28.tet
29.png 29.tbet 30.png 300t 31.png EN R 32.png EER
33.png 330 34.png RN 35.png 30t 36.png 36.tct
37.png 37t 38.png 38.txt 39.png 30t 40.png A0t "

Cmder

Anaconda, Inc. on win32

vironment, but the environment

to load. To te this environment

» "license”™ for more information.

python.exe

misc42

WIERR, H tweakpng TFFE fr, RIUDATIRIIKEIRATEE, A —E2 IDATHIKER BN TR ctfshow , K/EHREEERHR TR
Bp AT 45 Zlflag



miscd2.png (C > \Downloads\miscd2y) - TweakPMNG

Fle Edit Insert Options Tools Help

Chunk  Length CRC Aftributes Contents 2
IDAT 191 c2947.. critical PMNG image data

IDAT 229 edffec.. critical PNG image data

IDAT 152 27413.. critical PMNG image data

IDAT 191 e625b.. critical PNG image data

IDAT 49 19eb8.. critical PMNG image data

IDAT 99 |dB63%e.. critical PNG image data

IDAT 116 |af63a2.. critical PMNG image data

IDA}T 102 |d7127.. critical PNG image data

IBE’[IS'I“:)W 115 |b5296.. critical PMNG image data

IDAT 104 |deeBd.. critical PNG image data

IDAT 111 | 302ca.. critical PMNG image data

IDAT 119 |927d6.. critical PNG image data

IDAT 123 Bef517.. critical PMNG image data

IDAT 48 98574.. critical PNG image data v
< >
PNG file size: 4392 bytes

Cmder

conda, Inc. on wir

vironment, b vironment
to load. E e this environment

* "license” for more information.

python.exe

misc43

WIERRA R, Fhtweakpng$TH o — FE A, KIIR T —H4HE, M pngdebugger 2041, RILFTH IDATHR FIcre32{E A & 45 =



Debug (master -> origin)
\Users\95235\Downloads\misc43\misca3. png

Users\95235\Downloads\misc43\misc43.png
file-size-4560 bytes

0x00000000 png-signature=ex89504E470D0A1ARA

©x80000008
©x6006088C
©0x0000001D
>> (CRC CHE

0x00000021
©x08080025
0x000001A9
>> (CRC CHE

©x800801AD 0x00080180 (
©x08080161 T
0x00000335 - 93A62E63

>> (CRC CHECK) cre-computed-6x42434298

0x00000339
©x0808033D
0x000004C1
>> (CRC CHE

0x800804C5
©x080804C9

0x0000064D crc-code-0x6F777836
>> (CRC CHECK) cre-computed-6x397611E1

0x00000651
©X08080655
0x000007D9
>> (CRC CHE

©8x8800070D
8x880007E1
0x00000965
>> (CRC CHE

0x00009969
8x8800096D
©0x00008AF1
>> (CRC CHE

0x00000AF5 0x00000180 (384)
Bx88000AF9 '

©x00000C7D - 33393066

>> (CRC CHECK) crec-computed-0x66587BEF

md.exe

HHRIVIDATIR crc-code $REUH R, B REFAF 5 IR 5 2flag

A
Python 3.8.8 (default, Apr 13 2821, 15:88:83) [MSC v.1916 64 bit (AMD64)] :: Anaconda, Inc. on win32

Warning:

This Python interpreter is in a conda environment, but the environment has

not been activated. Libraries may fail to load. To activate this envirconment
please see https://conda.io/factivation

Type “help”, "copyright”, "credits"™ or "license”™ for more information.
>»> import binascii
»»> def hex_to_str(s):

hex = s.encode( "utf-8")
=39 str_bin = bin
binascii bin(

str_bin = binascii.unhexlify(hex)

return str_bin.decode( "utf-8")

= "E59387ES593A62E63746673686F777B366562323538396666666635653339386665366238373530346462633083839327D°

>»> hex_to_str(s)
'EEEE . ctfshow{6eb2580FfFff5e398fe6ba37504dbcogo2] "
P

import binascii
def hex_to_str(s):
s.encode(
str_bin
str_bin = binascii.unhexlify(
return str_bin.decode(




misc44

WIEIRR, FH PNGDebugger ITH, 5 E PB4+

Cmder

\Tools\Tools with CTF\png-debugg

FIFBIAH CRC OK MIE#m1, CRC FAILED ##efk0, ERLIEHTHNEM L, BitEENTHE

A

E cmd.exe

misc45

RIEBE IR, FHRRSCAER, WG RIFER bmp #)5, A binwalk SREEIF, FRIFMEKblogk %% H =2 pngfbmpR R A
AN



-[~/Desktop]

RIPTION

C bitmap, Windows

p compressed d:

DECIMAL DESCRIPTION
C bitmap, Windows
ip compressed d:
-[~/Desktop]

bm; ted

-[~/Desktop/_misc45.bmp.extracted]

python.exe

g.png", from Unix, last medifie

Inc.

ironmen

te this environment

tion.

on

misc46

RIEEL A, WREHNRZZE B2 K, SR GIFRH4{E B

identify misc46.gif > message.txt

-[~/Desktop]
mis gif messa

-[~/Desktop]

message.txt

GIF 900x150 900x150+0+0 8-bit SRGB 2c 0.010u 0:00.
GIF 450x50 900x15@+174+49 8-bit sRGB 16c 0.010u
GIF 450x50 900x150+196+47 8-bit sRGB 16c 0.010u

GIF 450x50 900x150+293+52 8-bit sRGB 16c 0.010u
GIF 450x50 900x150+220+49 8-bit sSRGB 16¢ 0.010u

@

@
GIF 450x50 900x150+256+49 8-bit sRGB 16c 0.010u 0:0

@

0

]

MEAEFEELE, Hi 0+0. 174449, 196+47 X R R, FHR#/THEHE




LR RN -

i (
x = f.readlines()

.close()

(
in x:
.write(i.split("+")[1])
.write(" ")
.write(i.split("+")[2][:2])
.write( )
f.close()

HRIEAF BN s AL AR BEAT 22

| '»-‘@\":\4 LJ EhljEare 00 2 06:16 AM O A pgoow| @ &

File Actions Edit View Help
2_amd64.deb ...

Gnuplot window 0

B T - N 2 002 T T TRl S OV a0l U S T S S 20l M T i -
AR el BREAR R OEEDBE IR IS SVl od  Tred TR TR L TN

misc47
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© 010 Editor - C:\Users\95235\Downloads\miscd7\miscd7.png

File Edit Search View Format Scripts Templates Debug Tools Window Help

s EfSfaf RhEHDE S5 > 55 N ERRLZES
misc35.jpg misc3b.gif Startup Workspace

—
File
A3 00 64 00 1933 .
31 A3 64 CC 28 00 EE...1£..di(... - Open Files
02 00 A3 00 00 64 ..@EE...1£..dI(. misc35jpg
40 C6 00 31 A3 ..3..@EE...1£.. misc36.gif
33 DA C6 02 00 A3 I(...3.. miscd7.png
00 DA 40| Ch . .. 3. LEEE. . B Favorite Files

64 00 19 33 0A i S B Recent Files
A3 cc 00 00 misc32.png

3E 0o .
00 ¢z oo misc31.bmp

00 EE 00 M Ade.. misc30.bmp
6C 00 00 7 A 1 .. xU misc29.gif
9D 3A A 02 99 28 misc28.gif
E1 44 04 CO 73 .4de.De..@..A?js misc27,jpg
4A AA DB ; 9A D9 »J..200npo-0300 <A Lenna.bmp
24 7A 4575 .§'.Ez14FQ.EuéB. =
14 A3 14 51 14 A P.E.£.EQA(ED.1.Hi [ B Explorer
Template Results - PNG.bt & Inspector
Name Start Size Color Type value
struct PNG_CHUNK_FCTL fctl 354h 1Ah . eofli] Binary 00000000
uint32 sequence_number 1 354h 4h : Bg:. Signed Byte 0
uint32 width 450 358h 4h T | Unsigned Byte

0
uint32 height 50 35Ch 4h : Bg:. Signed Short 0
uint32 x_offset 182 360h 4h : Bg:. Unsigned Shart 0

uint32 y offset 52 364h 4h : Bg:. Signed Int -1241513984
int16 delay_num 100 368h 2h : Bg:. Unsigned Int 3053453312
int16 delay_den 1000 36Ah 2h :ET | Signed Int64  3746994893025705084
enum APNG_DISPOSE O... APNG_DISPOSE O... 36Ch 1h - Bg:. Unsigned Int64 3746994893025705984 W
} i 4 .= Variables
Selected: 4 bytes (Range: 864 [360h] to 867 [363h])

import struct
from PIL import Image
import matplotlib.pyplot as plt
f (
C f.read()
c[c.index( . fromhex( )):]
[]
i in (1,1124,2):
start c.index( .fromhex( )+struct.pack( ,1))
fc c[start:start+30]
print(fc[18:20],fc[22:24])
print(struct.unpack( ,fc[18:20])+struct.unpack( ,fc[22:24]))
pp.append(struct.unpack( ,fc[18:20])+struct.unpack( ,fc[22:24]))
Image.new( ,(400,70), (255,255,255))
i in pp:
new Image.new( ,(1,1),(0,0,0))
img.paste(new,1i)
.imshow(img)
.show()
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misc48

F 010 editor #TH, KMIER KIFFFRHEFREL. ctfshow{ R EE3I2NFRF

FF FF FF FF FF FF
00 64 40
33

H Aflagtc B R 3207, Fr AR REA TS24 Bt AT

© 12 11 07 10 13 13 90913013 601092101108 115127 2 2 3 10

4399\ %% ¥ lhe xR AT

[@®,12,1il,6),7,1®,i8,13,9,0,9,13,0,13,6,0, 16,9, 2, 1,0, 1, 16,8,11,5,12,7,2,2,3, 1@

(len(s)):

fls[i]]
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File Analyse Help
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