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from Crypto.Util.number import
from flag import flag

n 1 8
p getPrime(n)
print(p)

P.<t PolynomialRing(Zmod(p))

Fo= randrange(p)

print(f)

[randrange(p)]
[f(x[e])]
print([x_ @ ceil(5 7)) for x_ in x])

bytes_to_long(flag)
f(x[-1])
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Coppersmithi5Don Coppersmith 2785, MEHT I TFESm (%8, s, EFEnEs) Ria/\EBEuREm=
EHERE. BINEREREEE N SV T2MAFEIR, XSl a2, AEE FErR:
F(z)=a"+an 17" '+ +a;@+a, =0 (mod N)

Coppersmith method FEE1ET Lenstra—Lenstra—Lovasz lattice basis reduction algorithm (LLL) F3i&,
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FR. <x> = PolynomialRing (Zmod(n)}
f=(a+x)e-c

root = f.emall_roots(¥=2" , bata=1J[0] # find root < 27286 with factor = n

45T

load (" coppersmi th, sage’ )

P.<x, y> = PolynomialRing(GF(p))

=2 # a0 + 2Tk a kx-S kb o -y
roots = coron(f, X=2"H5, V=2"85, k=1, debuz= yLo]

%, ¥ = roots

1> BI85 F-#k “coppersmith.sage”F1iX 4 coron() & $t
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import itertools

def small roots(f, bounds, m=1, d=None):
if not d:
d f.degree()

f.base_ring()
R.cardinality()

f f.coefficients().pop(0)
f = f.change_ring(Zz)

(€] Sequence([], f.parent())
for i in (m 1):
base N (m i) f i
for shifts in itertools.product( (d), repeat=f.nvariables()):
g = base * prod( (power, f.variables(), shifts))
G.append(g)

B, monomials G.coefficient_matrix()

monomials vector(monomials)

factors [monomial (*bounds) for monomial in monomials]
for i, factor in (factors):
B.rescale_col(i, factor)

B.dense_matrix().LLL()

B B.change_ring(QQ)
for i, factor in (factors):
B.rescale _col(i, 1 factor)

H = Sequence([], f.parent().change_ring(QQ))
for h in (None, B monomials):
H.append(h)
I H.ideal()
if I.dimension()
H.pop()
elif I.dimension()
roots [1]
for root in I.variety(ring=2Z):
root (R(root[var]) for var in f.variables())
roots.append(root)

return roots

return []
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Lload( )

from Crypto.Util.number import
p=92946459607669937513774102250057295249718593723232674702212854287358873135783
k=43844336985235863734419631630425915388298791521868754583032904718644333115590
f1ag=193207529097125793778662519051231322609402866155819915933598367395102313904490702547833
2=3248642833056635029095920782095626337949113592116495266
b=4883935221919623989344404485025479346028101682781790392

PolynomialRing(GF(p))

f=x"2+2*aa*x+aa”2+k-bb-y

roots=small roots(f,(2773,2773),m=3)[0]
x=[aa+roots[0],bb+roots[1]]

P.<t PolynomialRing(Zmod(p))

i t t k

f(x[-1])

print(long_to_bytes(flag))
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ZJ6 -3 AI6 G8 EL NJ4 EJ/ XJ4 103 FU3 RU RUP EJ/ XJ4 Se6 54 284 Q/6 JO , 533 VUe4 T;6 234 431 EJ/ XU3 . Y4 103
DS G3 Se6 VU/6 , U VM4 RU/ EJI4 RU XJ/6 G4 . VUP 103 G4 . W96 103 G4 . WL6 Me6 G4 . VUP 5J6 VU4 . VUP 5J6
G4 . AUL6 XU4 VUue4 . W96 53/ G4 . 5; CJ84 VU4 . S06 W.6 VUO4 . MP6 XUP6 VU@4 . RU8 U4 VUG4 . RU8 U4 G4 .
W96 S06 G4 . EL VM/6 G4 . QU/6 2]/ VU@4 . ZJ6 X94 EK6 2U6 S04 BJ/6 G4 T QJ6 WL6 4 WJ3 QJ6 WL6 QU6 134 T QJ6
WL6 2L3 WJI3 QJ6 WL6 QU6 2U6 Co4 M3 QUP UP G.3 Y4 AJ3 QUP RU, . FU6 53/ U.6 M6 XJ4 2J04 RUG4 GK4 G6 2U6 M/4 2U4
FM3 2K6 JP4 WU6 , Y94 W96 53/ G4 M3 5; CJ84 VU4 5 RUG Mo6 1P3 U/ ES G4 Se6 103 Y.3 VU;4 2U6 ZJ6 -3 AI6 G8 EL
NJ4 EJ/ XJ4 CP3 XU4 J94 2U4 G4 T/6 Vue4 23/ VU VU;4 2U6 Y.3 VU;4 , Y4 S06 134 103 G;4 VU@ RU/ 5; CJ84 Vue4 ZP M

©6 VU; , DJ84 J VU 54 WS6 5]/ G4 J4 Z/ FM - J B4 FM 5 C.4 , Y94 VU;4 VU VU/6 54 5; CJ84 VUe4 103 134 2U6 5; C
J84 G4 , Ue6 J VU ( NJ6 T/ 284 234 VU ) VU VU/6 54 5; CJI84 VU@4 CK6 AO3 5P4 , 5303 EK4 RU, RUP4 56 RUL3 2U6 2
84 Jo , DJI84 M,4 284 2J4 VU RUP4 BJ4 WS6 5]/ G4 C93 VUe4 2U4 FM . 1U,6 J;4 RU4 183 ZJ6 X94 EK6 M/4 VU WU 94 73]
3 VU.4 2U6 EK6 G4 1L EJI3 FU3 X96 16 . VU; 2J04 M6 5]/ GO EL 2; TJ EJO CJ86 G4 U3 TJ04 XUB6 W96 JO VU 04 5]3 UL
4 284 T/6 G4 JO06 AJ4 2U6 , DL3 XU;6 2L4 QU/6 C/6 2U4 FM Z8 503 . WJI3 2U4 FM3 2K6 2U6 T/6 1P3 M3 1U4 AUe3 2] G4
ZJ4 RUP4 2303 WJ6 WJ/ FUP6 TK XU.6 YL4 T/6 YJ3 NS , ZJ6 -3 AI6 G8 EL NJ4 EJ/ XJ4 2U6 VMe3 VUe4 RU, DK4 U4 1u4

DS 134 ZP BP6 D.3 T.6 AU4 2U6 2] CJO4 FM 1U/4 RU/ EJI4 VM3 2]JI Me6 1P3 2U 234 DS Z8 2U6 VU; HIP 2U4 294 .
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https://github.com/chinese-opendesktop/cin-tables/blob/master/bopomofo.cin
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|26 -3 Ale G8 EL NJ4 EJ/ XJ4 103 FU3 RU RUP BEJ/ XJ4 S06 54 284 Q/6 J0, 5J3 VU4 T6 2)4 431 B/ XU3 . Y4103 D9G3 S06VU/6 , UVMARU/EIARUX)/6 G4, VUP 103 G4 |
W96 103 G4, WLe MO6 G4, VUP5J6 VUD4 | VUP 5)6 G4, AUL6 XU4VUD4 | W96 5)/ G4, 5 CJ84VUO4, S06 We VUO4, MPEXUPE VUD4 | RUBU4WVUD4, RUSU4AGA,
WO6 S06 G4 . ELVM/6 G4 . QU/6 21/ VU04 . 2U6 SO4 BJ/6 GA T QJ6 WL6 1J4 WJ3 QJ6 WLE QU6 1J4 T QJ6 WL6 2L3 WI3 QJ6 WL6 QU6 2U6 C04 M3 QUP UP G3 Y4 AJ3
|QUPRU,. FU6 5J/U.6 M6 XJ4 2)04 RUD4 GK4 G6 2U6 M/4 2U4 FM3 2K6 JP4 WUGE , Y34 W96 5)/ G4 M3 5: CJ84 VU4 5 RUO MO6 1P3 U/ E9 G4 S06 103 Y.3 VU:4 2U6 ZJ6 -3 Al6 G8 EL
|NJ4 EJf X4 CP3 XU4 J94 2U4 G4 T/6 VU4 21/ VU VU4 2U6 Y3 VU4, ¥4 506 1)4 103 G4 VUO RU/ 5; CJ84 VUU04 ZP MO6 VU . DI84 ) VU 54 W96 5)/ G4 J4Z/FM, JBAFM5C4,
Y94 VU4 VU VU6 54 5; CJB4 VUO04 103 1J4 2U6 5; CJB4 G4, UDBJVU (NJ6T/ 284 24 VU ) VU VU/6 54 5; CJ84 VUO4 CKb AO3 5P4 , 5)03 EK4 RU, RUP4 56 RUL3 2U6 284 J0 .,
DJ84 M4 284 2J4 VU RUP4 BJ4 W96 5/ G4 C93 VUOD4 2U4 FM . 1U,6 J;4 RU4 183 ZJ6 X94 EK6 M4 VU WU 94 7J3 VU .4 2U6 EK6 G4 1L EJI3 FU3 X96 16 . VU; 2)04 M6 5)/ GO EL 2; T) EJO

- O X

Cl36 G4 U3 TJ04 XU06 W96 JO VU 04 5J3 UL4 284 T/6 G4 JO6 AJ4 2U6 , DL3 XU:6 214 QU6 Cf6 2U4 FM Z8 503 ., WJ3 2U4 FM3 2K6 2U6 T/6 1P3 M3 1U4 AUO3 2) G4 Z)4 RUP4 2J03
WI6 W)/ FUPE TK XUB YLA T/6 YJ3 N9, ZJ6 -3 Al6 G8 EL NJ4 EJf XJ4 2U6 VMO3 VUOD4 RU, DK4 U4 1U4 D9 1)4 ZP BP6 D.3 T.6 AU4 2U6 2) CJO4 FM 1U/4 RUS EJI4 VM3 21 MOB 1P3 2U
2J4 D9 Z8 2L \ll- HIP 2114 294
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ITHF) HwEE(E) EIU0) EE(V) FEI(H)
|2)6 -3 Al6 GB EL NJ4 BJ/ XJ4 103 FU3 RU RUP BJ/ XJ4 506 54 284 Q/6 J0 . 5J3VU04 T:6 2)4 431 BJ/ XU3 . Y4103 D9G3 506 VU/6 . UVM4RU/BI4ARU XJ/6 G4, VUP 103 G4 |
|W36 103 G4, WL6 M06 G4 . VUP 56 VUD4 ., WVUP5J6 G4, AUL6 XU4AWVUD4 . W96 5)/ G4, 5 CIB4VUD4 . S06W.6WVUDA, MP6XUPEWVUD4, RUS U4AWVUDA . RUBUAGA,
W96 506 G4, ELVM/6 G4, QU/6 21/ VUO4 . 76 X94 EKB 2U6 S04 Bl/6 G4 T QJa WL6e 1J4 WI3 Qe WLe QU6 1J4 T QJe WL 2L3 WI3 QJe WLe QUs 2Ub C04 M3 QUP UP G.3 Y4 AJ3
|QUPRU,. FU6 5J/U.6 M6 XJ4 2)04 RU0A GKA G6 2U6 M/4 2U4 FM3 2K6 JP4 WUG , Y34 W96 5)/ G4 M3 5; CJ84 VU04 5 RUO MO6 1P3 U/ E9 G4 S06 103 Y.3 VU4 2U6 ZJ6 -3 Al6 G8 EL
|NJ4 EJf 304 CP3 XU4 J94 2U4 G4 T/6 VUD4 21/ VU VU4 2U6 Y.3 VU4, ¥4 S06 1)4 103 G4 VUO RU/ 5; CJ84 VUU04 ZP MO6 VU, DJ84 ) VU 54 W96 5)/ G4 JAZ/FM, JBAFM5C4,
Y94 VU4 VU VU/b 54 5; CI84 VU04 103 1J4 2Ue 5; CJ84 G4, U0eJVU (NJ6T/ 284 2J4 VU ) VU VU/6 54 5; CJ84 VUO4 CKb AO3 5P4 , 5J03 EK4 RU, RUP4 56 RUL3 2Uk 284 10,
DJ84 M4 284 2J4 VU RUP4 BJ4 W96 5)/ G4 C93 VUO4 2U4 FM . 1U6 4 RU4 183 MM— VU WU 94 713 VU4 2UGEK6 G4 TLENI3 FU3 X9616 . VU 2J04 M6 5)/ GDEL 2, TIEIO
CJ86 G4 U3 TJO4 XU06 W96 JO VU 04 5)3 UL4 284 T/6 G4 JO6 AJ4 2U6 , DL3 XU:6 214 QU/6 C/6 2U4A FM Z8 503 . WJ3 2U4 FM3 2K6 2U6 T/6 1P3 M3 1U4 AUOD3 2) G4 714 RUP4 2J03
WI6 WJ/ FUPE TK XUB YLA T/6 YI3 N9, ZJ6 -3 Al6 G8 EL NJ4 EJ/ XJ4 2U6 VMO03 VUO4 RU, DK4 U4 104 D9 1J4 ZP BP& D.3 T.6 AU4 2U6 2) CJO4 FM 1U/4 RU/ EJI4 VM3 2J1 MO6 1P3 2U
2J4 D9 78 2UA M- HIP 2114 294
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W, B long to_bytes(c)
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with ( 5 ) as f:
s f.read()
2=0x5b-0x20
t ([(x - a)%128 for x in s])
print(t.decode())

with (
f.write(t)

¥: 010 editor® %, F WK HFEM163EH], X Eafls 167EH] + a== 0x20 (Space)
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Process finished mith exit code 0
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d» 35°C 8 A higpsi/plotmsdwngidb3E6431

SRJ5010 Editor&E & B4 BB H
E&JGE N T baseb4 iy

44 2F Al 09 E4 4F AR 3A
D9 5A 6D 78 68 5A 33 VP -
) 31 58 30 4A 6C 58 30 68 68 ¥YX1feTB1X
48 42 35 66 51 3D 3D cHBSIfQ=—
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flag{May_yOu_Be_Happy}

flag{May_y@u_Be_ Happy

I am happy!
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