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1 // desrypt des.cpp

2  #include <stdio.h>

3 #include <string.h>

4

5 #define maxn 0x8000 /) P E K

6 //#define ENCODE 0,16,1 /) W2

7  #define DECODE 15,-1,-1 /) BEENE

8

9 /) WX E

10 char msg ch[64] = {

11 58, 50, 42, 34, 26, 18, 10, 2, 60, 52, 44, 36, 28, 20, 12, 4,
12 62, 54, 46, 38, 30, 22, 14, 6, 64, 56, 48, 40, 32, 24, 16, 8,
13 57, 49, 41, 33, 25, 17, 9, 1, 59, 51, 43, 35, 27, 19, 11, 3,
14 61, 53, 45, 37, 29, 21, 13, 5, 63, 55, 47, 39, 31, 23, 15, 7
15 };

16

17 /) BB
18 char key ch[56] = {

19 57, 49, 41, 33, 25, 17, 9, 1, 58, 50, 42, 34, 26, 18,
20 10, 2, 59, 51, 43, 35, 27, 19, 11, 3, 60, 52, 44, 36,
21 63, 55, 47, 39, 31, 23, 15, 7, 62, 54, 46, 38, 30, 22,
22 14, 6, 61, 53, 45, 37, 29, 21, 13, 5, 28, 20, 12, 4
23 };

24

25 /) VREH

26 char msg ex[48] = {
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27 32, 1, 2, 3, 4, 5, 4, 5, 6, 7, 8, 9,

28 8, 9, 10, 11, 12, 13, 12, 13, 14, 15, 16, 17,
29 16, 17, 18, 19, 20, 21, 20, 21, 22, 23, 24, 25,
30 24, 25, 26, 27, 28, 29, 28, 29, 30, 31, 32, 1
31 };

32

33 /) HEREAINE
34 char key mov[16] = {

35 1,1, 2, 2, 2, 2, 2, 2, 1, 2, 2, 2, 2, 2, 2, 1
36 };

37

38 // JEGiEH

39 char key cmprs[48] = {

40 14, 17, 11, 24, 1, 5, 3, 28, 15, 6, 21, 10,
41 23, 19, 12, 4, 26, 8, 16, 7, 27, 20, 13, 2,
42 41, 52, 31, 37, 47, 55, 30, 40, 51, 45, 33, 48,
43 44, 49, 39, 56, 34, 53, 46, 42, 50, 36, 29, 32
4 };

45

46 // S mEH
47 char s box[8][6][16] = {

48 // S1

49 14, 4, 13, 1, 2, 15, 11, 8, 3, 10, 6, 12, 5, 9, o0, 7,
50 o, 15, 7, 4, 14, 2, 13, 1, 10, 6, 12, 11, 9, 5, 3, 8,
51 4, 1, 14, 8, 13, 6, 2, 11, 15, 12, 9, 7, 3, 10, 5, O,
52 15, 12, 8, 2, 4, 9, 1, 7, 5,11, 3, 14, 10, 0, 6, 13,
53 // 52

54 i5, 1, 8, 14, 6, 11, 3, 4, 9, 7, 2,13, 12, 0, 5, 10,
55 3, 13, 4, 7, 15, 2, 8, 14, 12, o0, 1, 10, 6, 9, 11, 5,
56 o, 14, 7, 11, 10, 4, 13, 1, 5, 8, 12, 6, 9, 3, 2, 15,
57 13, 8, 10, 1, 3, 15, 4, 2, 11, 6, 7, 12, 0, 5, 14, 9,
58 // 83

59 io, o0, 9, 14, 6, 3, 15, 5, 1, 13, 12, 7, 11, 4, 2, 8,
60 i3, 7, 0, 9, 3, 4, 6,10, 2, 8, 5,14, 12, 11, 15, 1,
61 i3, e, 4, 9, 8, 15, 3, 0, 11, 1, 2, 12, 5, 10, 14, 7,
62 i, 10, 13, 0, 6, 9, 8, 7, 4, 15, 14, 3, 11, 5, 2, 12,
63 // 54

64 7, 13, 14, 3, 0, 6, 9, 10, 1, 2, 8, 5,11, 12, 4, 15,
65 i3, 8, 11, 5, 6, 15, o0, 3, 4, 7, 2, 12, 1, 10, 14, 9,
66 i0, 6, 9, 0, 12, 11, 7, 13, 15, 1, 3, 14, 5, 2, 8, 4,
67 3, 15, o0, 6, 10, 1, 13, 8, 9, 4, 5, 11, 12, 7, 2, 14,
68 // S5

69 2, 12, 4, 1, 7, 10, 11, 6, 8, 5, 3, 15, 13, 0, 14, 9,
70 14, 11, 2, 12, 4, 7, 13, 1, 5, o0, 15, 10, 3, 9, 8, 6,
71 4, 2, 1, 11, 10, 13, 7, 8, 15, 9, 12, 5, 6, 3, 0, 14,
72 i1, 8, 12, 7, 1, 14, 2, 13, 6, 15, o0, 9, 10, 4, 5, 3,
73 // S6

74 iz, 1, 10, 15, 9, 2, 6, 8, 0O, 13, 3, 4, 14, 7, 5, 11,
75 i0, 15, 4, 2, 7, 12, 9, 5, 6, 1, 13, 14, o0, 11, 3, 8,
76 9, 14, 15, 5, 2, 8, 12, 3, 7, 0, 4, 10, 1, 13, 11, 6,
77 4, 3, 2, 12, 9, 5, 15, 10, 11, 14, 1, 7, 6, 0, 8, 13,
78 // S7

79 4, 11, 2, 14, 15, o0, 8, 13, 3, 12, 9, 7, 5, 10, 6, 1,
80 13, o0, 11, 7, 4, 9, 1, 10, 14, 3, 5, 12, 2, 15, 8, 6,
81 i, 4, 11, 13, 12, 3, 7, 14, 10, 15, 6, 8, 0O, 5, 9, 2,
82 6, 11, 13, 8, 1, 4, 10, 7, 9, 5, o0, 15, 14, 2, 3, 12,
83 // S8

84 13, 2, 8, 4, 6, 15, 11, 1, 10, 9, 3, 14, 5, 0, 12, 7,
85 1, 15, 13, 8, 10, 3, 7, 4, 12, 5, 6, 11, 0, 14, 9, 2,
86 7, 11, 4, 1, 9, 12, 14, 2, 0, 6, 10, 13, 15, 3, 5, 8,
87 2, 1, 14, 7, 4, 10, 8, 13, 15, 12, 9, 0, 3, 5, 6, 11
88 };

89

90 // P EEH

91 char p box[32] = {

92 16, 7, 20, 21, 29, 12, 28, 17, 1, 15, 23, 26, 5, 18, 31, 10,
93 2, 8, 24, 14, 32, 27, 3, 9, 19, 13, 30, 6, 22, 11, 4, 25
94 };

95

96 // FKEH

97 char last ch[64] = {

98 40, 8, 48, 16, 56, 24, 64, 32, 39, 7, 47, 15, 55, 23, 63, 31,
99 38, 6, 46, 14, 54, 22, 62, 30, 37, 5, 45, 13, 53, 21, 61, 29,
100 36, 4, 44, 12, 52, 20, 60, 28, 35, 3, 43, 11, 51, 19, 59, 27,
101 34, 2, 42, 10, 50, 18, 58, 26, 33, 1, 41, 9, 49, 17, 57, 25

102 };



103

104 // hash E#, JEME T8I EHS B3 T

105 char hs ch[20] = "0123456789%abcdef";

106 char sh ch[128];

107

108 void init trans() {

109 char 1i;

110 for (i = 0; 1 < 16; 1i++)

111 sh chlhs ch[i]] = i; // sE/khash#Hagxt i
112}

113

114 char msg[maxn] = "aed3899df15bd7babb99act5ebb9r5cd8cd44a77c53263ded6ef9r3d773£e908" ;
115 char res[32];

116 char msgb[72], msgbt[72], keyb[18][72];

117 char key[16] = '"deadbeef";

118

119 /) FiFEE

120 void ChToBit (char* dest, char* src, int length) {
121 int i, j;

122 char t;

123 for (i = 0; i < length; i++) {

124 for (j =8, t =src[i]; 7 > 0; =) {
125 dest[(i << 3) + j] =t & 1; // WRFHFKE
126 t >=1;

127 }

128 }

129 }

130

131 // ZiHBFEIL T

132 void BitToCh (char* dest, char* src, int length) {
133 int 1i;

134 for (i = 0; 1 < length << 3; i++) {

135 dest[i >> 3] <<= 1;

136 dest[i >> 3] |= src[i + 1]; /) ISIEA
137 }

138 dest[length] = 0;

139}

140

141 // #E#H, Lloffset Wi, LlcountlyK/&
142 void BatchSet (char* dest, char* src, char* offset, int count) {
143 int 1i;

144 for (i = 0; 1 < count; i++)

145 dest[i + 1] = srcl[offset[i]];
146}

147

148 // 2F 168N EH]

149 void getKeys () {

150 char tk[128], bk[72];

151 char* ptk = tk;

152 int i, j;

153 for (i = 0; 1 < 8; i++)

154 key[i] <<= 1; // BEIL&ERRN
155 ChToBit (bk, key, 8);

156 BatchSet (tk, bk, key ch, 56);
157 for (i = 0; 1 < 16; i++) {

158 for (j = 0; j < key mov([i]; j++, ptk++) {
159 ptk[57] = ptk[28];

160 ptk([28] = ptk[1];

161 }

162 BatchSet (keyb[i], ptk, key cmprs, 48);
163 }

164 }

165

166 // X FH I EHIENTEX

167 void dropMsg (char* dest, char* src) {
168 int 1i;

169 for (1 =0; 1 < 16; 1++) {

170 dest[i >> 1] = (dest[i >> 1] << 4) | sh ch[src[i]];
171 }

172}

173

174 void DES (char* pmsg, int st, int cl, int step) {

175 int i, row, col;

176 char r[64], rt[48], s[8];
177 ChToBit (msgbt, pmsg, 8);
178 BatchSet (msgb, msgbt, msqg ch, 64); // #/#EH:



179 for (; st !=cl; st += step) {

180 memcpy (rt, msgb + 33, 32);

181 BatchSet (r, msgb + 32, msq ex, 48); // ¥ /REMH

182 for (i = 1; 1 <= 48; i++)

183 r[i] "= keyb([st][i]; // FZHEIF

184 // s _box fLH

185 for (1 =0; 1 < 48; 1 +=6) {

186 row = col = 0;

187 row = r[i + 1] << 1 | r[i + 6];

188 col = (r[i + 2] << 3) | (r[i + 3] << 2) | (r[i + 4] << 1) | r[i + 5];
189 s(i / 12] = (s[i / 12] <<= 4) | s box[i / 6][row][col];
190 }

191 ChToBit (r, s, 4);

192 BatchSet (msgb + 32, r, p box, 32); // p box B

193 for (1 =1; 1 <= 32; 1i++)

194 msgb[i + 32] "= msgb[i]; // B

195 memcpy (msgb + 1, rt, 32);

196 }

197 memcpy (msgbt + 33, msgb + 1, 32);

198 memcpy (msgbt + 1, msgb + 33, 32);

199 BatchSet (msgb, msgbt, last ch, 64); // K&#H
200 BitToCh (res, msgb, 8); // ¥NFHX

201}

202

203 int main(int arg, char* arv[]) {
204 init trans();

205 char mode = 'd’';

206

207 getKeys () ; // 722163 ZEHE N #H]
208

209 int 1i;

210

211 printf("dec: ");
212 for (i = 0; msg[i]; i += 16) |

213 dropMsg (res, msg + 1); // & XEHEAEIENZEL
214 DES (res, DECODE); // W%

215 printf ("$s", res);

216 }

217 printf ("\n");

218 return 0;

219}
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