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1 def check pad(s, block size):

assert len(s) % block size ==

assert ord(s[-1]) <= block size

for i in range (ord(s[-1])):
assert s[-1-1] == s[-1]#mark

return s[:-1-1]
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1 try:

2 print "padplain text:" + plain text

3 plain text = check pad(plain text, AES.block size)
4 print "plain text:"+plain text

5 except:

6 print "padding error"

7 sys.stdout. flush()

8 return

9 if plain text == 'Admin':

10 print "Welcome admin, your flag is %s" % FLAG
11 sys.stdout. flush ()

12 return

13 else:

14 print "YOU. SHALL. NOT. PASS!"

15 sys.stdout. flush ()

16 return
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1 # —-*- coding: utf-8 —*-

2 # @Date: 2019-11-09 13:16:32

3 # @Last Modified time: 2019-11-09 16:16:32
4 from pwn import *

5 from Crypto.Cipher import AES

6 def pad(s, block size):

7 return s + (block size - len(s) % block size) * chr(block size - len(s) % block size)
8 if name == " main ":

9 robj = remote ("183.129.189.62", 19206)
10 temporary = robj.recvline() [:-1]

11 iv = str(temporary[-64: -32])

12 cipher = str(temporary[-32:])

13 temporary = robj.recvline ()

14 # cacl name suffix

15 payload = '~'*15
16 for i in range (7, 13):

17 name = 'g'*1i

18 iwt = int(iv, 16) * int (pad(payload, AES.block size).encode('hex'),

19 16) * int(pad(name, AES.block size).encode('hex'), 16)
20 iwt = hex(iwt) [2:] + cipher

21 robj.sendline (iwt)

22 temporary = robj.recvline() [:-1]

23 1f 'padding error' not in temporary:

24 break

25 length = 1

26 the true name = "'

27 for 1 in range (length) :

28 for j in range (33, 128):

29 name = '~' * (length - 1 - 1) + chr(j) + the true name

30 payload = '~' * (len(name)-1 - 1)

31 iwt = int(iv, 16) * int (pad(payload, AES.block size).encode('hex'), 16) ~ int(
32 pad (name, AES.block size).encode('hex'), 16)

33 iwt = hex(iwt) [2:] + cipher

34 robj.sendline (iwt)

35 temporary = robj.recvline() [:-1]

36 if 'padding error' not in temporary:

37 the true name = chr(j) + the true name

38 break

39 user role = "Admin"

40 iwt = int(iv, 16) * int(pad(user role, AES.block size).encode ('hex'),

41 16) * int(pad(the true name, AES.block size).encode('hex'), 16)

42 iwt = hex(iwt) [2:] + cipher
43 robj.sendline (iwt)

44 flag = robj.recvline() [:-1]
45 print 'flag:' + str(flag)
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