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require 'sinatra'

require 'sinatra/cookies’

require 'sinatra/json’

require 'jwt'

require 'securerandom'

require 'erb'

set :public folder, File.dirname( FILE ) + '/static'
FLAGPRICE = 1000000000000000000000000000
#ENV["SECRET"] = SecureRandom.hex (xx)

10 configure do

11  enable :logging

12 file = File.new(File.dirname( FILE ) + '/../log/http.log',"a+")
13 file.sync = true

14 use Rack::CommonLogger, file

15 end

l6get "/" do

17 redirect '/shop', 302

18 end

19get "/filebak" do

20 content type :text

21 erb IO.binread FILE

22 end

23 get "/api/auth" do

24 payload = { uid: SecureRandom.uuid , jkl: 20}

25 auth = JWT.encode payload,ENV["SECRET"] , 'HS256'
26 cookies[:auth] = auth

27 end

28 get "/api/info" do

29 islogin

30 auth = JWT.decode cookies[:auth],ENV["SECRET"] , true, { algorithm: 'HS256' }
31 json({uid: auth[0]["uid"],jkl: auth[0]["Fk1"]})
32 end

33 get "/shop" do

34 erb :shop
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35 end

36 get "/work" do

37 islogin

38 auth = JWT.decode cookies|[:auth],ENV["SECRET"] , true, { algorithm: 'HS256' }
39 auth = auth[0]

40 unless params[:SECRET].nil?

41 if ENV["SECRET"].match ("#{params[:SECRET] .match (/[0-9a-z]+/) }")
42 puts ENV["FLAG"]

43 end

44  end

45 if params[:do] == "#{params[:name][0,7]} is working" then

46 auth["jk1"] = auth["jk1"].to i + SecureRandom.random number (10)
47 auth = JWT.encode auth,ENV["SECRET"] , 'HS256'

48 cookies[:auth] = auth

49 ERB: :new ("<script>alert ('#{params|[:name] [0,7]} working successfully!')</script>").result
50 end

51 end

52 post "/shop" do

53 islogin

54 auth = JWT.decode cookies[:auth],ENV["SECRET"] , true, { algorithm: 'HS256' }
55 1if auth[0]["jkl1"] < FLAGPRICE then

56 Jjson({title: "error'",message: '"no enough jk1'"})

57 else

58 auth << {flag: ENV["FLAG"]}

59 auth = JWT.encode auth,ENV["SECRET"] , 'HS256'

60 cookies|[:auth] = auth

61 json({title: "success",message: "jkl is good thing"})
62 end

63 end

64 def islogin

65 1if cookies/[:auth].nil? then
66 redirect to('/shop')

67 end

68 end

A LIEF fwork HSEH ERB FEHR, @ EHBZH (I 25 name HEHZL T, WAL EZHNTFE AT LI — LSRG 1T S5, KA FH
TIFTEHT T o 2T name=<3=1%>, B<75 1.



BUEFHIRNY, [AIEEGIE—BEXAYRICH . LUFFEA SECRET 24, A5 L

1 unless params|[:SECRET].nil?

2 if ENV["SECRET"].match ("#{params[:SECRET] .match (/[0-9a-z]+/) }")
puts ENV["FLAG"]

end
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1 unless params/[:SECRET].nil?

2 if ENV["SECRET"].match ("#{params[:SECRET] .match(/[0-9a-z]+/) }")
3 puts ENV["FLAG"]
4 end

5 end
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