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1 box=[]

2 for i in range(32):
3 x=(x+51) 332

4 box.append (x)
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1 head = (out[0]&0xe0)>>5

2 for i in range (31):

3 out[1] = ((out[1]&0x1f)<<3)+((out[i+1]&0xe0)>>5)
4out[31] = ((out[31]&0x1f)<<3) + head
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1 key = 'deadbeef'.decode ('hex')
2 for i in range (32):
3 out2.append (out [1]"((ord(key[1i%4])+1) &0xXff))
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1 key = 'deadbeef'.decode ('hex')

2

3 def encrypt (flag):

4 out=[]

5 out2=[]

6 x=0#gen box

7 box=[]

8 for 1 in range(32):

9 x=(x+51) 332

10 box. append (x)

11 for i in range (32):

12 out.append (ord (flag[box[i]]))
13 head = (out[0]&0xe0)>>5

14 for 1 in range(31):

15 out[1i] = ((out[1]&0x1f)<<3)+((out[i+1]&0xe0)>>5)

16 out[31] = ((out[31]&0x1f)<<3) + head
17 for i in range (32):

18 outZ2.append (out [1]"((ord(key[1%4])+1) &0xff))
19 return outZ2
20

21 def decrypt (enc 1list):
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out=[]
out2=[0] *32
x=0#gen box
box=[]
for i in range (32):
x=(x+51) $32
box.append (x)
for 1 in range(32):
out.append(enc list[i]” (ord(key[134])+1))

tail = out[31]&0x7
for i in reversed(range(1,32)):
out[i] = ((out[1]&0xf8)>>3)+ ((out[i-1]&0x7)<<5)
out[0] = ((out[0]&0xf8)>>3)+ (tail<<5)
for 1 in range(32):
out2[box[i]] = out[i]
return ''.join (map (chr,outZ2))
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42 //register

43 #define eax 0

44 #define ebx 1

45 #define ebx2 2

46 #define ecx 3

47 #define edx 4

48 #define esp 5

49 #define 1f 6

50 #define neq 7

51 #define t intp 8

52 #define _t chp 9

53 #define t int 10

54 #define flag 11

55 #define enc 12

56 #define key 13

57 //opcode

58 #define mov (0<<1)

59 #define mov32 (1<<1)
60 #define lea ch (2<<1)
61 #define lea int (3<<1)
62 #define 1dr int (4<<1)
63 #define 1dr ch (5<<1)
64 #define add (6<<1)

65 #define add pint (7<<1)
66 #define add pch (8<<1)
67 #define my xor (9<<1)
68 #define mod (10<<1)

69 #define my or (11<<1)
70 #define my and (12<<1)
71 #define push (13<<1)
72 #define pop (14<<1)

73 #define shr (15<<1)

74 #define shl (16<<1)

75 #define ror (17<<1)

76 #define cmpl (18<<1)
77 #define cmpeq (19<<1)
78 #define loop (20<<1)

79 #define code end (21<<1)
80 //type

81 #define rn 0

82 #define rr 1
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1 char code[] = {
2 _lea ch | rr, ebx, flag,
3 _my xor | rr, ecx, ecx,
4 _my xor | rr, eax, eax,
5 _my xor | rr, edx, edx,



loop,

~add | rn, eax, 51,

~mod | rn, eax, 32,
lea ch | rr, t chp, ebx,
add pch | rr, t chp, eax,
_ldr ch | rr, t int, t chp,
_mov | rr, edx, t int,
_push | rr, esp, edx,

add | rn, ecx, 1,

_cmpl | rn, ecx, 32,
loop,

_my xor | rr, eax, eax,
_lea int | rr, t intp, esp,
add pint | rn, t intp, -32,
lea int | rr, ebx2, t intp,
_1dr int | rr, t int, ebx2,
_mov | rr, eax, t int,

_my and | rn, eax, 0xe0,
_shr | rn, eax, 5,

_mov | rr, edx, eax,

_my xor | rr, ecx, ecx,
loop,

_1dr int | rr, t int, ebx2,
_mov | rr, eax, t int,

_my and | rn, eax, 0x1f,
_shl | rn, eax, 3,

_push | rr, esp, eax,

_lea int | rr, t intp, esp,
_add pint | rn, t intp, -32,
_lea int | rr, ebx2, t intp,
_1dr int | rr, t int, ebx2,
_mov | rr, eax, t int,

_my and | rn, eax, 0Oxe0,
_shr | rn, eax, 5,

_pop | rr, esp, t int,

_add | rr, t int, eax,
_push | rr, esp, t int,

add | rn, ecx, 1,

_cmpl | rn, ecx, 31,

loop,

_1ldr int | rr, t int, ebx2,
_mov | rr, eax, t int,

_my and | rn, eax, 0x1f,
shl | rn, eax, 3,

_add | rr, eax, edx,

_push | rr, esp, eax,

_my xor | rr, ecx, ecx,
_mov32 | rr, edx, key,
loop,

_lea int | rr, t intp, esp,
_add pint | rn, t intp, -32,
_lea int | rr, ebx2, t intp,
_1dr int | rr, t int, ebx2,
_mov | rr, eax, t int,
_push | rr, esp, eax,

_mov | rr, eax, edx,

_add | rr, eax, ecx,

_pop | rr, esp, t int,

_my xor | rr, t int, eax,
_push | rr, esp, t int,
_ror | rn, edx, 8,

~add | rn, ecx, 1,

_cmpl | rn, ecx, 32,

loop,

_my xor | rr, ecx, ecx,
_my xor | rr, edx, edx,
_lea ch | rr, ebx, enc,
loop,

_lea ch | rr, t chp, ebx,
_add pch | rr, t chp, ecx,
_ldr ch | rr, t int, t chp,



82 _mov | rr, eax, t int,

83 _push | rr, esp, eax,

84 _lea int | rr, t intp, esp,

85 _add pint | rn, t intp, -33,
86 _1dr int | rr, t int, t intp,
87 _pop | rr, esp, eax,

88 _push | rr, esp, eax,

89 _cmpeq | rr, eax, t int,

90 ~my or | rr, edx, neq,

91 ~add | rn, ecx, 1,

92 _cmpl | rn, ecx, 32,

93 loop,

94

95 code end

96 }:
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