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1 import pyshark
2 def get code():

3 captures = pyshark.FileCapture ("question 1564353677 modbusl.pcap")
4 func codes = {}

5 for ¢ in captures:

6 for pkt in c:

7 if pkt.layer name == "modbus":

8 func code = int (pkt.func code)
9 if func code in func codes:

10 func codes[func code] += 1
11 else:

12 func codes[func code] = 1
13 print (func codes)

14if name == ' main ':

15 get code()
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1 import pyshark

2

3 def find flag():

4 cap = pyshark.FileCapture ("question 1564353677 modbusl.pcap")
5 idx = 1

6 for ¢ in cap:

7 for pkt in c:

8 func code = int (pkt.func code)

9 if pkt.layer name == "modbus" and if func code == 16:
10 payload = str(c["TCP"].payload) .replace(":", "")

11 print (hex to ascii(payload))

12 print("{0} *".format (idx))

13 idx += 1

14 def hex to ascii(payload) :
15 data = payload

16 flags = []

17 for d in data:

18 _ord = ord(d)

19 if (_ord > 0) and (_ord < 128):
20 flags.append (chr (_ord))

21 return ''.join(flags)

22

231if name == ' main ':

24 find flag()
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